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Abstract

Shapeanalysis deals with the synthesis of invariants for programs manipulating
heap-allocated data structur es. Explicit shapeanalysis algorithms do not scalevery
well. This work proposesaframework for symbolic shapeanalysis that addresses
this problem. Our contribution is a framework that allows to abstract programs
with heap-allocated data symbolically by Boolean programs. For this purpose, we
combine abstraction techniques from shape analysis with ideas from predicate ab-
straction. Our framework is parameterized by a set of abstraction predicates. We
proposea classof predicatesthat can be used to analyze reachability properties for
linked data structures. This classmay potentially be used for automated abstrac-
tion re nement.
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Chapter 1

Introduction

Shapeanalysis deals with programs manipulating heap allocated data structures.
Explicit shape analysis algorithms do not scale very well. One dir ection to ad-
dressscalability is to use symbolic methods. This work proposesa framework for
symbolic shapeanalysis.

1.1 Motivation

Invariants synthesized by program analysis are over-approximations of the set of
reachableprogram states. They are useful in avariety of applications, ranging from
instruction scheduling and code optimization in compilers to formal veri cation.

Most program analysis problems for in nite state systems are undecidable.
Therefore, one needs techniques for approximation. Abstractinterpretation[7] is a
framework that formalizes approximation for program analysis. In order to com-
pute invariants, the program is interpr eted over an abstract domain of abstract
states. The creative actin applying abstractinterpr etation lies in the identi cation
of a suitable abstractdomain.

Shapeanalysisaims for the synthesis of invariants for programs manipulating
heap-allocated data structur es. In order to model the state of a program with heap-
allocated data, one hasto model the state of the heap. The heap canberepresented
asagraph, wherethe nodes correspond to allocated objectsand edgerelations that
re ect how objectsare connected via pointers. Each pointer eld of a stored data
structur e corresponds to one edge relation of the graph. Sincea priori there is no
bound on the number of allocated heap objects,thesegraphs canbe arbitrary large.
Consequently, the number of possible program statesis unbounded and therefore
we need abstraction.

Abstract domains used for shapeanalysis are basedon several variants of shape
graphs[17, 5, 29, 26, 27]. The common idea of these abstractionsis to partition the
setof nodesin aconcretegraph into a nite setof equivalence classes.Theseequiv-
alenceclassesare representedby abstract nodesin a shapegraph. An equivalence
classcontains all nodes that are indistinguishable under a particular setof shape
properties, e.g. expressingthat a node is pointed to by a program variable, or that
it is reachablefrom a program variable by following pointer elds in a data struc-
ture. In [27] a parametric framework for shape analysis is proposed that identi es
shapeproperties asunary abstraction predicatesthat denote setsof nodes.

Although the use of abstract domains based on shape graphs gives approxi-
mating algorithms, these algorithms have high complexity, becausethe abstract
domain is though nite, still very large. If one usesan explicit representation of
abstract states, such as shape graphs, the analysis does not scalevery well. One
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CHAPTER 1. Intr oduction

way to addressthis problem is to use symbolic methods.

In the following, we discuss one symbolic method in more details. Predicate
abstraction(seee.g. [12]) is a technique used to symbolically abstractin nite state
systems. It is successfully applied in software model checkerssuchas SLAM [3]
and BLA ST [13]. The abstractdomain is given by a nite classof formulas built
from a chosen set of abstraction predicates. These abstraction predicates denote
setsof program states. The program is abstracted symbolically by a Boolean pro-
gram whose program variables correspond to the abstraction predicates[1]. One
of the merits of predicate abstraction is that the analysis of the obtained abstract
Boolean program can be implemented ef ciently using a symbolic representation
of abstract states,e.g. basedon BDDs.

The computed invariants can be used to verify whether a given property is
satis ed by the program. If the invariants are too weak to entail the target prop-
erty, the abstract domain hasto be re ned, in order to obtain stronger invariants.
Abstraction re nement is akey technology for fully automated formal veri cation.

For abstract domains that are parameterized by a set of abstraction predicates,
re nement amounts to adding additional abstraction predicates.For predicate ab-
straction there are successful automated abstraction re nement procedures; see
e.g.[6, 14, 2]. However, in shape analysis there are, so far, only heuristics that help
to nd additional predicates;seee.g. instrumentationpredicategproposed in [27].
The question whether these predicatescan be derived automatically is still open.

This work proposesa framework for symbolic shape analysis. We give a sym-
bolic abstract domain that allows to handle abstract programs symbolically. The
framework enablesthe integration of automated abstraction re nement procedures.
However, contrary to predicate abstraction, the abstract domain is parameterized
by unary predicatesthat denote setsof nodes in the abstracted graphs. This con-
forms to the abstractdomains for shapeanalysis that are basedon shapegraphs.

1.2 Contributions

Our contribution is aframework for symbolic shapeanalysis:

We proposea symbolic abstractdomain that allows to representabstract pro-
grams symbolically. We call the obtained abstract programs Boolearheappro-
grams

The construction of Boolean heap programs requiresthe identi cation of a
suitable setof unary abstraction predicates. We propose modalnodepredicates
that can be used for the analysis of reachability properties for linked data
structures.

We give preliminary results that may be useful for the development of ab-
straction re nement proceduresfor properties expressedby modal node pred
icates.

In the following, we give a more detailed discussion of these contributions.

Boolean Heap Programs. We propose a symbolic abstractdomain for shape anal-
ysis. This abstract domain is parameterized by a set of unary abstraction predi-
cates. In analogy to predicate abstraction, the concrete program is abstracted by
a Boolean program. We call these abstract programs Booleanheapprograms A
Booleanheap program is formally characterizedin terms of an over-approximation
of the best abstract post operator on the chosenabstract domain. This guarantees
soundness of the resulting analysis. In addition, we examine under which condi-
tions a Boolean heap program coincides with the bestabstract post operator.

2



CHAPTER 1. Intr oduction

Modal Node Predicates. We identify the classof modalnodepredicateswhich are
unary abstraction predicates that expressreachability properties for linked data
structures. We give a rst result regarding decidability of the satis ability problem
for modal node predicates. Moreover, we show that modal node predicates are
closed under weakest liberal preconditions. Theseresults may be useful for the
development of an abstraction re nement procedure for properties expressedby
modal node predicates.

1.3 Outline

The remainder of the thesisis organized asfollows:

Chapter 2 gives the preliminaries. We rst briey introduce the basic notions
of abstractinterpr etation (2.1). Afterwar ds, we revise the de nition of rst-or der
logic with transitive closure (2.2)which is then used to formally describe the con-
crete semantics of programs manipulating heap allocated data structures (2.3).
This gives the formal foundation of our abstract interpr etation based symbolic
shapeanalysis.

In Chapter 3, we develop our abstraction framework. We give a symbolic ab-
stract domain that is parameterized by a set of unary abstraction predicates(3.1).
Thereafter, we show how the bestabstract post operator on this abstractdomain is
approximated by an abstract post operator that correspondsto a Boolean program
(3.2.1-3.2.4).Mor eover, we analyze under which conditions the Boolean program
coincides with the bestabstractpost (3.2.5).Finally, we propose a method that can
be applied, in order to gain back precision in the casethat the Boolean program
gives impr eciseresults with respectto the bestabstract post (3.2.6).

Chapter 4 intr oduces modal node predicates (4.1,4.2),a class of unary predi-
catesthat can be used to instantiate the framework presentedin Chapter 3. We
give rst resultsregarding decidability of the satis ability problem (4.3)and show
that modal node predicatesare closed under weakest liberal preconditions (4.4).

In Chapter 5the developed framework is illustrated in acasestudy. We verify a
program that reversessingly-linked lists. The analysis usesmodal node predicates.
The stepsof the corresponding xed point iteration are given in Appendix B.

Chapter 6 compares the presented framework to related work. We discuss
shape analysis algorithms that are based on shape graph abstraction (6.1), con-
sider other approachesthat apply symbolic methods in shape analysis (6.2), and
discussrecentresults on decidable logics for shape analysis (6.3).

In Chapter 7 we conclude and discuss open problems for futur e work.

In Appendix A onecan nd the proofs of all statementsmade in this work.






Chapter 2

Preliminaries

This chapter gives a brief intr oduction into abstractinterpr etation basedon Galois
connections. Abstract interpr etation is a formal, semantics-basedframework for
the systematic construction of sound static program analyses. Our approach pre-
sentedin the later chapters conforms to this framework. We further revisethe def-
inition of rst-or der logic with transitive closure. This logic allows one to formally
de ne the concrete representation of program storesand servesas a speci cation
language for the properties we want to analyze.

2.1 Abstract Interpretation

The goal of a program analysis is to collect information over a program's runtime
behavior for all possible input data. Running a program on all its inputs is usu-
ally either impossible, becausethe number of input values is in nite, or infeasible,
becauseit is nite, but too large to be handled by exhaustive testing. Static analy-
sis infers information over all possible program executions without executing the
program explicitly .

Sincenearly every interesting problem concerning a program's runtime behav-
ior is undecidable, the use of approximation is inevitable to ensure termination of
the analysis. The goal is thus to develop incomplete, but automatic methods that
produce reliable results. Abstract interpr etation gives a formal, semantics-based
framework for the systematic construction of such approximations.

2.1.1 Transition Systems and Transformer Functions

In order to be able to formally reasonabout a system, it is crucial to have a for-
mal semantics of the system behavior. Transition systems offer the most simple
and unied approach to describe the semantics of a broad range of systems, in
particular (concurrent) imperative programs. The common semantic properties of
transition systems are well understood. In the following, we intr oduce the basic
notions and summarize some of the more prominent properties that will become
useful, later on. A detailed discussion of transition systems,transformer functions
and their properties can be found for instance in [28].

De nition 2.1.1(Transition System). A transition system S isatuplehState; init; Ri
with:

State: the (possiblyin nite) setof statesofthe system,

init  State: thesetofinitial states,
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R State State: thetransitionrelation.

Given atransition system S, the properties of the transition relation R can be
elegantly described in terms of the associatedtransformer functions. The postop-
eratormaps setsof statesto the set of all successorstatesunder R, the pre operator
maps a set of statesto the setof all predecessorsunder R, and the dual of the pre
operator, maps a set of statesto its weakesliberal precondition(wlp).

De nition 2.1.2(Transformer Functions).

post €  S.fs2 Statej9s2S: (5592 Rg

© S fs2Statej9s2 S: (s:s9) 2 Rg
S.fs2 Statej8s2 State: (s;s9)2 R) s°2 Sg

pre

fre

The operator preis not much of interestin our setting. We concentrate on post
and pre and summarize some of their well-known properties. The following list is
not to be meant complete, but it suf ces for our further discussion.

def

Proposition 2.1.3. Givenatransition systemS = hState; init; Ri, the following proper-
tieshold:

(i) postdistributesoverjoins,

(i) predistributesovermeets,

(iii) postandpre aremonotone,

(iv) post preisreductive:8S State: post(fre(S)) S,
(v) Pre postisextensive8S State: S fre(post(S)),
(vi) 8S;S° State: post(S) S° () S re(S9.

All properties can be easily proven just using the de nitions of postand fre,
respectively. In particular, (iii) follows from properties (i) and (ii), and (vi) follows
from properties (iii), (iv), and (v).

Proposition 2.1.4. Foratransition systemS thefollowingis equivalent:
() R istotalanddeterministic,

(ii) Preis ahomomorphisnonthe powersetBoolearalgebraof State.

2.1.2 State Invariants and Reachability

A stateinvariant expressesa temporal property of atransition system. The expres-
sivenessof state invariants is restricted to a particular subclassof temporal prop-
erties, so called safetyproperties Safety properties are properties that guarantee the
absenceof abnormal system behavior in the sensethat there is no possible execu-
tion that leadsto a particular setof error states. We now formally investigate the
connection between state invariants and reachability of system states.

Given atransition system S with
S = hState; init; Ri
the post operator postis extended to the operator F, asfollows:
= 2 ZState ] ZState
F € s.init[ postS):

The setof reachablesystem statesis now de ned in terms of the operator F.

6
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De nition 2.1.5(Reachable States). Thesetofreachablsystenstateseachis theleast
xed point of post underinit, i.e.:

reach®’ Ifp(F):

The monotonicity of postguaranteesthe existenceof the least xed point of the
operator F, thus the setof reachablestatesis well-de ned.

De nition 2.1.6(State Invariant). A state invariant |  State of transition system
S is anover-appoximationofthereachablstatesreach 1. A stateinvariant | is called
inductive , if it is closedunderpost post(l) I.

Proposition 2.1.7. | State is an inductive stateinvariant if andonly if it is closed
undertheoperator,i.e.F(1) |I.

Sinceany inductive state invariant is closed under the operator F, algorithms
that synthesize state invariants rely on the iterative construction of the least xed
point of F, or to be more precise,the construction of approximations of Ifp(F).

2.1.3 Abstract Interpretation and Galois Connections

The problem whether a given setof program statesis reachablein an in nite state
systemsis in general undecidable. As a consequence,the construction of Ifp(F)
might not terminate. Even for systemswith a nite state spaceit might be infeasi-
ble to construct Ifp(F ), becausethe state spaceis still to large to be managed by an
exhaustive exploration of all reachablestates. Hence, there is a need for approxi-
mation.

The idea of abstract interpr etation is to come up with an abstraction of a con-
crete system S that mimics the behavior of S. This abstraction hasto be safein the
sensethat every state invariant of the abstraction can be mapped to a state invari-
ant of the concrete system. Abstract interpr etation based on Galois connections
[7, 8] is aformal framework for the construction of such abstractions.

The basic idea of this approach is that, instead of constructing Ifp(F) on the
concrete (complete) lattice 25t ; .- State;[ ;\i , the least xed point of an ab-
straction of F is constructed on some (complete) abstractlattice D# ;v ;2 ;> t ; ui
of nite hight. The abstraction of F is de ned in terms of abstraction function

, mapping sets of statesto elementsin the abstract domain, and concretisation
function , mapping abstractvalues back to setsof states:

2 ZState I D#
2 D# I ZState :
The intuitive notion of a safe abstraction can now be formalized in terms of

and . The abstraction is safe, if every set of statesis over-approximated by the
consecutive application of and

8s2 2% : g ((S):

Finding some pair of safe abstraction and concretisation function is usually not
a hard problem. However, we are not interested in any safe abstraction, we are
interested in the best possible safe abstraction that can be de ned for the chosen
abstract lattice. The notion of a Galois connection formalizes this requirement.

De nition 2.1.8 (Galois Connection). Given two partially ordeed setshD; i and
HD* :vi ,thepairh; i iscalledaGalois connection, or apair ofadjoint functions iff:

82D;a2D*: (ogva() ¢ (a):
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Note that, without mentioning it explicitly, we have already seenan example
for a Galois connection. As mentioned in Proposition 2.3.7,the operators postand
fre form a Galois connection on the power setlattice of State.

There are several equivalent characterizations of Galois connections. The fol-
lowing proposition capturessome of them.

Proposition 2.1.9. LethD; ;?;>;[;\i andtD#;v;?2#:>%:t;ui betwo complete
lattices.Fortwo functions 2 D! D¥ and 2 D# | D thefollowingis equivalent:

() h; i formsaGaloisconnection,
(i) thefollowingtwo conditionshold:
is acompletemget-morppism,e.
8s* D# : Ss*)y= f (a)ja2 S* gand (>%)=>
= ¢c2D. fa2D*jc (a)g,
(iii) thefollowingtwo conditionshold:
is acompleéejoin—nprphism,i.e.
8 D: ( S)= f (¢)jc2Sgand (?)= 2%
= a2D*. fc2Dj (ov ag,

(iv) thefollowingthreeconditionshold:

and aremonotone,
isreductive8a2 D* : ( (a)) v a,
is extensive8c2 D : ¢ ( (0).

For proof see[8].

The pair of abstraction and concretisation function h; i de nes the bestpos-
sible abstraction for D and D# if and only if it forms a Galois connection. This is
due to the fact that given that and form a Galois connection, maps a set of
statesS to the smallest abstractvalue that over-approximates S under . If u is the
meet-operation on the abstractlattice, according to Proposition 2.1.9,we have:

|
(S)= fa2D*js (ag

We are now able to characterizethe most preciseabstraction F# of the operator
F. It is given by the composition of , F,and

F* 2 D*1 D*
F# = F
The monotonicity of F is preserved by the abstraction. This gives us a continu-

ous operator F# on the nite-hight abstract lattice. The computation of Ifp(F# ) is
basedon Kleene's xed point characterization for continuous operators:

G
fp(F*) = F*"(?):
n2N
We increasingly iterate F# | starting from the bottom element ? of the abstract do-

main, until we reachthe least xed point. The absenceof in nite ascending chains
in the abstractdomain ensurestermination.
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2.2 First-Order Logic with Transitive Closure

In order to describe the memory state (program store) of a program manipulating
heap-allocated data structures, we need an appropriate memory model, i.e. we
have to formalize program storesin terms of mathematical objects.

We follow the setting in [27] and representconcrete program storesusing rst-
order logical structures. First-order logic also serves as a speci cation language
for the properties we want to analyze. However, it is known that rst-or der logic
itself is too weak to expressvarious interesting properties of graphs. For instance
reachability or connectivity cannot be expressed. Extending rst-or der logic with
transitive closure is one possible way to overcome this weakness. The resulting
logic is strong enough to expressthe properties we are interested in and in addi-
tion allows us to relate the formal concrete semantics of program storesand their
symbolic abstraction in a conciseway.

We assumethat V is a countable in nite setof variables with typical elements
v;v0 2 V. First-order formulas are de ned with respectto a given signature of
predicate and function symbols. Sincefunctions can be axiomatized in rst-or der
logic via predicates,we only consider a signature of predicate symbols.

De nition  2.2.1(Syntax of FO™). Givena signature of predicatesymbolsp with
arity n 0 (written p=n), thesetFO™ [] of rst-order formulaswith transitive closue
over isde nedasfollows:

2 FO™[] := truej false

jv VO

Jp(V1;::1;Vn) p=n2

| I

jov:!

j (TCva; Ve )(v: VO (transitive closue)

We intr oduce the usual syntactic abbreviations for conjunction #, implication
I, equivalence$ , and universal quanti cation 8 (cf. Figure 2.1). Additionally , for
aformula ' (v;v9, we intr oduce the abbreviations ' * (v;Vv9 for the transitive clo-
sure,and ' (v; VO for the re exive transitive closure of ' . Parenthesisare omitted
due to the following operator precedence ,:

P p_ p! p$ pTC 8 O

The semantics of formulas is given in the usual way, i.e. formulas are inter-
preted over rst-or der logical structures.

De nition 2.2.2(Logical Structure). A logical structureover isatupleS = hU; i,
where

U is anonemptyset,theuniverse of S, and

9
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A =Gt ) (conjunction)
"l e _ (implication)
g E (G EAY G B (equivalence)
gv: %9 v (universal quanti cation)

C v E Tevive (vivO)(v;vY  (transitive closureof ' (v;v)

V) E vy v (re exive, transitive closure of ' (v;v9)

Figure 2.1: Additional syntactic abbreviations

is theinterpr etation function for predicatesymboldn , i.e. for ann-ary predi-
catesymbolp=n2 ,thefunction p2 U" ! B assigngruth-valuesto n-tuples
overU.

We write US for the universeof S, if it is not given an explicit name. Theset -Struct
denotesll logicalstructuresover .

De nition  2.2.3(Semantics of FO™®). LetS = hU; i bealogicalstructureand 2
V | U anassignmenthat mapsvariablesto elementsf the universeof S. Theinter-
pretationfunction JK¥ 2 FO™®[] ! (V! U)! B, assigningtruth-valuesto FO™®
formulas,is inductively de nedasfollows:

Jalse€( ) = 0
Jruel( ) = 1
M wl() = if vi= vythenlelsdd
Jpvi;inva)R() = p(oviiin i)

J_R() = maxfI () K()g

x' () = maxt I K( [x7'u))ju22Ug
JTCvy v YVVOK () = 1 () therexistsus;:::;u, 2 Us.t.
ur= v;up = Vvland

1m'i<n fI K [va 7 ui;ve 7 ujs )g=1
I<n

Weintr oducethefollowing notionsof validity andentailment:
“under :© S; E' (Y re()=1
entails "F (d‘jf S; F ' impliess; E ,forallSand .

" isvalidin S(Sisamodelof' ): SfF' (d'if S; F',forall 2V! U.
Thesetofall modelsf' is denotedy:

S satis es

Mod(' ) & fS2 -Struct jSE "' g

Thesetofall nite modelf' is denotedy:

Mod, (') % fS2 -Struct jSE ' andUS is nite g:

10
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typedef struct node {
struct node *n;
int data;

} *List;

Figure 2.2: A simple type de nition for singly-linked listsin C

2.3 System Description

2.3.1 Program Stores

In the analysis of programs without dynamic memory allocation a program store
is described as a valuation of program variables to appropriate data objects, e.g.
integers. That means,it canbe modeled asan assignmentfrom rst-or der variables
to elements of the appropriate data domain.

In order to be able to representthe state of the heap, we need more than just
rst-or der variable assignments. The state of the heap can be modeled asa graph.
The nodes of the graph representallocated heap objectsand edge relations re ect
how objects are connected via pointers. For each pointer-valued eld in a data
structur e the graph has one corresponding edge relation. Graph-like structures
can be equivalently described aslogical structures, where edge relations are rep-
resentedasbinary predicates. This logical characterization of program storescon-
forms to the setting in [27].

In order to represent program stores that contain a particular data structure
type, we consider a signature of predicate symbols consisting of:

aunary predicate symbol x for eachpointer-valued program variable X,
aunary predicate symbol nul | for NULL,
and abinary predicate symbol n for eachpointer-valued structure eld n.

In our concrete model we abstract away all non-pointer -valued program vari-
ablesor structure elds. In addition, we restrict ourselves to storesthat may just
contain one single data structure type at any time. As an example, consider the
List data type given in Figure 2.2. The signature for program stores containing
singly-linked lists that are accessibleby a program variable x is given by:

Lst = fx=1; null=1; next=2g:

A program store S is given by alogical structureS = hJ; i over .U represents
the nite setof allocated instances of the stored data structure type. We call the
elements of U nodes The value NULLis representedasa node of its own, we added
the unary predicate null to the signature, in order to distinguish NULLfrom all
other nodes. The interpr etation function interpr ets the predicates according to
the program variables and pointer -valued data structure elds.

Not every logical structure representsa store. The number of objects that is
allocated at a particular point in the program execution is always nite. Thus, we
are only interestedin nite structures. However, there are additional constraints
that have to be satis ed. Since any structure eld or program variable can only
point to exactly one other node, the binary predicates should denote functional
relations and the unary predicatesshould representsingleton sets. All necessary
constraints can be modeled by an integrity formula[30]. The actual choice of this

11
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US> | fug;up;usg

unary predicates binary predicates

[ JuiJufus| [n[[us[uz][us|
s X 1100 up || 0| 1|0
null | 0 | 0| 1 u ||l 0] 0|1

us || 0 | 0] 0

n n
=)= —()

null

Figure 2.3: A store S containing a singly linked list accessibleby variable x.

formula depends on the concrete model of program storesone hasin mind. The
minimal requirements on storesthat we will refer to in this work are modeled by
the following integrity formula F:

A
def

F gvix(v) A 8vex(v9) ! v O
x=12
A 8v:i: null(v) ! 9ven(v;v9) " 8vPon(v;v0 1 O 0O
n=22
ABv:ven(v:vy I null(v):

Once we have chosenan appropriate integrity formula, we cande ne the setof all
program stores Store.

De nition 2.3.1(Program Stores). LetF beanintegrity formula. Thesetof program
storesStore for F is thesetofall nite modelfF:

Store % Mod, (F):

In order to visualize logical structureswe adopt the graphical representation
used in [27]. The elements of U are representedasnodesin a graph. Binary pred-
icates are represented as labeled edges and unary predicates as labeled arrows
pointing to the nodes they are satis ed by. Figure 2.3 shows a program store both
representedasalogical structure over i and using the graphical notation.

2.3.2 Program Semantics

In order to syntactically restrict the classof pointer programs that we have to con-
sider, we permit nested dereferencing of program variables and structure elds.
Any program can be translated into this restricted class, possibly by intr oducing
fresh temporary program variables. This restriction leaves us with ve kinds of
atomic commands:

commands assigning program variables or NULLto program variables:
X = t,wheret is aprogram variable, or NULL.

commands assigning eld values to program variables:
X = y->n,

12
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commands assigning program variables or NULLto structure elds:
Xx->n = t,wheret is aprogram variable, or NULL

allocation of a single freshmemory cell:
x = malloc() ,

deallocation of a memory cell:
free(x)

We explain the semanticsof programs in terms of program stores, rather then
program states. A program state can be considered as a tuple consisting of pro-
gram store and program counter, henceit is always clear how to extend from stores
to states.

Let ¢ be some atomic command. The semantics of c is given by the transition
relation f on stores. In [27] the transition relation is characterized in terms of
predicate-updateormulas There s a relationship between predicate-update formu-
las and weakesliberal preconditiongwlp) that justi es this approach. In the follow-
ing, we want to further investigate on this relationship.

The post and wlp operator on setsof storesare standard asfollows:

post & M .fs°2sStorejos2M :s f s%
pre. € M .fS2Storej8s’2Store: S f %) SP2 M g
Sincewe will representprogram storessymbolically using formulas, it is crucial to
be able to handle the symbolic execution of commands. The effect of some com-
mand on the stores denoted by some formula should be expressiblein terms of
a predicate transformer on formulas. This predicate transformer should be com-
putable as a purely syntactic operation, such that the denoted set of stores must
not be considered explicitly .

In the setting of programs without heap-allocated data, where a store is rep-
resentedasa rst-or der valuation of program variables, this causesno problems,
becausethe predicate transformers are again expressiblein rst-or der logic. Prob-
lems arise from the fact that, in our setting of programs with heap allocated data,
stores are representedas rst-or der structuresover a signature containing binary
predicates.However, binary predicatescorrespondto second-order variables. Thus,
it is in general not guaranteed that post. or fire, are expressibleas predicate trans-
formers in rst-or der logic.

As we will see,the fact that all atomic commands are deterministic at least al-
lows us to expressthe operator fre, asa purely syntactic operation on formulas.
Although post; is still not rst-or der expressible,due to the fact that post, and fre,
form a Galois connection on the power set lattice of stores, it suf ces that one of
the two adjoints can be expressed.

At rst, we do not want to consider allocation and deallocation of heap cells.
Sincethe remaining commands may only change pointer values, they simply cor-
respond to updates of the interpr etation of predicate symbols. The universe is
unaffected by all these commands. Hence, we can x a universe U that is shared
by all logical structuresthat we consider for the restof this section.

For a given logical structure S, a formula ' with n free variables denotes an
n-ary relation over the universe U. We use an isomorphic representation and con-
sider the denotation J Kof someformula ' to bethe setof all pairs of storesS and
assignments that satisfy ' :

JKE f(s; )2store (V! U)jS: F' g

13
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| c | p(v1;::i;Va) [ PR(VL;iii;Va) |
X = NULL x(Vv) null (v)

X =Yy x(v) y(v)

X = y->n X (V) 9vly(v9 " n(vev)

Xx->n = NULL | n(vi;Vvo) n(v;v9 A x(v) _ x(vO) ™ null (V9
X->n =y n(v;\v9 n(v; v~ x(v) _ x(v) " y(v9)

Table 2.1: Predicate-update formulas.

In order to give a predicate transformer on arbitrary FOT® formulas we have to
extend the transformer functions post. and pre. to functions on subsetsof extended
stores

ExtStore " Store (V! U

We de ne the extended operators ext-post, and ext-fire, simply by keeping the sec-
ond component of an extended store untouched:

ext-post, 2 2ExtStor e 2ExtStor e

extposi, = M .f(S® )2 ExtStorej9S2 Store: S f S°A(S; )2M g

ext—;ﬁrec 2 2ExtStor e 2ExtStor e

ext-pre, © M .f(S; )2 ExtStore8S°2 Store: S f S%) (S® )2 M g

Sincefbre, and post. arejust lifted from storesto extended stores,their characteristic
properties are preserved. In particular, the following propositions hold.

Proposition 2.3.2. Theoperatorext-post. andext-fre, form a Galoisconnectioron the
powersetlattice of extendedstores.

Proposition 2.3.3. Therelation f s total and deterministicif andonly if ext-fire, is a
homomorphisnon the powersetBoolearalgebraof extendedtores.

If the transition relation for atomic command c is total and deterministic then
we interpr et post, asa total function on storesand ext-post. asatotal function on
extended stores,respectively.

The predicate-update formulas that are usedin [27] to describe the semanticsof
commands can now be formally de ned in terms of the extended weakest liberal
precondition ext-fre,.

De nition  2.3.4(Predicate-Update Formula). A predicate-update formula p¢ for
n-ary predicatesymbolp and atomiccommandc is an FO'C formula whosedenotation
correspondso theextendedvlp of the denotationof p:

Table 2.1 shows the predicate-update formulas for all atomic commands that
we considered so far. Predicate symbols whose interpr etation does not change
under some command, i.e. where the predicate-update formula corresponds to
the predicate symbol itself, are omitted. It is easyto seethat theseformulas indeed
capture the semanticsof the appropriate commands.

14
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Proposition 2.3.5. If therelation f is total anddeterministicandif for everypredicate
symbolp there existsa predicate-updattermulap?® thenthe extendedvlp of an FO™® for-
mula' canbecomputedy substituting syntacticallyall occurence®f predicatesymbols
in ' with their predicate-updatermulas:

Proposition 2.3.5gives rise to de ne weakest liberal preconditions as a predi-
catetransformer on formulas that can be computed purely syntactically.

De nition 2.3.6(Weakest Liberal Preconditions of Formulas). Theweakestiberal
preconditionof an FO'® formula' for commandt, written wip,(' ), is obtainedoy sub-

def '
wip, = 2 FO™ " [pO(ve;::o;vn)=p(ve; i)l
The following proposition relatesthe symbolic weakestliberal precondition on
formulas with the post operator on stores.

Proposition 2.3.7. If f is total and deterministicthen for a store S, FO™ formula’
andassignment , wehave:

S; Fwip() () post(S); F*

In the setting of pointer programs, all atomic commands are deterministic. Un-
fortunately, in general not all of them aretotal. Dereferencing pointers to NULLis a
typical operation that is not permitted, i.e. in that casethe post operator can not be
de ned asa total function on stores. This problem can be solved by applying the
standard trick of intr oducing additional error statesthat turn the partial functional

relation f on program storesinto atotal functional relation on program states.

Handling allocation and deallocation is a bit more tricky. As an example, con-
sider the command c: x = malloc() . It isnot possibleto give apredicate-update
formula for predicatesymbol x, sincethe node on which program variable x points
to after execution of cdoesnot existin the predecessorstore. One possible solution
is to add the new node and temporarily intr oduce a predicate symbol that distin-
guishesthe added node from all others. This temporary predicate symbol canthen
be used to de ne the predicate-update formulas.

In order to keep the transition relation simple, we ignore allocation and deal-
location in this work. However, this is not a real restriction, sinceit is possible to
extend the presentedframework in an appropriate way.

15






Chapter 3

Abstraction Framework

In this chapter we develop our abstraction framework. We rst give a symbolic
abstractdomain that incorporates abstraction technigues from shape analysis. Af-
ter that we apply methods from predicate abstraction, in order to abstract pro-
grams manipulating heap-allocated data structur esby Boolean programs. The ob-
tained Booleanprogram is called a Boolearheapprogram We formally characterize
a Boolean heap program asan over-approximation of the bestabstract post opera-
tor on the chosenabstractdomain and analyze its precision.

3.1 Node Predicate Abstraction

Finding a suitable abstract domain is considered to be one of the hardest parts in
abstract interpr etation. In the previous chapter we have seenhow concrete pro-
gram storescan be representedby logical structures. A formula is a symbolic rep-
resentation of setsof logical structures, namely the set of its models. Hence, this
shifts the problem of nding a suitable abstract domain to the problem of nding
a suitable classof formulas.

3.1.1 Node Predicates

Graph-based abstract domains for shape analysis are induced by a chosen set of
shapeproperties In [27] these shape properties are identied asunary abstraction
predicatesthat denote setsof nodesin the abstracted program stores. In the follow-
ing, we are going to proposea symbolic abstractdomain that is parameterized by
unary abstraction predicates. We call these abstraction predicatesnodepredicates

De nition 3.1.1(Node Predicates). A node predicate p(v) is an FO™ formulawith
asinglededicatedreevariablev.

Figure 3.1 shows some typical node predicatesin the context of singly-linked
lists.

De nition 3.1.2. LetPred bea nite setofnodepredicatesA literal overPred isanode
predicaten Pred or its negation.A conjunctionP ofliteralsoverPred is calledcomplete
oramonomial , if for everynodepredicate 2 Pred, exactlyoneofits literalsis aconjunct
in P. ThesetFp; g denoteshesetofall Boolearcombinationofnodepredicatesn Pred.
Let' (V) 2 Fpreq. ForastoreS andanodeu 2 US wewrite S;u F ' (v) asa short-
notationfor S;[v 7! ul F ' (v).
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x(Vv) (v is pointed to by x)
null (v) (vis NULDL
re(v) € 9vex(v) A n (Ve v) (v is reachablefrom x)
rr(v) % 9vex(v) A nt (vO:v) (v is reachablein at leastone step)

is(v) € 9v®vPn(v®v) A n(v®v) A v06 v (v is shared by at leasttwo nodes)

Figure 3.1: Typical node predicatesin the context of singly-linked lists.

3.1.2 Abstract Domain

For the restof this chapter we x aparticular nite setof node predicatesPred. For
notational conveniencewe consider Pred to be closed under negation.

The idea behind the abstraction we are going to proposeis that aformula in the
abstractdomain is valid in astore, if it representsall nodesin the store. This leads
to the following de nition of an abstractstore

De nition 3.1.3(Abstract Store AbsStoe[Pred]). An abstract store overPred is
aformula oftheform:
= 8v: (V)

where (V) 2 Fpreq is a Boolearcombinationof nodepredicatesWith AbsStoe[Pred]
wedenotehesetofall abstractstoresoverPred.

In order to treatjoins in the control ow in an adequate way, the abstract do-
main should be closedunder disjunctions. Wetake the disjunctive completion over
abstract storesasour abstractdomain.

De nition 3.1.4(Abstract Domain AbsDomPred]). TheabstractdomainoverPred
is givenby thesetAbsDom[Pred] of all disjunctionsof abstractstores:
AbsDom{Pred] €' =~ ;j8i21: ;2 AbsStoe[Pred]g:
i2l
Theelementof AbsDom[Pred] are partially ordeedby the entailmentrelationj= on for-
mulas.

Sincean abstract store can be representedas a Boolean function over Pred, the
abstractdomain AbsDom[Pred] is isomorphic to the power setof Booleanfunctions
over Pred. Thus, it is isomorphic to a nite domain.

We omit the set of node predicates Pred as the parameter for AbsStoe and
AbsDom whenever it is clear which set of node predicates we refer to. We will
follow the sameconvention for all functions that we will de ne on thesedomains
in the following sections.

3.1.3 Best Abstraction

We need to give the best possible mapping of elements from the concrete domain
restere: i to elements of the abstract domain hAbsDom; i and vice versa More
precisely, following [8] we have to provide abstraction and meaning functions:

2 259r¢ 1 ApsDom
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2 AbsDom! 2Stre

suchthat and form aGalois connection. Sincethe concrete domain is given by
setsof program storesthat are representedas logical structures,the meaning of a
formula in AbsDomis given by the set of all its models, restricted to program
stores.

De nition 3.1.5(Meaning Function). Themeaningfunction that mapsformulasin
theabstractdomainto setsof programstoresis de nedby:

2 AbsDom! 2Stre
& .fS2StorejSF o

Proposition 3.1.6. Thefunction is a completemeet-morphisnmand a completgoin-
morphism.

For a pair of adjoint functions h; i, one adjoint determines the other. Given
the de nition of , maps a setof storesto its smallest over-approximation with
respectto

De nition 3.1.7(Abstraction Function). Theabstractiorfunction thatmapsabstract
setsof programstoresto abstractvaluesis de nedby:

2 25°re 1 AbsDom

€ M. f 2AbsDomjM () o

Wewrite (S) insteadof (f Sg) whenever is appliedto asinglestoreS.

Proposition 3.1.8. Abstractionfunction and concetisationfunction form a Galois
connectiorbetweerthe poset$2S® €: i andhAbsDom; .

Although we de ned the abstraction function in terms of ,what we needis
a constructive characterization of . We now give such a characterization.

If we consider asingle store S, the abstraction function maps S to the smallest
abstract store that is valid in S. An abstract store is a universally quantied for-
mula in Fpreq. Hence,in order to construct (S), we needto construct the smallest
formula in Fpreq that coversall nodesin the universe of S.

Given a node u in the universe of S, we can assign an abstractnodePs., to u
and S that is given by a conjunction of node predicates. The abstract node Ps.,
representsthe equivalence classof all nodes in the universe of S that satisfy the
samenode predicatesasu.

De nition 3.1.9(Abstract Nodes). An abstract nodeisaconjunctionP ofliteralsover
Pred. LetS beastoreandu 2 US. TheabstractnodePs., is thecompleteonjunctionof
nodepredicateshat are satis edbyu in S:

def

N
Psu(v) = fp2PredjSiuf po

As illustrated in Figure 3.2,a store S is abstracted by the smallest covering of
nodes in US by abstract nodes over Pred. The smallest covering is given by the
disjunction of all abstract nodes Ps,, for nodesu 2 US. Formally, we obtain the
following characterization of

Theorem 3.1.10(Characterization of Best Abstraction). LetM bea setof program
stores.TheimageofM under is characterizedsfollows:

(M)Fj — 8v:  Psu(V):
s2M  u2us
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/] ™

US

U

\P

S;u

Figure 3.2: The universe US of a store S covered by abstract nodes over Pred.

Let us now illustrate the abstraction by an example.

Example. Consider again the list data type given in Figure 2.2. The set of abstrac-
tion predicatesis given by literals over the node predicates

X(V); null(v); rx (V)

that arede ned in Figure 3.1. Figure 3.3shows the abstraction of a store S contain-
ing a singly-linked list with three elements whose head is pointed to by program
variable Xx.

Applying  again to the abstraction of S does not only result in S itself, but in
the set of all stores containing a singly-linked list with at least one element. The
abstraction (S) entails that NULLs reachablefrom program variable x. Sincewe
deal with lists, this information is suf cient to guarantee that all lists in ( (S))
are acyclic.

3.1.4 Expressiveness

Now when the decision for a particular abstractdomain hasbeenmade, we brie y
consider some aspectswith respectto expressiveness. The goal of this section is
not to give an exhaustive formal comparison to graph-based abstract domains for
shape analysis, we focus on the aspectof how presenceor absenceof edges be-
tween abstract nodes are expressible.

In the following, we refer to the framework of parametric shape analysis via
3-valued logic [27]; seeSection 6.1 for a detailed discussion. This approach uses
three-value logical structuresasa generalization of shape graphs.

In [30] three-valued logical structuresaretranslated into two-valued rst-or der
formulas that representthe samesetof concrete stores. Given two nodesin athree-
valued logical structure that correspond to abstract nodes P and P°, an n-edge
between P and PCis translated to the constraint:

8v; VP (WA PO T n(v;VvY): (1)
The absenceof an n-edgeis translated accordingly:
8v;VEP (V) A POV It n(v;Vv): 2)

The decision to use only unary node predicatesin formulas of our abstractdo-
main seemsto be rather restrictive at rst sight, becausewe cannot talk about
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—

(S) = 8viPsu, (V) _ Psiu, (V) _ Psws(V) _ Psiu, (V)
= 8viX(WV) ™ null(W) ™ re (V)] [ X(V) ™ null (V) ™ ry (v
{ Ps{,lil @ { Pswu ?§7Ps;u3 )ﬂ
_ [: x(v) A~ nug;(v)" rx(vg
Psu,
n n n

—~O—0O | —O—0—0O

( (9) nr.lll nr.lll

null

Figure 3.3: Abstraction and concretisation of a store S containing a singly-linked
list.
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edgesbetween abstract nodes explicitly using the binary predicate symbols. Nev-
ertheless,sincewe allow unary node predicatesto be arbitrary FOT® formulas, it is
possible to expressthe presenceor absenceof an edge by adding additional unary
node predicatesto the setPred. Weillustrate this with the constraints given above.
Consider the following equivalence transformations:

8v;VEP (WA PO T n(v;v® Fj 8vi P(v)_ FVOZPO(VO){; n(v;v(?
pz(v)
8v;VEP (V) APV i n(v;VvY) ) 8vii P(v)_: PVOZPO(V({));‘ n(v;vo}):

p2(v)

The right-hand sides are already in the right format with respectto our syntactic
classof formulas, i.e. both are abstract stores,if we add the two additional abstrac-
tion predicatesp; and ps.

The abstractstore (S) for any store S that satis es constraint (1) is guaranteed
to imply constraint (1), because (S) isthe smallestabstractstorethat is valid in S.
Hence, the abstraction preservesthe information of an n-edge between the abstract
nodes. The sameholds for constraint (2) and the absenceof the n-edge.

Thus, it is possible to expressabsenceor presenceof edges between abstract
nodes by adding additional node predicates. However, it turns out that, at least
for the analysis of properties like reachability, it is possible to obtain preciseresults
without expressingedgesin the way explained above. In Chapter 4 we will discuss
a classof node predicatesthat seemsto be better suited for this purpose.

3.2 Abstract Transformer

An integral part of an abstractinterpr etation based analysis is the abstract trans-
former function. In the caseof a forwar d analysis, it is given by an abstraction of
the operator post. In this section, we develop an abstraction of the concrete post
operator that can be easily implemented.

3.2.1 BestAbstract Transformer

For the restof this chapter, let c be some xed atomic command and let postbe the
post operator for command c. Rememberthat cis deterministic yet not necessarily
total. However, by adding appropriate guards to ¢, it is always possible to restrict
the domain of the transition relation f such that post becomesa total function
on the restricted domain. For this reason,we consider post(S) to be well-de ned
whenever postis applied to asingle store S.

Given a Galois connection h; i between concrete domain and abstract do-
main, as explained in Section2.1.3,the bestabstraction F# of a function F on the
concrete domain is given by the composition of , F, and

F# 2 AbsDom! AbsDom
F# = F

If we apply the characterization of that we gave in Theorem 3.1.10,the best ab-
stract post operator post’ is given by:

post: 2 AbsDom! AbsDom

pOSt#() = (pOSt( ())) = 8v: IDpost(s);u:
S2 () u2uUs
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This characterization is by no means constructive. It relies on enumerating all
concrete storescontained in the image of under , which isin generalan in nite
set. We need an algorithmic characterization of the bestabstract post operator.

The na've approachis to enumerate all abstract storesexplicitly and check for
each one whether it is contained in post” () . Given that n is the number of (un-
signed) node predicatesin Pred, considering all 22" abstract stores explicitly , re-
sults in a doubly-exponential lower bound for the complexity of the computation
of post’ . This is not feasiblein practice. We need to restrict the number of possible
abstract storesthat may occur asa disjunct in post* () .

For this reason, our goal is to develop an approximation of the best abstract
post operator that can be easily implemented. However, we require this operator
to be formally characterized in terms of an abstraction of post” , since we want to
know exactly where we lose precision.

3.2.2 Context-Sensitive Abstract Operators

In order to nd an implementable abstraction of the best abstract post operator,
we will reduce the computation of the abstract post of an abstract store to the
computation of an abstract post on abstract nodes that occur in . We start with
some more general observations that will help us to accomplish this task. In the
following, we discuss how an abstract post on abstract nodes can be de ned and
relateit to an appropriate abstractwlp operator.

As we have seenin Section 2.3.2,the weakest liberal precondition operator fre
can be extended from a function on setsof storesto a syntactic operation wip on
arbitrary FOTC formulas. Thus, we are in particular able to compute the weakest
liberal precondition of any formula in Fp,eqt. However, since Fp,eq is in general
not closed under the operator wip, we are interestedin the bestabstraction of wip.

The bestabstraction wip” of wipin Fp,eq With respectto the entailment relation
asthe partial order on formulas is asexpected:

def — S ,
Wlp# = 2 Fpred - f 2 FPredJ F Wlp( )g:

Respectively, the corresponding bestabstract post operator on Fp; eq iS given by:
N

pOSt# d:ef "2 I:Pred- f 2 I:Pred jl F Wlp( )g:

If we apply this abstraction in our setting, the result is more conservative than
necessary We want to use the abstract post operator on a formula in Fpreq that
occurs asa sub-formula in an abstractstore for the computation of the abstract
post of itself. In order to guarantee soundness of the resulting abstract post
operator on abstract stores, we only need to abstract post and wlp with respectto
storesthat are actually models of . We say we abstract postand wlip in the context
of

Formally, this can be accomplished by changing the partial order on the lattice
Fpred. Wereplaceentailment relation F by arelaxed entailment relation F  which
is restricted to logical structuresthat are program storesand models of

De nition 3.2.1. LetM beasetofstructuresover . Fortwo FO'C formulas' and
wesay' entails restrictedtoM ,written' Fn | if

8S2M; 2V! US:S; E') S; F

Foraclosed=O'® formula ,wewrite' F ,insteadof' F () . Thatis,F isthe
entailmentrelationrestrictedto storesthat are modelof . Wecall thecontext.

1This includes abstract nodes.
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De nition  3.2.2(Context-sensitive Abstract Operators). Let beaclosed=O' for-
mula. The context-sensitive abstract operators for on Fp,eq are given by the ab-
stractionsof postandwlp in the contextof :

wip o 2Fpe. T f 2Fpej E WP( )G
N
post € ' 2Fpea. f 2Fpedj’ FoWIp( )g:

The de nition of the context-sensitive abstract operators and the general prop-
erties of Galois connections ensure that wip” and post® form a Galois connection
between the posetshFpreq; = | and hFpred; F post () 1-

Proposition 3.2.3. For a givencontext , the context-sensitivebstractoperatorshave
thefollowing properties:

(i) post’ andwlp® form a Galoisconnectiorbetweerthetwo posethFp;eq;F i and
hFpred; F post () 1. formally:

8, 2 Fpred: pOSt# (") Fpostt () () ' F Wlp#( )i

(i) post’ andwlp” aremonotone,
(i) post’” wlp® isreductive,

(iv) wip® post’ is extensive,

(v) post’ distributesoverdisjunctions,

(vi) wip” distributesoverconjunctions.

3.2.3 Cartesian Abstraction and Cartesian Post

In predicate abstraction [12], elements of the abstract domain are given by dis-
junctions of conjunctions of abstraction predicatesthat are isomorphic to sets of
bit-vectors. For the computation of the preciseabstract post operator on setsof bit-
vectors one hasto checkexhaustively for eachpossible bit-vector whether it occurs
in the post or not. This results in an exponential lower bound for the complexity
of the bestabstract post. Hence, there is an analogous problem to the one we have
to solve in our setting.

In predicate abstraction the problem of an exponential lower bound for the
complexity of post’ is addressedby applying an additional Cartesianabstraction
[1]. This approachis effectively usedin predicateabstraction basedsoftware model
checkerssuchasSLAM [3] and BLA ST [13].

Cartesian abstraction is an abstraction for vector domains. Given a vector do-
main D with

D=D; D,

it over-approximates a set of vectors V D by ignoring the dependencies be-
tween the components of eachvector in V, i.e. the Cartesian approximation of V
is described by the Cartesian product:

cat( cat(V)) = 1(V) n(V)

where the projections (V) aregiven by:
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Figure 3.4: Application of post* to asingle abstractstore and the approximation
under cat,-

For asetof bit-vectors representedby aformula , its Cartesianabstraction cat( )
is given by the smallest conjunct over abstraction predicatesthat is implied by
The operator that results from composing Cartesian abstraction with post* corre-
sponds to a Boolean program over the abstraction predicates. This abstract post
operator can be computed ef ciently in practice.

In our setting, elements of the abstract domain are disjunctions of abstract
stores,wher e abstract storesare Boolean combinations of node predicates. In other
wor ds, we are dealing with setsof setsof bit-vectors. We use a two-step Cartesian
abstraction for the approximation of post’ . One abstraction step for eachset hier-
archy.

The best abstract post operator post’ is ajoin-morphism 2, i.e. distributes over
disjunctions. Hence, computing post’ for a disjunction of abstract stores can be
accomplished by computing post? for each abstract store individually . Thus, we
just need to consider the case,where post? is applied to a single abstractstore

= 8v:

Evenif we apply post’ to asingle abstractstore , its image under post” will
in general be adisjunction of abstractstoresrather then a single abstractstore. The
rst step is to abstract a disjunction of abstract stores by a single abstract store.
Formally, this correspondsto the application of the abstraction function cart,.

De nition  3.2.4(First Cartesian Abstraction cat,). The rst Cartesianabstraction
cat, thatapproximatesadisjunctionof abstractstoresby asingleabstractstoreis de ned

by:

Cat, 2 AbsDomA! AbsStoe

d S
Cart, ef 8v: f 2Fped] F8v: @

The additional abstraction function ¢4, is applied to the image of  under
post? . As illustrated in Figure 3.4,the abstraction mergesall abstract storesin the
image into one single abstract store. The composition of cat, and post* gives us
our rst approximation of the bestabstract post operator.

2Thefunctions , postand areall join-morphisms. Hence, their composition is one, too.
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De nition 3.2.5. Theoperatorpostiartl is givenby the compositiorof cat, andpost” :

post,, 2 AbsStoe! AbsStoe
postiy, = cat, POSt :

The operator post’éart can be characterized without referring to post? explicitly .
Applying the rst Cartesian abstraction can be seenas a kind of localization of
the abstract post operator. We construct the abstract store that results from the
abstraction of all disjuncts in the image of  under post* by computing postlocally
for eachabstractnodein . That means,for eachabstractnode P in , we compute
all abstract nodes in disjuncts of post? () that cover concrete nodes represented
by P. This operation exactly correspondsto the context-sensitive abstract post for

applied to the abstract nodesin

Proposition 3.2.6. Let = 8v: beanabstractstore. Theimageof underpost’éartl is
obtainedby applyingthe context-sensitiv@postoperatorfor  to

postey, () Fj8v:post’ ( ):

Now we expressthe image of an abstract store under postéartl in terms of a post
operator applied to the abstractnodesin the abstractstore. However, this localized
post operator still depends on its context . The information available in a single
abstract node is not always suf cient to compute its covering in the post of pre-
cisely. Though, we will seelater that the contextinformation we actually need s of
a very restricted kind. Usually, it is possible to expressthe additional constraints
on the global state in terms of an abstract store over the node predicatesthat are
already used to obtain the abstraction.

Let begiven asadisjunction of conjunctions of node predicatesin Pred:

= 8v. P;:
i
According to Proposition 3.2.3,the context-sensitive abstract post distributes over

disjunctions of formulas in Fp,eq. Hence, the rst Cartesian abstraction of post* is
obtained by applying the context-sensitive post for  to eachabstractnode P;.

poste,, () = 8v:™ post’ (Py):

However, computing postéartl is still an expensive operation. The result of the
context-sensitive post operator applied to an abstractnode will in general be adis-
junction of abstract nodes. We facethe same problem asbefore. We would have to
look at all 2" monomials over node predicates,in order to compute the preciseim-
ageof an abstract node P; under the context-sensitive post operator post’ . There-
fore, we intr oduce a second Cartesian abstraction that we composewith post” .

De nition  3.2.7 (Second Cartesian Abstraction cat,). The secondCartesianab-
straction cat, that approximatesadisjunction of abstracihodedy a singleabstracinode
is de nedby:

Cart, 2 FPredA! FPred

def | L
Caty = . fp2Predj’ Fpesq () PO
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u \ U =
2 /% S
\ et e
5 }c{st’* (P) cats '/post# (P)

Figure 3.5: Application of post# to assingle abstractnode P and the approximation
under cat,.

Asiillustrated in Figure 3.5,the function ¢4, @pproximates adisjunction of ab-
stract nodes by one single abstract node. This second Cartesian abstraction allows
us to de ne the nal abstraction of post* .

w
De nition  3.2.8 (Cartesian Post). Let = 8v: ; Pj(v) bean abstractstore. The
Cartesianpostof is de nedasfollows:

post () % 8v:T ca, post (Pi):

i
We extendthe Cartesianpostto a function on AbsDomin the canonicalway by pushing
it overdisjunctionsof abstractstores.

Theorem 3.2.9(Soundness of Cartesian Post). Theoperatorposl’éart is an approxi-
mation of post* :

8 2 AbsStoe: post’ () F postey () :

Finally, the only remaining issue is the occurrence of the context-sensitive ab-
stract post in the characterization of postéan. Sincethe concrete post operator can
be characterizedin terms of predicate-update formulas, i.e. weakestliberal precon-
ditions of predicate symbols, it is convenient to describe post.,, using the context-
sensitive abstractwlp. We usethat post# and wlp# form a Galois connection, which
gives us the nal characterization of post., .

w
Theorem 3.2.10(Characterization of Cartesian Post). Let = 8v: ; P; bean ab-
stractstore. TheCartesianpostof is characterizeasfollows:
AN

posti, () =8v:" fp2PredjPiF wip®(p)g:
I
The image of an abstractstore under postﬁart is constructed by collecting, for
eachabstract node P; in , those node predicatesthat are satis ed in the post of
for the nodes covered by P;. That means, if n is the number of unsigned node
predicatesin Pred then for eachabstract node P;, we have to check 2n entailments
of the form:
PiE wip® (p):
Sincethe number of abstract nodesin is at most exponential in the number of
node predicates, we need 2n O(2") entailment checks for the computation of
postéan. The complexity of computing the image of post’ém for a single abstract
store is therefore only at most exponential in the number of node predicates. This
will be reasonably ef cient, if one usesappropriate symbolic data structures for
implementation.
Summarizing the above result, we have to provide a set of node predicates
Pred and the context-sensitive abstract wlp for each node predicates and atomic
command, in order to instantiate the framework.
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3.2.4 Boolean Heap Programs

In analogy to predicate abstraction, we can give a source-to-sourcetransformation
of the concrete program into a Boolean program, such that the post operator asso-
ciated with this Boolean program corresponds to the Cartesian post. We call the
resulting program a Boolearheapprogram

The state of a Boolean heap program is given by an abstract store and a
program location. Abstract stores are isomorphic to sets of bit-vectors, i.e. an
abstractstore  with

=8v: P
i

can be representedasa set of bit-vectors V , where eachof the bit-vectors v; 2 V
correspondsto an abstractnode P; in

The Booleanheap program is obtained from the concrete program by replacing
eachatomic command c with the predicate-updates of the components of all bit-
vectorsin V :

for each bit-vector vin V do
for each p in Pred do
if vE wpl (p) then

c Vip = true
’ else if vE wipl (:p) then
vip = false
else
vip = %

Sincea single state of a Boolean heap program is given by a set of bit-vectors,
corresponding to our abstract domain, we need data structuresthat canonically
representsetsof setsof bit-vectors for implementation. A possible choice for such
a data structur e are nondeterministic BDDs [10], a generalization of BDDs [4].

3.2.5 Precision of Cartesian Post

In this section we characterize under which conditions the Cartesian post opera-
tor post.,, does not lose precision with respectto the best abstract post operator
post’ . This means,we want to analyze under which conditions the two operators
coincide. Cartesian abstraction affects precision whenever a single abstract node
is mapped to a setof more than one abstractnode under the operator post’ . Con-
versely, if any monomial over node predicatesis again mapped to a single mono-
mial, Cartesian abstraction does not intr oduce an additional loss of precision. In
such a casewe call post* deterministic.

. W .
De nition 3.2.11.Let = 8v: ; P; bean abstractstore,wherethe P; are monomials.
Theoperatorpost” is calleddeterministic with respectto if everymonomialP; is
mappedo onemonomialin thepostof ,i.e.:

post’ (8v:~ P;) Fj8v:~ post’ (P;) wherforalli: post’ (P;) isamonomial.
[ [

We call post* deterministic if for all storesS, post” is deterministicwith respecto

(S).

Note that the general notion of a deterministic post* only requires post’ to
be deterministic with respectto abstract storesthat actually occur asthe image of
some concrete store under  and not with respectto arbitrary abstract stores.
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Proposition 3.2.12.Let bean abstractstore. If post? is deterministicwith respecto
thenpost.,,, doesnot loseprecisionwith respecto post* | i.e.

post’ () i postty () :

Whether post’ is deterministic with respectto some abstract store (S) de-
pends on the node predicatesthat induce the abstraction. If the operator wip is
again precisely expressiblein terms of the chosennode predicates,the determinis-
tic behavior of the concrete transition systemis preservedin its abstraction.

A fundamental observation is that post’ and posts,, coincide on abstractstore

(S) if the context-sensitive abstractwlp and the precisewlp coincide with respect
to the weakened entailment relation F ().

Proposition 3.2.13. LetS beastore. Theoperatompost” is deterministicwith respecto
(S) if andonly if for all nodepredicatep in Pred wehave:

wip(p) F (s wip” g, (p):

De nition  3.2.14(Closenessunder Weakest Liberal Preconditions). A setofnode
predicate® is saidto beclosed underwlp if for everynodepredicate in P thereis some
nite subsetPred of P suchthat:

8S 2 Store : wip(p) F (s) Wip" g, (P):

Proposition 3.2.15. post is deterministicif and only if the setof nodepredicate$red
is closedunderwlp.

Corollary 3.2.16. If the setof nodepredicate$red is closedunderwlp then post’ and
posts,, coincide.

As we will seein Chapter 4, despite of trivial cases, nite setsof node pred-
icates are not closed under wlp for all atomic commands. That means, for most
nite setsof node predicatesPred, there will always be some command such that
the Cartesian post will lose precision with respectto post’ . Nevertheless, the
closenessproperty can be seenas a quality measure. Having some in nite class
of node predicateswith this property is a prerequisite for automated abstraction
re nement, becauseit can guide the search for node predicatesthat increasethe
precision of the Cartesian post with respectto post” .

3.2.6 Nondeterminism and Splitting Operators

As we have seen,Cartesian abstraction works well for commands with determinis-
tic post” . Unfortunately , for particular commands, post* is inherent nondetermin-
istcal. The additional loss of precision causedby the Cartesian post with respect
to a nondeterministic post’ cannot always be tolerated. Eachof the two Cartesian
abstraction stepsin the Cartesian post operator hasits own potential loss of pre-
cision. In order to get a better understanding of this problem, we illustrate this at
the following two examples.

Example.Recallthe abstract store given by:

1= 8vi XM :inull(W) ™ r (V] _ [ px (V)" null(v) ~ g (V)]
[ x(W) ™ null (V) N ry (W)]:

As explained earlier, 1 representsthe setof all storescontaining an acyclic singly-
linked list with at least one element and whose head is pointed to by program
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variable x. Now consider command ¢ : x = Xx->n setting program variable x to
the n-successorof the node that x points to. Sincewe know the concretisation of

1, We can compute its image under the best abstract post manually, which gives
us the following disjunction of abstract stores:

Ode

2% postt (1)
= 8v: [x(WMAM:null(W)™:re(V)] _ X(W™ null(v)™ re(v)] (D)
_8v: Ex(W M inull(W) N k(W] 0 XA i null(W N (V)] (2)
_[xMW)™ null(v) ® 1y (V)]
8 ExW M inull(W) N k(W] 0 XA s null(W) N (V)] (3)
CExW N null(w) N ot (V] Ex(v) ™ null(v) N ry (W)]:

Abstract store (1) results from a store with a one element list, abstract store (2)
from a store with a list of exactly two elements, and abstract store (3) from all
stores containing lists with more than two elements. In contrast, the image of 1
under the Cartesian post is asfollows:
oodef
1

= posfca( 1)
= 8vi[: x(V) :null(v) ™ 2 r (V)] _ [ null(v) ~ e (V)] _ [null (W) A 1y (V)]

The rst Cartesian abstraction of the Cartesian post mergesall abstract storesthat
occurin  {into a single abstract store % The main problem with this approx-
imation is that 9°now contains more than one monomial in which x(v) occurs
positively , namely the monomials:

X(V) N null(v) ~ re(v) and x(v) N null (V) ry(v):

In order to get reasonablepreciseresults of the analysis, we need at least precise
information about the nodes the program variables point to. This meansin par-
ticular that each abstract store should only contain one monomial in which x(v)
occurs positively .

A slightly different problem is causedby the second step of Cartesian abstrac-
tion. In this step, the disjunction of all complete abstractnodesthat precisely cover
the post of a single abstract node are merged into just one abstractnode.

Example. Consider the modi ed abstract store » where the node predicate ry is
replaced by the node predicatery , expressingthat a node is reachablefrom x in at
leastone step:

2= 8v: [X(W)Nnull(W) A g (V] _ [ x(v) N null(v) A rs (V)]
_ [ x(W) A null(v)~ ryf (V)]

Applying posléart for command cto , resultsin the following abstract store:
gd:"‘f posﬁ;cm( 2) = 8vi x(V)M:null(v)™:rg (V)] _ :null(v) _ null(v)
Fj true:

The node predicater; doesnot hold for nodes pointed to by program variable x.
For the second and third disjunct in , there are nodes for which x(v) may hold
and others for which x(v) may not hold in the post of stores satisfying . Since
Cartesian abstraction approximates the disjunction of the corresponding abstract
nodes by a single conjunction, we lose the preciseinformation about whether r
holds or not.

In the above example the image of the precise context-sensitive abstract post
for asingle abstractnode is a disjunction of abstractnodes. In the context of shape
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graphs this corresponds to the result of splitting a summary node in the shape
graph into separatednodes. In [26] this splitting is also referred to asnode materi-
alization.

In both casesabove, the loss of precision of the Cartesian post with respectto
the bestabstractpost is connectedto nondeterminism in the abstracttransition sys-
tem. In order to respectthis nondeterminism, we want to relax Cartesian abstrac-
tion and allow splitting of abstractnodes and abstract storesin certain situations.

As we have seenin Proposition 3.2.13,determinism in the abstract system is
closely connectedto the precision of the context-sensitive abstractwlp. Whenever
for some node predicate p the preciseweakest liberal precondition wlp.(p) is not
expressiblein the abstraction, asplitting may take placein the image under the best
abstract post. In order to allow splitting on some node predicate p, we proceedas
follows:

(1) temporarily add wip.(p) to the setof abstraction predicatesPred,

(2) translate from the original abstractdomain to the abstractdomain over the
extended set of node predicates,

(3) compute the Cartesian post on the extended abstractdomain,

(4) and translate the result back to the original abstract domain without node
predicate wip,(p).

By translating  from the original abstract domain to the extended abstract
domain, it is guaranteed that each abstract node in the resulting abstract stores
either entails wip;(p) or wip,(: p). Thus, the splitting of abstract nodes® according
to the truth value of pin the successorstoresalready takes place before we actually
compute the image under the Cartesian post.

The fact that wip,(p) is explicitly added to the setof abstraction predicatesen-
suresthat the context-sensitive abstract wlp exactly corresponds to wip.(p). Con-
sequently, the splitting of abstractstoresand abstractnodesis preservedunder the
Cartesian post on the extended abstract domain.

The splitting operation and the resulting abstract post operator that respects
this splitting are formally captured by the following two de nitions.

De nition  3.2.17(Splitting Operators). A splitting operator split.[P] for anatomic
commanct and nodepredicate®  Pred is an operatorsatisfyingthe following condi-
tions:

split,[P] 2 AbsStoe[Pred]! AbsDomPred [ wip.(P)]

8 2 AbsStoe[Pred] : split.[P] F

8 2 AbsStoe[Pred]: [Pred[ (WIp,P)I( ) F split[P] .
where:wlp,(P) = fwip.(p)jp2 P g:
Wecall the splitting operatorsplit’ [P] satisfying:

spit, [P]= [Pred [ wip,(P)]

themost precisesplitting operator forcandP.

3and the splitting of the abstract store itself

31



CHAPTER 3. Abstraction Framework

De nition  3.2.18(Cartesian Post with Splitting). The Cartesian post operator
with splitting for splitting operatorsplit,[P] is de nedby:

post’:;spmclp] 2 AbsStoe[Pred]! AbsDom[Pred]
posﬁ;spmc[P] =  [Pred] postl. . [Pred [ wip(P)] split,[P1:

Note that in contrast to the most precisesplitting operator splitf [P]it is always
simple to compute the function

[Pred] 2 AbsDomPred [ wip.(P)]! AbsDomPred]

symbolically. Given some abstract value  in AbsDom{Pred [ wip.(P)], we just
have to projectthe added node predicatesin wip.(P), in order to obtain the image
of under [Pred]

De nition 3.2.17gives rise to a whole spectrum of possible splitting operators
with dif ferent levels of precision. This spectrum rangesfrom the identity function,
i.e. no splitting at all, to the most precise splitting operator. The possibility to
chooseamong all these operators gives us the freedom to ne-tune the ratio be-
tween ef ciency and precision of the resulting analysis. However, for any splitting
operator soundness of the corresponding Cartesian post with splitting is guaran-
teed.

Proposition 3.2.19(Soundness of Cartesian Post with Splitting). Let split,[P] be
a splitting operatorfor P and commandc. The Cartesianpost operatorwith splitting
post’c";,Split P] is an approximationof post! on AbsDom{Pred]:

8 2 AbsStoe[Pred] : post’ () F posﬁ;spmc[P]() :

In the following, we want to point out two observations about the two border
casef the spectrum of possible splitting operators. At rst, consider the most
precise splitting operator spIitff [Pred] that splits on the whole set of abstraction
predicates Pred. It is not hard to seethat this operator implements the best ab-
stract post operator post: [Pred]. This is simply due to the fact that the image of an
abstractstore under splitﬁé [Pred] representsat the sametime both itself and its
image under post? [Pred]. Consequently, in this casethe Cartesian post operator
with splitting and the bestabstract post operator coincide.

Proposition 3.2.20. The Cartesianpostwith splitting for the mostprecisesplitting op-

eratorsplitf [Pred] coincideswith the bestabstractpostoperatoron the abstractdomain
AbsDom[Pred].

On the other hand, if post! is deterministic then for every possible splitting
operator the corresponding Cartesian post with splitting will be most precise.This
observation is a consequenceof Proposition 3.2.12and holds in particular, if the
used splitting operator is just the identity function.

Proposition 3.2.21. Let split,[P] bea splitting operator If post? is deterministicthen
post! andthe Cartesianpostwith splitting for split,[P] coincide.

A concrete example for a splitting operator can be found in the casestudy that
we discussin Chapter 5.
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Chapter 4

Modal Node Predicates

The construction of Booleanheap programs requiresthe identi cation of asuitable
classof node predicatesthat induces the abstraction. There are somerequirements
that such a classof node predicatesshould ideally ful I:

(2) It should be expressible enough to specify properties we are interested in:
reachability, sharing, etc.

(2) It should not be too expressive,i.e. the satis ability problem should be de-
cidable.

(3) It should be closed under weakestliberal preconditions.

Requirements (2) and (3) are main prerequisitesfor automation. In Section3.2.5
we already argued that (3) is needed for automated abstraction re nement. Re-
quirement (2) allows checking entailments, which is neededfor the computation of
context-sensitive abstract weakest liberal preconditions and, hence, the construc-
tion of Boolean heap programs.

If we for instance consider all node predicatesthat are expressiblein FOT® then
this classsatis es (1) and (3), but asan extension of rst-or der logic, is undecidable.
In the following, we restrict to node predicatesthat are suf ciently expressiveto
describe reachability properties for linked data structures. We propose modalnode
predicatesind give rst resultsregarding decidability and closenessunder weakest
liberal preconditions.

4.1 Motivation

For motivation, we consider again the reachability property ry expressingthat a
node is reachablefrom program variable x by following any number of n pointer

elds:
de

ry € x(v) _ 9vex(v9) A n* (VO v):

Now considerthecommand c: z->n = y that destructively updates the n-pointer
eld of the node pointed to by z. Assume that ry did hold for some node u before
c is executed. In order to check whether r still holds for u after executing c, we
particularly need the information whether the node pointed to by z was lying on
the n-path from x to the node u. If z was not lying on that path then surely ry will
still hold for u after cis executed.

Thus, when we deal with reachability, it is not suf cient to be able to express
the existenceof a path between two nodesin terms of the given node predicates. It
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pHRi(v) = 9vep(v) A r(vov)
Rip(v) € 9vep(v) A r(v;v9)
PUkiq(v) E 9veg(v)A 1 [p(v)](v; V)
pSwiav) = 9Vl r [p(vII(VCV)
p:URy:a(v) © gt [ gv)I(v;vO) !
a(v® _p(vO) ™t [ g(WI(VE VO A vl (VO vO A (v
pSriav) E 8v%r [ g)I(veV) !
a(v) _p(vO) " r* [ g(V)I(VE VY A 9vOrt (vOOVY A g(vOy
where
rvivd €T nwn9

n2R
L IvVY = (TCVVEr(vivh A (V)(v;vO)
I OIvVY F (T Ve (viv) A (vO)(vivO)
rrvivy) = ot vvd v VO

Figure 4.1: Semanticsof modal node predicates.

should also be possible to expressthat additional constraints are satis ed on that
particular path.

If we think of a store as a Kripke structure, we can expressthe missing prop-
erties in terms of modal operators. In particular, the fact that a node is reachable
from x without passing a node pointed to by z can be expressedusing the since
operator from temporal logics with past. Becausewe construct our node predicate
language using operators that have semantics corresponding to modal operators,
we call them modalnodepredicates

4.2 Syntax and Semantics

De nition 4.2.1(Syntax of Modal Node Predicates). LetVar bethe setof program
variablesandlet R bea nonemptysubsef binary predicatesymbolsn . Thelanguage
MNP[R] of modalnodepredicate®verR is de nedby thefollowing grammar:

X 2 Var p(v); q(v) 2 MNP[R] = null(v) j x(v) j: p(v) jp(v)” q(v)
j Ri:p(v) j p:MRi (V)
J PUnri0(V) | P:Swita(V)
J PURrpa(v) J piSRryia(v)

The modal operatorshavehighestprecedencand we skip the variablev wheneverthis
causeso confusion.If R is asingletoncontainingjust onebinary predicatesymboln we
write MNP[n] insteadof MNP[f ng] and similarly i :p insteadof hfngi:p, etc. for the
modalities.

The formal semantics of modal node predicates is inductively de ned over
their structure, as shown in Figure 4.1. Node predicatesbuilt from Boolean con-
nectives, as well as atomic node predicatessuch as x and null, are omitted since
their semanticsis clear.
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S;u F truetUp i g:null S%u §j true:Us i g:null

Figure 4.2: Two storesS and S° the rst containing an acyclic, the second a cyclic
binary tree.The two treescan be distinguished using modal node predicates.

Intuitively one can explain the semantics of modal node predicatesin the fol-
lowing way. If we think of a store as a Kripke structure, where the underlying
transition relation is induced by the union of interpr etations of the binary predi-
catesymbols in R then the semanticsof hRi:p, p:Upg; :q, and p:Ur;:qis equivalent to
the CTLoperators EX, EU, and AU. Respectively, the modal node predicatesp:hRi,
P:Sr):0, and p:Syr; :q correspond to appropriate past operators.

Wewant to make the above observation that thereis a correspondencebetween
modal node predicatesand CTL more precise. In the following, we give a path-
basedcharacterization of the semantics of MNP[R] modalities.

De nition  4.2.2. Let R benonemptysubsetof binary predicatesymbolsin  and let
S = hU; i beastructureover . A sequence 2 N! U ofnodesn U is calledan R-
pathin S, if everytwo succeedingodesn the sequencare eitherconnectedia a pointer
eld in R, or theycorresponcand haveno R-successordzormally, forall 1 i:

thereexistsn 2 R suchthat( n)( (i); (i+1) =1
or (i)= (i+1)andforalln2 R;u2 U:( n)( (i);u) =0

Respectively iscalledanR !-pathin S,if forall1 i:

thereexistsn 2 R suchthat( n)( (i+ 1); (i))=1
or (i)= (i+1andforalln2 R;u2U:( n)(u; (i) =0:

WesayanR-path(R !-path) startsinu?2 Uif (1) = u.

Proposition 4.2.3. LetS bea nite structureover andu 2 US. Themodalnode
predicate®:Unr; :0, P:Sri -0, P:U[r):0, andp:Sg:q arecharacterizedsfollows:

S;ufF p:Uri:g(v) () therisanR-path in S startingin u suchthat:
9 1:S; ()F a(v)and8j <i:S; (j)F p(v)

S;UF p:Sriq(v) () thereisanR !-path in S startingin u suchthat:
9 1:S; ()F o(v)and8j <i:S; (j)F p(v)

S;ufF pUgp:q(v) () forallR-paths in S startingin u:
9 1:8; (i)F a(v)and8j <i:S; (j) F p(v)

S;ufF p:Srpgv) () forallR !-paths in S startingin u:
9 1:8; (i)F a(v)and8j <i:S; (j)F p(v)
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[Rlp = :hRi::p) piIR] = : ( p):MRi
R ip aef true:Upri :p p:hR i e true:SR;:p
R 1:p aef true:Ujry:p PR ] aef true:Sry:p
RYip € (R ip) pRYI € (pR i)IR
RIp % [RI(R I:p) pR*] £ (PR )R]

Figure 4.3: Syntactic abbreviations for modal node predicates.

The following example shows how modal node predicates can be used to ex-
pressproperties of linked data-structuresthat are related to reachability.

Example. Figure 4.2 shows two stores S and S° containing binary trees. The tree
in S is acyclic, whereasthe treein S°contains a cycle. We can expressacyclicity
of linked data structuresin terms of modal node predicates. The root node u in S
satis es the modal node predicatetrue:Uy | g;:null, becauseall outgoing paths that
follow r and | pointers eventually reachnull. However, the root node in S°does
not satisfy true:Uys i, g:null, becausethere is a cyclic path that does not reachnull.

In addition to the given modal node predicateswe de ne some syntactic ab-
breviations. Figure 4.3 shows the complete list. For instance the abbreviation
p:m i expressesthat a node is reachablefrom some node satisfying p following
0 or more n- elds. Thus, the node predicatery that we used in previous examples
correspondsto the modal node predicate x:m i. For conveniencewe will alsouse
Boolean connectives such as disjunction, implication, etc. as abbreviations in the
syntax of modal node predicates.

We extend modal node predicateswith guarded quanti cation. This extension
allows us to expressthe context information that we need, in order to precisely
characterize weakest liberal preconditions of modal node predicates.

De nition 4.2.4(Modal Node Predicates with Guarded Quanti cation). LetR be
anonemptysubsetf binary predicatesymbolsin . Thesetof modal node predicates
with guarded quanti cation GMNP[R] is de nedasfollows:

X 2 Var p(v); q(v) 2 GMNP[R] ::=  x(Vv) j null(v) j : p(v) j p(v) ™ q(v)
j Ri:p(v) j p:Ri(v)
J PUnritd(V) j p:Siria(v)
J PiURryA(v) J P:Sr):a(v)
j 8vix(v) ! p(v)

Notethat guardsin quanti ed formulasarerestrictedto programvariables.

4.3 Decidability

For the automatic construction of Boolean heap programs, we need to compute
context-sensitive abstractwlps for the chosenabstraction predicates. This requires
that it is possible to check validity of the context-dependent entailment relation
F . Checking validity of | can bereduced to the problem whether for a given
node predicate p there is a program store S and anode u 2 US, such that p is sat-
ised by uin S. Consequently, a decision procedure for the restricted satis ability
problem can be used to automate the construction of Booleanheap programs.
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In the following, we give a rst result concerning decidability of the satis -
ability problem for GMNP[R] and thus MNP[R]. We show that GMNP[R] can be
translated into guarded xed point logic GF. The general satis ability problem
for GF, i.e.the problem whether agiven GFformula hasan arbitrary rst-or der
model, is decidable [11].

De nition 4.3.1(Guarded Fixed Point Logic GF. Theguardedfragmentof rst-
orderlogicwith xed points GFis de nedbythegrammar:

"2 GFu=aj:'j' ot
jsvig! ' jovign’
j[W v (W,V)](v)] [ wv:' (W, V)](V)

variablesof' . W is ak-ary relationvariablethat occursonly positivein ' (W; V) andnot
in guardsand moreovenall freevariablesof' (W; V) belongto v.

The semanticsof formulas is standard. For xed point formulas the interpr eta-
tion of ' (W;V) in alogical structure de nes an operator on k-ary relations over the
structure's universe. The fact that all usesof the variable W are positive ensures
monotonicity of this operator and thereby the existence of its least and greatest
xed points. The formal semanticsof xed point formulas canbe found in [11].

Theorem 4.3.2(Gradel, Walukiewicz). Thesatis ability problenmfor GFis decidable.

The translation from GMNP[R] to guarded xed point logic is straightforwar d.
Sincethe modalities semantically correspond to CTL operators we make use of the
standard translation of CTL formulas to the modal mu-calculus.

De nition 4.3.3(Translation of GMNPto GF). Thefunctiont mappingmodalnode
predicatesn GMNP[R]to GFisinductively de nedasfollows:

t2 GMNP[R]! GF
t(a) = a; ifaisanatom

t: p) = :tp)
t(p”™ o) = t(p) " t(q)
t(hRi:p) = ~ 9ven(v; v~ t(p)(VO)
n2R
t(p:hRi) =~ 9veEn(ve v) A t(p)(V9
n2R
t(P:Urri @) = [W vit(@) _t(p) M (—  9ven(v; v~ WVOI(v)
n2R
t(P:Swric) = [W vit(@ _t(p) A~ 9vein(v&v) A WVO(v)
n2R A
t(p:Urp:0) = [W vit(@) _t(p)~(~ 9ven(v;vO) A 8ven(v;v) ! Wv9(v)
n2R n/gR
t(P:Srid) = [W vit(@ _te~ ("~ 9ven(v;v)) A 8ven(v%v) I Wv9)(v)
n2R n2R

t(8v:ix(v) I p(v)) = 8vix(v) I t(p)(v):

Proposition 4.3.4(Correctness of Translation). Letp 2 GMNP[R] thenp andt(p)
areequivalenton nite structures,i.e.for every nite structureS andu 2 US:

Supp () Sufg t(p:
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Theorem 4.3.2establishesdecidability of the satis ability problem for GFwith
respectto arbitrary rst-or der structures. However, we areinterestedin the satis -
ability problem restricted to program stores,i.e. nite structuresthat satisfy certain
integrity constraints. Hence, a decision procedurefor GFcannot dir ectly be used
for our needs. However, we have the conjecture that the fragment of GFthat re-
sults from the translation of GMNP[R] has the nite modal propertyl. As a rst
step, this would allow us to use a decision procedure for the general satis ability
problem as a decision procedure for the satis ability problem restricted to nite
rst-or der structures.

Unfortunately , the restriction from nite structuresto program storesis more
sophisticated. We need to translate the integrity constraints that de ne the set of
storesto the logic GF. It is not obvious whether this is possible for the constraints
we are interestedin. In particular functionality constraints for binary predicates,
as they occur for instance in the integrity formula given in Section 2.3.1, cannot
be expresseddirectly in GF. Simply adding functionality constraints even to the
guarded fragment GF of rst-or der logic without xed points results in an unde-
cidable logic. We leave these problems open for futur e work.

4.4 Closenessunder Weakest Liberal Preconditions

In Section 3.2.5we argued that being closed under weakest liberal preconditions
is a prerequisite for the development of automated abstraction re nement proce-
dur esfor a classof node predicates.

We now show that according to De nition 3.2.14the classof modal node pred-
icates MNP[n] for a single binary predicate symbol n is closed under weakest lib-
eral preconditions. That means, for every command ¢ and modal node predicate
p, we can nd a subsetPred of modal node predicatesin MNP[n] such that the
context-sensitive abstractwlp for p and Pred does not lose precision with respect
to wip.(p). This guaranteesthat even if the set Pred does not contain wip.(p) ex-
plicitly , the Cartesian post is as preciseas if wip.(p) would be contained in the set
of abstraction predicates.

We have to consider every atomic command c that we discussed in Section
2.3.2.Thesecommands can be divided into two groups:

commands that update the values of program variables: x = t,
commands that update the values of pointer elds: x->n = t.

We start with the rst group of commands. Recall from Section 2.3.2that the
weakest liberal precondition operator wlp, on formulas is de ned as a syntactic
substitution. This substitution replaceseach predicate symbol p by its predicate
update formula p.

For all atomic commands that changethe value of a program variable, only the
update formula of the unary predicate symbol that corresponds to the updated
program variable dif fers from the predicate symbol itself. Fortunately, asshown in
Table 4.1, for those commands the predicate-update formulas correspond syntac-
tically to modal node predicates. Thus, the result of the substitution is guaranteed
to be amodal node predicate, too.

Proposition 4.4.1. For commands oftheformx = y, x = NULLandx = y->n,
theclassMNP[n] is closedunderwlp,. Formally, for any modalnodepredicate thereis a

IThefull logic GFdoesnot have nite modal property; seealso[11].
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[ p(v) [ P(v) |
NULL | x(v) | null(v)
y x(v) | y(v)
y->n | x(v) | y:mi(v)

XXX O
1

Table 4.1: Predicate-update formulas expressedin terms of modal node predicates.

nite subsebfmodalnodepredicate$red suchthat:

8S 2 Store : Wip;, (s, (P) FFi Wip.(p):

Things get more complicated for the secondclassof commands. Consider again
our example with command c: z->n = y and node predicatex:in i. The problem
of expressingwlp,(x:n i) is that the underlying relation n is changed by the com-
mand c. The operator wlp, replacesthe predicate symbol n by its predicate-update
formula. Thus, if we compute the weakest liberal precondition according to wip,
the result does not conform to the syntactic restrictions of modal node predicates,
i.e. wip.(x:hn i) is not contained in MNP[n]. However, we can give an equivalent
representation in the classof modal node predicateswith guarded quanti cation
GMNP[n].

The command c may effect the validity of x:hn i for somenode u in two differ-
ent ways:

it may destroy an outgoing n-path from u that passedz and made x:hn i
valid in the previous store, but false after executing c, or

it may createanew outgoing n-path from u that passesz and was not present
in the previous store, but makesx:n i valid after executing c.

Thus, x:ln i may be valid for some node after executing c if and only if there
already was an n-path from x not passing z and hencethis path is not effected by
C, or c constructs a new path that starts from x and passesbhoth z and y. Thesetwo
casescan be expressedin terms of GMNP[n]. The context information about the
node pointed to by z that is neededto expressthe second casepreciselyis covered
by a guarded universal constraint:

wip.(xxm i) Fj (0 2):Spii(x™ i z)(v) _ zAxin i _
(: 2):Smii(y™: 2)(v) » 8v%2z(v9) ! x:m i(VY):

We generalize the above example. In a rst step we use the extended class
GMNP[n] of modal node predicateswith guarded quanti cation to expressthe pre-
cisewlp for each MNP[n] predicate. In a second step we eliminate the quanti ed
formulas, in order to obtain again pure modal node predicates. Finally, this will
allow us to show that MNP[n] is closed under wlp, according to De nition 3.2.14.

We intr oduce a function f; mapping modal node predicatesto their weakest
liberal precondition expressedin GMNP[n].

De nition 4.4.2. Letc beacommandftheformx->n = y. Thefunctionf . is induc-

39



CHAPTER 4. Modal Node Predicates

tively de nedonthestructure of modalnodepredicatessfollows:

fc 2 MNP[n]! GMNP[n]
fe(null) = null
fe(x) = X
fe(Cp) = :(fcp)
fe(pra) = fcp”fcq
fe(mi:p) = ;X ~hnii(fe p)
_xA8vey(VvO) L (fep) (VO
fe(pmi) = (fep™: xX):mi
_yr8vix(vO L (fep) (VO
fe(p:Umiq) = (fe p” : X):\Umi(fc 0
_ (fep):Umii(fFe pr x) ~ 8Voy(VO I (fe p™ i X):Umi i(fe a)(V9)
fc(p:shni :Q) = (fc pA . X):Shni :(fc qA . X)
_ XM fep)iSmii(fc 9
_ (fep? i X):Spi(fephy™ i x)
A BVEX(V) 1 (fe p):Snii(fe a)(VO)
fc(piU[n1ZQ) = (fep™: X):U[n]:(fc o)
_ (fep™: X):U[n]:(fc prx_Tfc0
A 8vey(VO I (fo p” it X):Upnpi(fe @)(V9)
fe(p:Snya) = p( fediSmi:(t fea™:yr xi[n]) 1

X" (fep™ i y):Snpi(fe g
_ix M (fep” i y):Sapi(feg_x)
NB X N (fep):Sapi(fe pt y” false[n] _fe q_x)
A BVeEX(VO T (fe p” i y)iSnpi(fe @) (VO)
A fe @):Smii(c fe g xi[n])(V9)

Lemma 4.4.3. For any programvariablex andany FO™® formula' (v):
852 Store: SE 9vix(W)M' (V) () SF 8vix(v)! ' (v):

Proposition 4.4.4.Forcommands oftheformx->n = y andanymodalnodepredicate
p, fc(p) andwlp,(p) areequivalenton programstores,i.e.

8S2 Store;u2 U: S;ufE fe(p) () S;uf wip.(p):

From a GMNP[n] predicate p we can get back to a pure modal node predicate
by evaluating the quantied sub-formulas that occur in p. This means, given a
context , for every quantied formula F occurring in p, we replaceF by true or
falsedepending on whether entails F.

The GMNP[n] predicates that we evaluate express weakest liberal precondi-
tions. In order to guarantee soundness, it is essential that the result of the eval-
uation is an under-approximation of the original predicate.

The processof evaluation is formalized by the function eval The function eval
respectsthe polarity of quantied formulas, in order to ensure that the evaluation
indeed resultsin an under-approximation.

De nition 4.4.5. Thefunction evalthat evaluategjuanti ed sub-formulasn GMNP[n]
predicatesinderagivencontextis de nedon the structure of GMNP[n] asfollows:

eval 2 ftruefalsgg! FO'™©! GMNP[n]! MNP[n]

evalt a = a; ifaisanatom
evalt (tp) = :(eval(:t) p)
evalt (prqg = (evalt p)” (evalt Q)
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) t, if E8vix(v)! (t$ (evalt p))
| =
evalt (8vix(v) ! p(v)) 't otherwise
Proposition 4.4.6. Letp beaGMNP[n] predicateandlet beaclosedO'® formula. The
evaluationof p undertrue and resultsin an under-appoximationofp, i.e.

evaltrue pfF p:

Although the evaluation of quantied sub-formulas in general results in an
under-approximation of the original predicate, we can characterize suf cient con-
ditions such that the evaluation does not lose precision.

First of all we are not interestedin the evaluation under arbitrary contexts. Ac-
cording to De nition 3.2.14,we only consider contexts which are abstract stores
that result from the application of the abstraction function to asingle store S.

If the set of abstraction predicatesPred contains enoughnode predicates,there
will be no loss of precision, becausefor quanti ed sub-formulas F, asthey occurin
GMNPIn], either all storessatisfying (S) will also satisfy F, or all those storeswill
satisfy the negation of F. In the following, we make more precisewhat is meant
by the term “enough”.

Lemma 4.4.7. LetS besomestoreandlet Pred bethe nite setofabstractiomnodepredi-
catesForany programvariablex with x(v) 2 Pred andformula’ (v) 2 Fpreq:
either (S) F 8vix(v) ! ' (V)
or (S)F 8vix(v) ! :' (v):

We now show that for a given GMNP[n] predicate, we can construct a setof ab-
straction predicatesPred such that the evaluation under abstract storesover Pred
doesnot lose precision. This allows usto prove closenessof MNP[n] under weakest
liberal preconditions.

We construct the setPred using a closure operator that collectsall MNP[n] pred-
icatesthat possibly occur asa sub-formula during the processof evaluation. This

guaranteesthat Lemma 4.4.7is always applicable when a quanti ed sub-formula
is evaluated and ensuresthat we do not lose precision.

De nition 4.4.8. Theclosure cl mapsa GMNP[n] predicatdo a setof modalnodepredi-
catesasfollows:

cl 2 GMNPn]! 2VNPIn]
clip) = ch(p)[ ck(p)
wherecl; andcl, areinductively de nedon the structure of p by:

cli(a) = fag; ifaisanatom
ch(:p)=f:pYjpl2ch(p)g
ch(pa® p2) = f P2~ p3jpf 2 cli(ps) andpd 2 ch(pz) g

cli(8v:ix(v) ! pi(v)) = ftrue; falsey
clh(a) = ;; ifaisanatom
cla(: p1) = cla(p1)

cl(p1” p2) = cl(p1) [ cl(p2)

cl(8v:x(v) I pu(V)) = fx(V)g[ cla(pa) [ ch(pa):
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Lemma 4.4.9. Letp bea GMNP[n] predicateTheclosueof p containsall possiblenodal
nodepredicateshat may occurin theimageof eval i.e. for everyclosedO'® formula
andtruth valuet wehave:

evalt p2 cli(p) andevalt p2 cl(p):
Lemma 4.4.10. Letp bea GMNP[n] predicateandlet
8vix(v) I q(v)

besomesub-formulaofp thenx(v) 2 cl(p) andfor everyclosed=O'® formula andtruth
valuet:
evalt g2 cl(p):

Proposition 4.4.11. Letp bea GMNP[n] predicatelf cl(p) Pred then:
8S 2 Store: pfj (s) evaltrue( S) p:

Corollary 4.4.12. Let c bea commandoftheformx->n = y andlet p bean MNP[n]
predicatelf cl(fc p) Pred then:

8S 2 Store : wip.(p) Fi (s) evaltrue( S) (fc p):

Proposition 4.4.13. Forcommandg oftheformx->n = y andany MNP[n] predicate
p thereis a nite subsetPred of MNP[n] predicatesuchthat:

8S 2 Store : Wipg, (5, (P) Fi (s) WiRc(P):

From Propositions 4.4.1and 4.4.13we can nally conclude that MNP[n] is closed
under weakestliberal preconditions.

Theorem 4.4.14. For any atomiccommanct, the classof modalnodepredicateMNP[n]
is closedunderwilp,.

The above result is a rst step towar ds the development of an automated ab-
straction re nement procedure for modal node predicates. Theseproceduresare
essentialcomponents of modern tools for automated formal veri cation. If the ab-
stract domain is not preciseenough to verify agiven property, it isre ned by gen-
erating new abstraction predicatesfrom spurious counterexamplesin the abstract
system. The re nement continuous until the analysis succeedsin either proving
or disproving the property that is veried. In the caseof a forwar d analysis, the
generation of new predicatestypically relieson the computation of weakestliberal
preconditions.

Due to undecidability of the veri cation problem, termination of the re ne-
ment loop is not guaranteed in general. However, we can give at leasta termina-
tion argument for a restricted class of programs. If we compute weakest liberal
preconditions according to the algorithm given above, it is easyto seethat only for
commands of the form:

C:X = y->n:

the function f. may intr oduce unbounded nesting of modal operators. Hence, if
we consider programs built up from atomic commands that are not of this form
then we only need a nite setof modal node predicates,in order to ensure that the
Cartesian post is precisewith respectto the best abstract post. This is due to the
fact that for the remaining atomic commands the number of modal node predicates
that is needed to expresswip, is bounded by the number of program variables.
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Chapter 5

Case Study: Reversing
Singly-linked Lists

In this chapter we apply the techniques developed in the previous chaptersto a
standard example in shape analysis: a program reversing a singly-linked list.

5.1 The Program Reverse

The program RevVERsE is declared in Figure 5.1. We assumethat initially the pro-
gram store contains one singly-linked list whose head is pointed to by program
variable x. The program reversesthe list by following its n-pointer elds starting
from x and reversing eachof them one by one. After the program has terminated
program variable y points to the head of the reversedlist.

Our goal is to show that under the assumption that the input list is acyclic the
resulting reversed list will be acyclic, too. Although the acyclicity of the input
list is never violated during the program execution, for automated methods this
is a nontrivial property to check. The presenceof destructive updates like ¢ * in
program Reverse makesit dif cult to reasonabout reachability properties such as
acyclicity.

1We make the notational convention that for some program location | we write ¢ for the command
that is associatedwith | .

0: vy

11: while(x !'= NULL){
12: t
13: y
14: X
15: y

Figure 5.1: Program REVERSE
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5.2 Choosing Abstraction Predicates

For a singly-linked list pointed to by program variable y we expressacyclicity in
terms of modal node predicatesasfollows:

acyclic, £ 8viy(v) ! M i:null(v);

The formula expressesthat there is a path from the node pointed to by program
variable y that endsin NULL Sincewe are dealing with lists, we can usethe modal
node predicate n i:null(v) instead of [n ]:null(v) to expressacyclicity.

In order to come up with a suitable setof abstraction predicates,we compute
weakest liberal preconditions of the node predicates that occur in the formula
acyclig.. Starting from program location 16 we compute wip, for the modal node
predicatesy(v) and n i:null following the commands in the program backwards.
Thereby, we make use of the fact that wip, canbe expressedin terms of modal node
predicates,asit is shown in Section4.4. Every newly observed node predicate that
is needed to expresswlp, is added to the setof abstraction predicates.

If we compute weakestliberal preconditions for oneiteration on the commands
in the body of the while-loop, we generatethe following modal node predicates:

X; y; tonull; (0 y):Upiinull; (0 X):Upni:null; oicy; noicx; noinull:

If we continued na'vely re ning the above setof node predicates,the command
a4 Would causetrouble. The operator wip,,, causesevery occurrenceof x in one of
the node predicatesto bereplacedby x:Ini. This would generatemodal node pred-
icates with unbounded nested modal operators and result in a non-terminating
re nement loop. In order to circumvent this problem, we add the node predicate
x:m i asawidening of x:ni. We will use a splitting operator (cf. Section3.2.6)in
order to handle nondeterminism causedby impr eciseabstractwlps.

Computing wip,, of the node predicatex:n i generatestwo additional modal
node predicates:

(- ¥):Smi(x” 1 y) and (¢ y):Smix:

Our experiments showed that if we omit the node predicatesm i:y, m i:x, and
(: ¥):Smi X, the remaining setof node predicatesstill gives us a suf ciently precise
abstraction for proving our target property. Sincewe want to focus on the essen-
tial aspectsof the example, we keep the set of abstraction predicates as tight as
possible. Thus, our choice of abstraction predicatesis asfollows:

Pred € f x; y; 6 null; (0 y):Upi:null; (¢ X):Upgiinull; x:m i
(:Y):Smi:(x™:y); minullg:

5.3 Splitting Operator

In this sectionwe discussthe splitting operator that we will useto handle the non-
determinism in the abstracttransition systemthat is causedby command cy .

We want to ensure that each abstract store that occurs during the analysis has
precise information about the nodes on which the program variables point to.
Mor e precisely, we want to ensure that for each program variable x all abstract
stores contain exactly one monomial in which the node predicate x occurs posi-
tively.
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splitSingleton[p] ( as 8v: (v): AbsStoe[Pred]): AbsDomPred [ fwlp.(p)g]
0= false
for each monomial P over Pred with PE do
if P& wipl [Pred](: p) then
if PF wIpC [Pred](p) or isSingletoiP) then
O _ 8v:(PMwip(p) _( "~: P~ owip(p)
else

0:=  © _ 8v:(Prwipg(p) _( ": wip(p))

return 0

Figure 5.2: A simple splitting operator for splitting on node predicates denoting
singleton sets.

The weakest liberal precondition for command ¢, and node predicate X is
given by:

wip,, (X) = x:mi:

Unfortunately , x:hni can not be precisely expressedin terms of node predicatesin
Pred. Thus, computing the Cartesian post for command ¢4 will result in abstract
storesthat do not possesspreciseinformation about program variable x. In order
to addressthis problem, we intr oduce a splitting operator for command ¢4 that
splits on node predicate x.

The pseudo code describing the splitting operator is given in Figure 5.2. It
can be applied for splitting on node predicates p that are guaranteed to denote
singleton sets. This is in particular the casefor node predicatescorresponding to
program variables.

The splitting operator splitSingleton[p] takes as argument an abstract store
over Pred. It looks at eachabstractnode P in  and checkswhether some concrete
node representedby P may satisfy p after execution of c. If there are both nodes
in P that satisfy p and nodes that do not satisfy p after cis executedthen P is split
into two separateabstract nodes, one entailing wip.(p) and one entailing wip.(: p).

If there is more than one abstractnode P in  that representsnodes satisfying
p after ¢, we use the fact that p denotes a singleton and split the complete abstract
store. Each of the resulting abstract stores contains exactly one of the correspond-
ing abstractnodes.

The function isSingletoncheckswhether some other node predicate denoting a
singleton occursin P. If this is the case,it indicates that P need not be split. In our
example node predicatesdenoting singletons are: x, y, t, and null.

It is not hard to seethat splitSingleton[p] is indeed asplitting operator according
to De nition 3.2.17.However, it is not the most precisesplitting operator. This is
due to the fact that we do not check consistency of the remaining abstractnodesin

with respectto abstractnodes that result from splitting.

In order to instantiate splitSingleton[p] for command ¢4 , we only needto pro-
vide the context-sensitive abstractwlps for ¢4 and x. This is done in the following
section.
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lc |p | wipf [Pred](p) | wipg [Pred](: p) |
Co | Y null : null
(: ¥):Upni :null m i:null :hn i:null
G Y):Snmi:(x™:y) x:m i~ (null ~ x) ximoi
_null A x
e [t |y |ty
G3 | Y X DX
(: ¥):Upni :null (2 X):Upni :null © (0 X):Upni :null
GCY):Snmi:(x™:y) false true
Cs | X false cximoi
_x"hn i:null
cs | XX i X xminy
_CY)Shiixhry) _8viy !l rxim i
CY):Smii(x":y) ¢ Y):Smi:(x":y) cxin i
n i:null null yrt
(1 ¥):Upi:null _8viy! t
_y~8vit! (¢ y):Up,:null
(: ¥):Upi:null (: ¥):Upni :null - wipf (p)
(: X):Upi :null (: X):Upni :null A (2 y):Upp inull X null
_ynhox~8vit! (X):Upi inull

Table 5.1: Abstract context-sensitive wips of node predicatesin Pred for atomic
commands in REVERSE.

5.4 Context-sensitive Abstract WeakestLiberal Precon-
ditions

We need to give the context-sensitive abstract wlp for eachof the chosenabstrac-
tion predicates. In order to obtain a representation that is independent of the con-
text, we expressthem in terms of GMNP[n]. Evaluating the quantied formulas
under a given context, asit is formalized in Section4.4,results in the appropriate
context-sensitive version.

Table 5.1 lists the context-sensitive abstract wips for node predicatesin Pred.
Node predicatesthat are not explicitly listed in the table do not change under the
appropriate command. Sincefor command ¢4 we split on the node predicate x,
we only give the context-sensitive abstractwlp for x itself. This is the only one that
is neededin order to compute the operator splitSingleton, [X].

For the computation of the Cartesian post with splitting that is used for com-
mand ¢y , we extend Pred by node predicate x:i. The context-sensitive abstract
wlps over the re ned setof abstraction predicatesare given in Table 5.2.

5.5 Computing the Least Fixed Point

Before we can eventually compute the least xed point of program REVERSE, we
rst needto model the data ow equations and give the abstraction of the initial
setof storesunder Pred.

The abstract domain AbsDom[Pred] only describesthe abstraction of the pro-
gram stores, but contains no information regarding the program locations. We
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lc |p | wip [Pred [ fx:mig](p) | wipf [Pred [ fx:mig](: p) |
Cs | X x:mi s xini
X:mi XN x:mi cxin i
_x:mi~m i:null
XN oxani
x:m i x:mi xni
_ximiinx _x”:hn i:mnull
_x:m i~ :hninull
CY)Swmiix?ry) | xmitty y
_xihninNx _oximi
ABviy ! (XN xini) _x":hn imnull
_x:m i~ :hninull
ABviy ! (xMcoxini)
(: X):Upn; :null null - wip? (p)
_oximi A G x) Ui inull

Table 5.2: Abstract context-sensitive wips for command ¢4 over the re ned setof
node predicates.

representabstract states as tuples over AbsDomPred], where the i-th component
correspondsto the abstractstoresat the i-th program location. The partial order on
those tuples aswell, as meat and join operations can be de ned asthe point-wise
extensions of the corresponding operations on AbsDom[Pred].

The following abstract post operator on tuples over AbsDom{Pred] models the
data ow equationsin program Reverse and gives us our nal abstract post oper-
ator that we will usefor the analysis:

postt 2 (AbsDom{Pred])’! (AbsDom[Pred])’
post: h o;:::; i = HO : false
11 ¢ oSt can( o) _ POSE, .can( 9);
2 :(8vix(v) ! :null(v)) » 1;
13 2 post,.co( 2);
14 2 post .car( 3);
15 : posfzm;splitsingletonCI4 [x]( a);
16 : (8vix(v) ! null(v)) » 1i:

Theinitial abstractstateinit” is given by the tuple:

init” def h init; false false false false false false

where , is the abstraction of the initial set of storesinit. The set init contains
all singly-linked lists that have at least one element and whose head is pointed
to by program variable x. The abstraction of init under Pred, is described by the
following table:

| [xJy [t null [x:tn i [ y):Smi:(X” 1Y) [ Y): Ui null [ (2 X):Upni :null [ inull |

1 0 1 0 1
init | O 0 1 1 1
0 1 1 1 1 1

Eachrow in the table representsan abstractnode in ;. If acellin arow contains
the value 1, the corresponding predicate occurs positively in the abstractnode, the
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value 0 meansit occursnegated,and meansit doesnot occur atall. The rst row
representsthe head of the list pointed to by x, the third row representsNULL.and
the secondrow representsall remaining nodesin the list.

In order to provide a better intuition for the setof concrete storesthat is repre-
sented by some abstract store, we usethe graph notation from [27] which they use
for the representation of three-valued logical structures.

This graph notation is similar to the one we intr oduced in Section2.3.1,in or-
der to representtwo-valued logical structures. The nodes in such a graph give
the partitioning of the universe of the representedlogical structuresinto disjoint
nonempty subsets. Singly-lined nodes representsingleton sets, whereasdoubly-
lined summary nodes may representarbitrary large subsetsof concrete nodes.

Predicate symbols over the nodes in the graph may be interpr eted inde nitely ,
denoted by a dashed line between the corresponding nodes. The meaning of such
a dashed line is that eachlogical structure representedby the graph can interpr et
the corresponding predicate symbol arbitrarily on nodes that are represented by
the appropriate abstractnodes.

For eachabstractstore , we give asetof such graphs that representsthe same
setof concrete storesas . Theinitial abstractstore iy representsthe samesetof
concrete storesasthe following two graphs:

n
-~
7y
n n
X—»Q—_ -
Y !
y;t null y;t null

We are now ready to compute the least xed point of post’ under init* . The
individual stepsof the xed point iteration are given in Appendix B. If we project
Ifo(post” (init* )) on the 7th component, i.e. the one corresponding to program
location 16 , we get the following abstract stores:

x|yl t|{null|[x:hn i|(Gy):Smi:(X":y) |G Y):Umi:null | X):Upi:null | bn i:null
0o|1|0| O 0 0 0 1 1
16 :/0/0|0 O 1 1 1 1 1
1{0(1] 1 1 1 1 1 1
—~O—O
null; t; x
0o|0|1| O 0 0 1 1 1
oj1{0| O 0 0 0 1 1
0|0|0| O 1 1 1 1 1
1{0(1]| 1 1 1 1 1 1
Lo T ~
—CF-
t null; x
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| o] o|jo|o
< |o|lo| r|lolo
ol o|r|lo
R ol o|jojo
R R ololo
R k| o|olo
IR
I
I i

One can seethat each of the abstract stores contains an abstract node which
is inconsistent with respectto the other abstract nodes. The corresponding rows
in the table are marked gray. An abstract node P is inconsistent in some abstract
store , if for all concrete storesrepresentedby  there is no node satisfying P.
In the concrete storesrepresentedby the abstract storesabove it is always the case
that program variable x points to NULL Thus, NULLs the only possible node that
is reachableby program variable x. This makesthe marked abstract nodes incon-
sistent, becausethey are supposed to be reachableby x but are not NULL

The inconsistent abstract nodes appear due to the use of the splitting operator
splitSingleton, [x]. Replacing this splitting operator with the most precisesplitting
operator for command ¢4 and node predicate x would eliminate all inconsisten-
cies.

It may appear disturbing that the information regarding the n predicatefor the
nodes pointed to by program variables y and t is rather impr ecise. This is due to
the fact that the appropriate reachability information is not expressiblein terms of
abstraction predicatesin Pred.

However, the set of abstraction predicateswas chosenin order to synthesize a
speci ¢ invariant, namely that the output list of program RevEeRrsE is always acyclic.
This invariant is indeed entailed by the least xed point. All abstract nodes in
which the node predicate y occurs positively entail the node predicate m i:null.
Thus, in all representedconcrete storesit is possible to reach NULLfrom program
variable y. This implies that all corresponding output lists are indeed acyclic.
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Chapter 6

Related Work

Thereis alot of recentwork on shapeanalysis. In the following we compare some
of theseworks to our own results.

6.1 Abstract Domains for Shape Analysis

Abstract domains designed for shape analysis [17, 5, 29, 26] are based on several
variants of shapegraphs. The use of three-valued logical structuresasabstractdo-
main is a generalization of this idea. In the following, we discuss this particular
approach more thoroughly.

A shape analysis algorithm based on three-valued logic is given in [27]. The
TVLA tool [21] implements this algorithm. The abstract domain used in this ap-
proach is given by sets of three-valued logical structures. Three-valued logical
structuresare used to nitely abstractin nite setsof two-valued logical structures
that correspond to setsof program stores.

Their notion of canonicabbstractiorrelatessetsof two-valued logical structures
with nite setsof three-valued logical structure. The abstraction is parameterized
by a nite setof unary abstraction predicateson nodes. It collapsesall subsets
of nodes in an abstracted structure whose elements are indistinguishable under
the abstraction predicatesto single abstract nodes in the universe of the resulting
three-valued logical structure.

The interpr etation of a predicate symbol in the three-valued logical structureis
given by a conservative abstraction of its interpr etation on the representednodes
in the abstracted two-valued structures. This is accomplished by using the indef-
inite truth value in the three-valued logic. The interpr etation of some predicate
symbol p on abstract nodes hasthe inde nite value, if the interpr etation of p on the
representednodes in the abstractedtwo-valued structure is ambiguous.

The computation of the abstract post operator is based on predicate-update
formulas, i.e. abstractweakestliberal preconditions of abstraction predicates. The
precision of the abstract post operator can be impr oved by adding instrumenta-
tion predicates Instrumentation predicatespreserve certain information about the
concrete structuresin the abstraction, e.g. acyclicity or sharing. The additional
predicatescan be used to increasethe precision of predicate-update formulas. So
called focusand coerceoperations are used to obtain more preciseresults in the
presenceof nondeterminism in the abstracttransition system.

We used severalideas from this work. In particular, we adapted the representa-
tion of concrete program storesastwo-valued logical structures. However, we do
not need three-valued logic, becausewe symbolically abstract setsof storesusing
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formulas. Canonicalabstractionis the basis of our own node predicate abstraction.
Our framework does not provide the ability to de ne additional instrumentation
predicates. We want to use automated abstraction re nement instead. If the two
operations focusand coerceare combined into a single operation on formulas, the
result correspondsto a splitting operator asgiven in Section3.2.6.

A translation from three-valued logical structures, as they arise in [27], into
an isomorphic representationin two-valued rst-or der logic is rst given in [30].
Shapeanalysis constraints [19] generalize this result to a Boolean algebra of rst-
order formulas that is isomorphic to the same classof three-valued logical struc-
tures. The translation of [30] relateseachthr ee-valued structur e to a conjunction of
threeconstraints: atotality constraint expressingthat every node is representedby
some abstract node; an existential constraint expressingthe non-emptiness of each
abstract node; and a constraint expressingthe values of binary predicate symbols
on abstract nodes.

Our notion of an abstract store exactly corresponds to the totality constraint
in the translation above. Consequently, for the same set of abstraction predicates
our abstract domain is weaker asthe one used in TVLA. However, we indicated
in Section 3.1.4that constraints for the values of binary predicate symbols can be
translated to additional unary abstraction predicates. It may also be possible to
strengthen our abstractstoresby adding existential constraints, but existential con-
straints complicate the application of Cartesian abstraction.

6.2 Symbolic Methods in Shape Analysis

In [31] an algorithm for the symbolical computation of most preciseoperators for
shape analysis is given. The paper describes an algorithm implementing an as-
sumeoperation. The operator assumd' ](a) takes a closed formula ' and a set of
three-valued logical structuresa and computes the best under-approximation of
a satisfying the formula ' , provided that a decision procedure for the underlying
logic exists. The assumeoperation allows inter-procedural shape analysis based
on assume-guaranteereasoning. Mor eover, assumecan be instantiated to compute
bestabstraction functions, most-precisepost operators, and the meet operation for
abstractdomains of three-valued logical structures.

Although this algorithm is primarily designed to be applied in the context of
abstract domains of three-valued logical structures, a modied version could be
used to compute most precisesplitting operators.

Dams and Namjoshi [9] use predicate abstraction and model checking for shape
analysis. They abstractpointer programs by Booleanprograms using classicapred-
icate abstraction [12] basedon state predicates. After the predicate abstraction step
they apply standard nite statemodel checkingtechniquesto analyze the obtained
Boolean program. Their abstraction predicatesdescribe properties of the shape of
the program stores,including reachability properties. They give a weakest precon-
dition calculus, in order to compute predicate-updates and provide heuristics for
abstraction re nement. The calculus makes use of generalized reachability pred-
icates. These predicates are parameterized by sets of addressesthat have to be
avoided on a path. The calculus allows to expressweakest preconditions of reach-
ability properties in a similar way as it is done in this work using modal node
predicates.

Although both their and our work use techniques from predicate abstraction,
our abstract domain is induced by unary node predicatesinstead of nullary state
predicates. The size of our abstract domain is triple exponential in the number of
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abstraction predicates,whereasthe abstractdomain in predicateabstraction is only
doubly exponential. Hence,in order to get equally preciseabstractdomains in both
frameworks, predicate abstraction needs 2" state predicates compared to n node
predicatesin our framework. However, the lower bound for the complexity of the
abstract post operator is in both frameworks linear in the number of abstraction
predicates. Therefore, the use of unary abstraction predicatesin our framework
gains a better ratio between precision and complexity .

6.3 Decidable Logics for Shape Analysis

Decidable logics that are expressiveenough to be useful in shapeanalysis arerare.
Weak monadic secondorder logic over treesis an example for alogic that is decid-
able and used in this application domain [22]. In the following, we discuss some
more recentresults on decidable logics that have been primarily studied for their
potential application in shapeanalysis.

In [15] the boundary between decidability and undecidability for transitive clo-
surelogics is explored. The authors intr oduce the logic 98(DTC * [E]) and prove its
decidability . This logic is a fragment of rst-or der logic with transitive closure ad-
hering the following restrictions: the signature contains just one binary predicate
symbol E; formulas arein 98-prenexform; and positive applications of transitive
closure are only allowed for deterministic paths of the relation E. They show that
weakening any of the above restrictions results in an undecidable logic.

Transitive closure logics can expressreachability relations between pairs of
variables, while guarded xed point logics — and thus modal node predicates—
cando soonly for pairs of unary relations. On the other hand, guarded xed point
logics remain decidable without being restricted in the number of binary predicate
symbols. This makes it easierto expressproperties of more complex data struc-
tures. However, [16] gives away to handle data structuresthat are intractable due
to such limitations by simulating them on structuresfor decidable logics. The au-
thors show that many data structures appearing in practical application, such as
treesand doubly-linked lists, can be handled via simulation using just a single bi-
nary predicate symbol.

Role logic [18] is a variable freelogic equivalent to rst-or der logic with tran-
sitive closure and designed as a speci cation and annotation language for shape
analysis. The authors identify the decidable fragment RL? of role logic. RL? is as
expressive as two-variable logic with counting. In [20] it is shown that the syn-
tax of RL? can be extended by spatial conjunction from separation logic [25], while
remaining decidable. Spatial conjunction provides an elegant way to expresscon-
catenation of records.

Counting constraints —and thus RL2 —allow the speci cation of the precisealias
relationship between heap objects. This particularly includes the ability to express
information about sharing. Modal node predicatesdo not offer such expressive-
ness. On the other hand, RL? cannot expressreachability, which was our primary
intention to propose modal node predicates.
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Chapter 7

Conclusion

7.1 Summary

The goal of this work was to obtain a framework for symbolic shape analysis. We
proposed an appropriate symbolic abstractdomain. Conforming to the abstraction
techniques that are used in state-of-the-art shape analysis algorithms such as[27],
this abstract domain is parameterized by node predicates.

We used techniques from predicate abstraction to symbolically abstract pro-
grams manipulating heap-allocated data structures by Boolean heap programs.
Boolean heap programs are characterized as a two-step Cartesian abstraction of
the bestabstract post operator post* on the chosenabstractdomain. If the abstract
transition system behaves deterministically , Boolean heap programs do not lose
precision with respectto post” .

Weidenti ed the classof modal node predicates,afragment of rst-or der logic
with transitive closure. Modal node predicates can be used for the analysis of
reachability properties for linked data structures. We gave a preliminary result
regarding decidability of the satis ability problem for modal node predicatesvia
translation into guarded xed point logic. Moreover, we showed that for list-like
structur es, this classof node predicatesis closed under weakest liberal precondi-
tions. Both results are useful for the development of an automated abstraction
re nement procedurefor modal node predicates.

7.2 Future Work

The primary task for futur e work should be the development of a tool that imple-
ments the presentedframework and allows a practical evaluation of the developed
techniques. However, there is a number of interesting theoretical questions open
for futur ework. We discuss some of them in the following.

7.2.1 Precision of the Abstract Domain

Our notion of an abstract store describesthe covering of nodes in concrete stores
by abstract nodes, i.e. the equivalence classesof nodes induced by the chosenab-
straction predicates. However, it is a bit disturbing that an abstract store does not
require each of its abstract nodes to be non-empty. The decision that we restrict
ourselves to universal constraints over abstract nodes was made, in order to sim-
plify the application of Cartesian abstraction. An interesting question is, whether
the abstract domain can be made more preciseby allowing existential constraints
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over abstract nodes, while still using Cartesian abstraction for the construction of
Boolean heap programs.

7.2.2 Automated Abstraction Re nement

We gave preliminary results for the development of an automated abstraction re-

nement procedure for modal node predicates. However, there are open issues
that still have to be solved.

We did not yet answer the question, whether the satis ability problem for
modal node predicatesrestricted to the classof program storesis decidable. The
main problem lies in the treatment of functionality constraints, asthey appear in
the integrity formulas that de ne the setof program stores. However, a decision
procedure for this problem is a key tool for the automated derivation of context-
sensitive abstractweakestliberal preconditions. Theseare neededfor the construc-
tion of Boolean heap programs. Hence, this is a main prerequisite to use modal
node predicatesin afully automated analysis.

A second open issue is that, so far, we only showed closenessunder wip for
the classof modal node predicatesover a single binary predicate symbol. Hence,
the application of modal node predicatesis restricted to list-like data structures.
In order to use them for the analysis of more complex data structures,we need to
extend this result to an arbitrary number of binary predicate symbols.

7.2.3 Beyond Safety

Temporal properties of transition systems can be divided into two classes:safety
properties and liveness properties. Roughly spoken: a safety property speci es
the absenceof nite error traces,whereasa liveness property speci es the absence
of in nite error traces.

Our approach abstractsin nite state systemsby nite state systems. The nite
state abstraction is used to synthesize state invariants, i.e over-approximations of
the reachableset of statesof the analyzed system. However, state invariants cor-
respond to safety properties. The information needed for the analysis of liveness
properties getslost during the nite state abstraction.

Transition invariants [24] capture both safety and liveness properties. A transi-
tion invariant is an over-approximation of the program's transition relation. Transi-
tion predicatebstractior{23] is aframework for the automatic synthesisof transition
invariants. It solves the limitations of predicate abstraction by replacing the con-
struction of a xed point operator on an abstract domain of setsof abstract states
with the construction of a xed point operator on an abstract domain of binary
relations on abstract states.

In analogy to predicate abstraction the abstract domain is parameterized by
a set of transition predicates Transition predicatesare constraints denoting binary
relations over states. It is a challenging task to nd a suitable classof transition
predicatesfor shape analysis that could be used to treat both safety and liveness
properties.
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Appendix A

Proofs

Proposition 2.1.4. Foratransition systemsS thefollowingis equivalent:
() R istotal anddeterministic,
(i) Preis ahomomorphisnonthe powersetBoolearalgebraof State.

Proof. “(i) ) (ii)". Let the transition relation R be total and deterministic. By
Proposition 2.3.7(ii) we know that fre distributes over setunion. Thus, in order
to prove that freis ahomomorphism on the power setBooleanalgebra of State, it
suf ces to show that fire commutes with setcomplementation. For S  State, let S
denote the complement of S. We have:

s2 pre(S9 ) 8s2 State: (s;sH 2 R) s°2 SO

9s°2 State: (s;s%) 2 R and s°2 SO (R total)
9s°2 State: (s;s% 2 R and s°62S°

s 62pre(SY)

s 2 pre(S9

~—

~— ~— ~—

s2 pre(S9 ) 9s°2 State: (s;s% 2 R and s°623°
) 8s°2 State: (s;s) 2 R) s625° (R deterministic)
) 8s°2 State: (s;s%) 2 R) s%2 SO
) s2 fre(S9

Thus we have pre(S% = fre(S9).

“(ii) ) (i)". Assume fre is a homomorphism on the power set Boolean alegra
of State. If State is the empty setthen R is the empty relation and thus total and
deterministic. If otherwise State is non-empty, assumethat R was not total. Then
there exists s 2 State such that:

8sY2 State: (s;sY) 6R

8S State: s2 pre(S)

8S State: s 2 fre(S) and s 2 pre(S)
8S State: s 62re(S) and s 2 pre(S)
8S State: pre(S) 6 pre(S)

~— N~ ~— ~—
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which contradicts the fact that re commutes with setcomplementation. Now as-
sume R was not deterministic then thereares;s;; s, 2 State such that

s1 6 sp;and (s;s1) 2 Rand (s;s2) 2 R
) s 62pre(fs;g) and s 62pre(f s, g)
) Bbre(fsig) 6 pre(fsig)

which again gives us a contradiction. O

Proposition 2.1.7. | State is an inductive stateinvariant if and only if it is closed
undertheoperator=,i.e.F(l1) |I.

Proof. Let | be an inductive state invariant. Sincel is a state invariant, we have
reach | and thereforeinit 1. Sincel isinductive, we have post(l) 1. Hence,
we have:

F()=init[ post(l) I:

Let | beclosedunder the operator F,i.e. F(I) |.We have by monotonicity of F:
\
reach= Ifp(F)= S StatejF(S) Sag:

From this we can conclude reach 1. Moreover, by de nition of F, we have
F() | implies post(l) |.Hence,l isaninductive stateinvariant. O

Proposition 2.3.2. Theoperatorext-post, andext-fre, form a Galoisconnectioronthe
powersetlattice of extendedstores.

Proof. Follows immediately from the de nitions of ext-post. and ext-fire; on setsof
extended stores and the fact that post; and fre, form a Galois connection on the
power setlattice of stores. O

Proposition 2.3.3. Therelation f is total and deterministicif andonly if ext-pre; is a
homomorphisnon the powersetBoolearalgebreof extendedtores.

Proof. Follows immediately from the de nition of fre. on setsof extended stores
and Proposition 2.1.4. O

Proposition 2.3.5. If therelation f is total anddeterministicandif for everypredicate
symbolp there existsa predicate-updattormulap? thenthe extendedvlp of an FO™ for-
mula' canbecomputedy substituting syntacticallyall occurence®f predicatesymbols
in ' with their predicate-updatermulas:

='3_ ' 5. Wehave:

ext-pre,(J 1_" 2K = extpre. (I 1K[ J 2K

ext-pre,(J 1K [ ext-pre.(T 2K (by Prop. 2.3.3)

= J 1[p2=pIK[ J 2[pd=plK (Ind. hypothesis)
= J 1[pd=pl_" 2[p2=plK
= J [pc=pK
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= (TCvq; Vo' 1(v1;v2))(v; V0. Let S be some store and  an assignment. We

have:

(S; ) 2 ext-pre, (I K

() 9ug;::i;up2U: v=u;; V= u,and
81 i< n:post(S); [vi7'ui;va7! Uist]F " 1(va;V2)
( ¥ total and deterministic)

() 9ui;::i;up2U: v=u;; V= u,and
81 i< n: (post(S); [vi7'ui;va7!Uisa]) 2 J 1(va;v2)K

() 9ug;::;up2U: v=u;; v°=u,and
81 i< n:extpost.((S; [vi 7! ui;ve 7! Uis1])) 2 J 1(vi;v2)K
(Def. of ext-post,)

() 9ui;::i;upn2U: v=u;; V= u,and
8L i<n:(S; [vi7lui;va 7! uis1]) 2 extpre (T 1(vi;v2)K
(by Prop. 2.3.2)

() 9ug;::;upn2U: v=u;; Vo= u,and
8L i<n:(S; [vi7 uisve 7! uisr]) 23 1[pd=pl(ve;v2)K
(Ind. hypothesis)

() 9ui;::;up2U: v=ug; V= u,and
8l i<n:S; [vi 7l ui;ve 7! Uivr ] FE " 1[pe=pl(v1; v2)

() S F ' Ipc=pl

() (S )27 [pc=pK

All remaining casesfollow similar argumentations. O

Proposition 2.3.7. If f is total and deterministicthen for a store S, FO™ formula'
andassignment , wehave:

S; Fwip() () post(S); F*

Proof.

S; Fwlp(') () (S;)2extpre,(J K (Def. of wip, and Prop. 2.3.5)
() 8s%s F s% (s% )27k (Def. of ext-fre.)
() (post(S); )2J K ( ¥ total and determinstic)

() post(S); F'

O

Proposition 3.1.6. Thefunction is a completemeet-morphisnand a completgoin-
morphism.

Proof. Follows easily from the semanticsof FO® formulas. O

Proposition 3.1.8. Abstractionfunction and concetisationfunction form a Galois
connectiorbetweerthe posets25°¢; i andhAbsDom; .

Proof. By Proposition 3.1.6we know that the function is a complete meet-mor-
phism. Thus, by de nition of and Proposition 2.1.9we getthat and form a
Galois connection. O
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Theorem 3.1.10(Characterization of Best Abstraction). LetM bea setof program
stores.TheimageofM under is characterizedsfollows:

(M)Fj — 8v: Psu(v):
saM  u2us

Proof. Since and form a Galois connection, we know by Proposition 2.1.9that

distributes over setunion on the concrete lattice, i.e. we have:
N

M)= — f 2 AbsDomjSF g
S2M

Thus, it suf ces to consider the abstraction of asingle storeS 2 M and it remains
to prove:
(S Fi8v: — Psu(v):

u2Us

From the de nition of Ps,, for u 2 US it is clear that we have:

SFE8v:  Psy(v):
u2Us

Hence, we canimmediately conclude:

(S)F 8v: ~ Psy(V):

u2Us

It remains to prove the right-to-left dir ection of the congruence. The meet of all

formulas in AbsDomthat arevalid in S must be a single abstract store, rather then

a disjunction of abstract stores. If it was a disjunction of abstract storesthen S

would already satisfy one of its disjuncts contradicting the fact that it is the meet.

Hence, there must be someformula over node predicates (v) 2 Fpreq Such that:
N

f 2AbsDomjSFE g Fj 8v: (v):

Let S°2 Store such that
S%E 8v: T Psy(V):
u2Us
Given some node u® 2 US’, there must be some node u 2 US such that S%u®
Ps.u (V). SincePs, (v) is a monomial over Pred satis ed for uin S, it must entail
any other Boolean combination of node predicatesthat is satised for uin S. In
particular we must have Ps., (v) F (V). From this we caninfer that S% u’E  (v)
holds, too. Sinceu®was chosenfreein US’, we have SO 8v: (v) and thus S°
(S). Hence, we have:
8v.:  Psu(V)E (S):
u2Us

O

Proposition 3.2.3. For a givencontext , the context-sensitivabstractoperatorshave
thefollowing properties:

(i) post’ andwlp” form a Galoisconnectiorbetweerthetwo posethFe, eq;F i and
hFpred; F post( ()) i, formally:

8 2meip%ﬁf)me(» () " F Mﬁ();
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(i) post” andwlp® aremonotone,
(i) post’ wlp® isreductive,

(iv) wip® post’ is extensive,

(v) post’ distributesoverdisjunctions,

(vi) wip” distributesoverconjunctions.

Proof. We prove properties (i), (iii) , and (iv). Properties (i), (v), and (vi) then follow
from the general properties of Galois connections given in Proposition 2.1.9.

Proof of (ii). Let' 1;' 2 2 Fpreg. In order to prove monotonicity of post#, as-
sume' 1 F ' ,. Bydenition of post# (" 2) we have' , F Wlp(post# (" 2)). Thus,
by assumption, we can conclude ' 1 £ wip(post” (' »)). However, post’ (' 1) is
the conjunction of all formulas 2 Fpreq satisfying ' 1 F  wip( ), i.e. we have

post' (' 1) | post’ (' »). This implies post’ (' 1) Fposy () POSE (' 2). Hence,
post’ is monotone.

In order to prove monotonicity of wip®, assume' 1 Fposy () ' 2- LetS be
somestoresuchthat S and an assignment. We have:

S, F wip(" 1)
, post(S); E '1 (by Prop. 2.3.7)
) post(S); F'2 (by assumption)
: S; F wip(' 2) (by Prop. 2.3.7)
Thus, we have
wip(' 1) F wip(' 2) (1)

By de nition of wip® we have wip” (" 1) E wip(' 1). With (1) we can conclude
W|p# (‘1) F wip(" 2). However, by de nition of W|p# we know that W|p# ("2)is
the disjunction of all formulas 2 Fpreq Satisfying F wip(* 2), i.e. we have
W|p# ()F W|p# (" 2). Thereforewlp# is monotone.

Proof of (iii). Let' 2 Fpreq. By de nition of post# we know post# (W|p# (")) isthe
conjunction of all 2 Fpreq, suchthat wip” (" ) E  wip( ). Moreover, by de nition
of W|p# we have wlp# (")F wilp(" ). Thus, we have post# (W|p# (")) Fpost( ()

ie. post# W|p# is reductive.

Proof of (iv). Let' 2 Fpreq. By de nition of W|p# we know W|p# (post# (")) isthe
disjunction of all 2 Fpreq, suchthat fE  wip(post’ (' )). Moreover, by de ni-
tion of post# we have' Wlp(post# (" )). Thus, we have' F W|p# (post# ¢,
i.e.wlp” post’ is extensive. O

Proposition 3.2.6.Let = 8v: beanabstractstore. Theimageof underpostéartl is
obtainedby applyingthe context-sensitiv@postoperatorfor  to

posti,,, () Fi8v:post’ ()

Proof. In the following, consider' ; and' , to bede ned asfollows:

A
"1 d:ef f' 2 Fpred J pOSt#() F 8v:' g
N
def

"2 f' 2FPredj F Wlp(')g
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In order to prove the proposition, we have to show that ' ; and ' , are equivalent.

wa

2 F '1" Let S besomestore suchthat S is amodel of ,i.e. for all nodesu we
have S;u F . Now assumethere was some node u such that S;u 6§ wip(' 1). We
have:

S;ué wip(' 1)) post(S);ugj’' (by Prop. 2.3.7
) post(S) 6j 8v:' |
) post () 6 8v:'yi (SE implies post(S) F post’ ())

This contradicts the de nition of ' 1. Thus, for all nodes u we have S;u F wip(' 1)
and therefore | wip(' 1). Since' ; is the greatestlower bound of all those for-
mulas, we have' , F ' ;.

“' | F ' 2" LetS besomestore suchthat S F post’ () , but assumeS 6§ 8v:' ;.
Then there is some node u suchthat S;u 6j ' ,. If Ps,, is the abstractnode of u in
S then we must have P, F ' ».

Casel: there is some store S° which is a model of and some node u® such that
post(SY; U’ Ps., . We have:

pOSt(SO);UOF Psw ) pOSt(SO);UO@j ‘2 (Psu F 1" 2)
) S%ul6j wip(' ») (by Prop. 2.3.7)

which contradicts the de nition of ' ,, since S% U

Case2: for all storesSCeither S°6j  or for all nodesu®we have post(S%; u®6j Ps,, .
From this we can conclude:

8S%: S°= ) 8u%2 U: post(SY;ulE ' 27 : Psy
and again by Prop. 2.3.7we get:
F wip(" 2™ 1 Psw)
which contradicts the de nition of ' 5.
Thus, altogether we can conclude:
post’ () F 8v:' »
and we nally get' 1 F ' 2. O

Theorem 3.2.9(Soundness of Cartesian Post). Theoperatorpostﬁart is an approxi-
mation of post* :

8 2 AbsStoe: post’ () F posti, () :

Proof. Let  be some abstract store of the form 8v: ; Pi. By de nition of cat, it
is clearthat cat, IS reductive, i.e. we immediately observe:

post’ () E cat, POSt' () = postt,() :

By Proposition 3.2.6and the fact that post’ distributes over disjunctions we get:

post () | postiy, () =8v:~ post’ (P)):

Again from its de nition it is clearthat cat, iS reductive. Thus, we nally get:

post' () F 8v:" car, post’ (Pi)= post,() :
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w
Theorem 3.2.10(Characterization of Cartesian Post). Let = 8v: ; P; beanab-
stractstore. TheCartesianpostof is characterizedsfollows:
AN

posti () =8v:" fp2PredjPiE wip®(p)g:

Proof. We have:

post () =8v:"  car, post (P)

Fi8v:™ fp2Predjpost (Pi) Fpost) PO

Ej8v:  fp2PredjPi E WIp* (p)g (by Prop. 3.2.3)

O

Proposition 3.2.12.Let bean abstractstore. If post* is deterministicwith respecto
then post’ém doesot loseprecisiorwith respecto post” | i.e.

post’ () Fj postty () :

: W :
Proof. Let  be some abstractstore with = 8v: ; P;, where eachP; is a mono-
mial. Assume post’ is deterministic with respectto , then we have:

post’ (8v:~ P;) = 8v:~ P? whereforalli P°= post’ (P;):
i i
and eachP?is amonomial. By De nition of posts,, we have:

AN

post., () Fi8v:™  fp2Predjpost (Pi)Fpos) PY

i A

Fisv:m  fp2PredjP’Epos) PY

I /\I

Fjsv:~ P (P°monomial)
i
iFi post” ()
O

Proposition 3.2.13. LetS beastore. Theoperatomost* is deterministicwith respecto
(S) if andonly if for all nodepredicatep in Pred wehave:

wip(p) F (s) Wip” g, (p):

w
Proof. For the only if direction, let S be some store with (S) = 8v: ; P; where
eachP; is amonomial. Assume thereis somep 2 Pred such that:

wip(p) & (s) wip” g, (p):

Thus, there is some store S® and node u®suchthat S°F  (S) and S%u®E wip(p)
but S% u°6j W|p#(s)(p). SinceS°F  (S) there must be somei suchthat S% u’E P;.
Then we have:

S%u’k Pi and S%u’6j wip® ¢, (p) ) Pi 6 (s) Wip® 5, (P)
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) post#(s)(Pi) i post( (s)) P
but we have in addition:
S%u’E wip(p) ) post(SY;u’E p
) post’ (Pi) Bjpost( (s) : P

Hence, post#(s)(Pi) is not amonomial and post* is not deterministic with respect

to (S). In order to prove the if direction, assumethat for all node predicatesp in
Pred we have:

wip(p) - wip® (p):
We show that the following two properties hold:

@) foralli: post#(s)(Pi) is a monomial,

. W ,
(i) 8v: | post’ s (Pi) F (post(S)).
From (i) and the factthat (post(S)) F post’ ( (S)) holds we can conclude:
8v:_- post’ 5, (Pi) F post’ ( (S)):

Together with (i) this gives us that post* is deterministic with respectto (S).
Proof of (i). Let P; be some abstractnode in (S). We have for any node predicate

p:
either P (s) wip’ s, (p)
or PiF (s Wip’ s (P) (P; monomial)
) either PiF (s) wip’ g, (p)
o PiE (s wip(p) (Wip(p) F (s) WIp® (5, (D))
either Pi F (s) W|p#(s)(p)
or PiF (s) Wip(: p)
) either PiF (s) wip’ g (p)
or P (s W' (D) (wWip” 5, P) F () WIP(: P)
. either post#(s)(Pi)j: (s) P
or pOSt#(s)(Pi) Fe:ip

Thus, post’ ¢, (Pi) is amonomial.
Proof of (ii). Let P; be some abstract node in (S). By de nition of we know
thereis somenode u suchthat S;u F P;. Mor eover, we know that both:

post(S); u  post’ ,(Pi) and post(S);u F Pposis)w
hold. Sinceboth post#(s)(Pi) and Pposy(s).u aremonomials over Pred we must have:
pOSt#(s) (Pi) FJ Ppost(S);u :
Thus, we can conclude:

8v:~ post’ 5, (Pi) F 8v: " Pposys)u = (POSK(S)):
i u2U
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Proposition 3.2.15. post? is deterministicif andonly if the setof nodepredicates$red
is closedunderwlp.

Proof. Follows dir ectly from De nition 3.2.14and Proposition 3.2.13. O

Proposition 3.2.19(Soundness of Cartesian Post with Splitting). Let split,[P] be
a splitting operatorfor P and commandc. The Cartesianpost operatorwith splitting
post’;";,Split P] is an approximationof post! on AbsDom{Pred]:

8 2 AbsStoe[Pred]: post’ () F posrﬁ;splitc[P]() :
Proof. Let us rst de ne the following abbreviation:
o def

Pred” = Pred [ wip.(P):

Let split.[P] be a splitting operator and let  be some abstract store over Pred. We
have:

posf () = [Pred] post ()
E [Pred] [Pred post, [Predq () ( extensive)
= [Pred] post! [Pred?  [Pred] ()
E  [Pred] postl..[Predd  [Predd () (by Thm. 3.2.9
F [Pred] posﬁ;cm[Pred?I split,[P1() (by def. of split.[P])

posrﬁ:splitc[P]( )
O

Proposition 3.2.20. The Cartesianpostwith splitting for the mostprecisesplitting op-
eratorsplit? [Pred] coincideswith the bestabstractpostoperatoron the abstractdomain
AbsDomPred].

Proof. By Proposition 3.2.19it suf ces to show:

8 2 AbsStoe[Pred] : post#;spmg pre) F post () :

C

Letus rst de ne the following abbreviation:

Pred®® Pred [ wip.(Pred):

Now let  be an abstract store over node predicatesPred. By de nition of and
post]. . we have:

poslf;Can[Predfj Predq ()
FJ B 8v: f p2 Predoj IDS;U F [Pred?](S) Wlpi; [Predo](s)(p)g
s2 () u2u

where eachPs,, is the monomial over Pred®suchthat S;u  Ps.,,. Now we have:
N

B 8v: f p2 Predoj PS;u F [Pred?](S) Wlpﬁ; [predo](s)(p) g
s2 () u2u
F 7 8v  fp2PredjPsyF (preasys) WIRG (prearys)(P) 9
s2 () u2u
(Pred  Pred9
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AN

E 8v: fp2 PredjPsy F (predoys)y Wip:(p) 9
S2 () u2U A

Ei 8v:  fp2PredjS;uf wip(p)g
S2 () u2U

(Ps. monomial over Pred®and wip,(p) 2 Pred?

Fi 8v: f p2 Pred j post,(S);u E pg
s2 () u2u

(by Prop. 2.3.7
Fi [Pred] post. ()
= post, ()
Thus, we have:

8 2 AbsStoe[Pred] : post..,.[Pred] [Pred)] () F post: () :

Since [Pred] isreductive with respectto F on AbsDomPred], aswell asmono-
tone with respectto F in general, we have for any FO'® formula  and abstract
value in AbsDomPred]:

F implies [Pred] () F [Pred] () F
From this we can conclude:
8 2 AbsStoe[Pred]: [Pred] postl.c[Predd  [Predd () [ post ()
which provesthe proposition. O

Proposition 3.2.21. Let split,[P] bea splitting operator If post is deterministicthen
post! andthe Cartesianpostwith splitting for split,[P] coincide.

Proof. Follows immediately from Proposition 3.2.12and the fact that the Cartesian
post on the extended abstractdomain AbsDomPred[ (wlp, P)] is atleastasprecise
asthe one on the original abstractdomain AbsDomPred]. O

Proposition 4.2.3. LetS bea nite structureover andu 2 US. Themodalnode
predicate®:Ug; :0, P:Sri -0, P:U[r):0, andp:Sgj:q arecharacterizedsfollows:

S;ufF p:Uwri:g(v) () therisanR-path in S startingin u suchthat:
9 1:S8; ()F a(v)and8j <i:S; (j)F p(v)
S;UF p:Sriq(v) () thereisanR !-path in S startingin u suchthat:
9 1:S; (i)F o(v)and8j <i:S; (j)F p(v)
S;ufF pUgpq(v) () forallR-paths in S startingin u:
9i 1:S; (i)F q(v)and8j <i:S; (j)F p(v)
S;ufF p:Srpgv) () forallR !-paths in S startingin u:
9 1:S; (i)F o(v)and8j <i:S; (j)F p(v)
Proof. We give the proof for p:Sgr;:q explicitly . The proof for g:Ujrj:qis analogous,
p:Unri:gand p:Sr;:qare simple.

LetS= hJ; i bea nite structureover andletu?2 U.
“) " Assume S;u F p:Sgryiq(v). Let besomeR *-path starting in u. Assume
thatforalli 1wehavesS; (i) F : q(v).
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Casel: thereisk 1lsuchthatforalln2 R;u2 U: ( n)(u; (k)) = 0. Thenwe
have:

S;v7 upve7l (K] E (TCV;Ver(v;v) A gv)(VEvV) v VO
andS; (k) E : g(v) ~ 8ot (V&) (V9

From this we can conclude S;u 6] p:Sgj:q(v) which gives us a contradic-
tion.

Case2: for all i  1lthereisn 2 R suchthat ( n)( (i + 1); (i)) = 1. SinceU is
nite, there must beacyclein ,i.e. thereareky, k, suchthat k; < k, and
(k1) = (k). Then we have:

S;v7 u; V07! (k)] E (TCV;VOr(v; v~ s gv)(v;v0) v VO
and S; (k1) F 1 g(v) M (TCv;Vor(v;v) 7 1 g(v))(V;v)
this implies S;u 6] p:Srj:q(v) which again gives us a contradiction.

Thus, we know thereis atleastonei  1suchthat S; (i) F q(v). Letimin bethe
smallest of all thosei. Assume thereis| < imin suchthats; (j) F : p(v). Then
we have:

S V7 u VO (D1 E (TCv;Ver(vivO) 2~ : qv))(v;v) v VO
andS; (j) F : )" p(v)
This once more contradicts the fact that S;u F p:Srj:q(v) holds. Hence, we have
S; (imin ) F a(v) and for all j < imin :S; (j) F P(V).

“( ” Assume that for all R *-pathsin S which startin u we have:

9 1:S; (HFav)and8 <i:S; (j)F p(v) (1)
Let u®2 U suchthat
S;v7 VO WY E (TCV;VOr(v; v~ s gv)(v;v0) v VO ()

Casel: S;u’E qg(v). Done.

Case2: S;u’F : g(v). From (2) we know thereisan R !-path starting in u such
that for somek 1: (k) = u Sinceby assumption satis es (1), thereis
somei ksuchthatS; (j)F q(v)andforallj <i:S; (j)F p(v). Thus,
we have:

S;u’E p(v) A 9vert (vev) A g(v9
Now assume
S;uCE (TCv;Ver(v;v)~ 1 g(v))(V;V)
then thereism landug;:::;um 2 U suchthat
Ug = up = u’= (k) and
8l j<m:S7 u;V0T7! U] r(viv9)": gv)
Hence, we canconstruct an R !-path Ostarting in u asfollows:

(n) forn Kk

An) =
uj forn>kandj = (n k) modm

However, by construction, °does not satisfy (1) which contradicts the as-
sumption. Hence, we must have:

S;uPE  (TCv;Ver(v;v) ™ 1 g(v))(V;V)
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Sinceu®was chosenfreein U, we can conclude S;u P:Sry:A(V). O

Proposition 4.3.4(Correctness of Translation). Letp 2 GMNP[R] thenp andt(p)
areequivalenton nite structures,i.e.for every nite structureS andu 2 US:

SS3uFpp () Siuf t(p):

Proof. The proof goesby structural induction on p. The only interesting casesare
those involving xed point operators. However, according to Proposition 4.2.3
thesemodal node predicatessemantically correspondto CTL operators. The trans-
lation follows the standard translation of CTL to the modal mu-calculus. O

Proposition 4.4.1. For commands oftheformx = y, x = NULLandx = y->n,
theclassMNP[n] is closedunderwlp,. Formally, for any modalnodepredicatep thereis a
nite subsebfmodalnodepredicate$red suchthat:

8S 2 Store : W|pf; (s)(P) Fi Wip.(p):

Proof. For all those commands c and all modal node predicates p, we have that
wip.(p) is contained in MNP[n]. Hence, choose Pred such that is contains wip.(p).
O

Lemma 4.4.3. For any programvariablex andany FO™ formula' (v):
852 Store: SF 9vix(V)M' (V) () SF 8vix(v) ! ' (v):

Proof. Follows immediately from the fact that all program storesS interpr et x asa
singleton. O

Proposition 4.4.4.Forcommands oftheformx->n = y andanymodalnodepredicate
p, f(p) andwlp,(p) areequivalenton programstores,i.e.

852 Store;u2 U: S;ufF fe(p) () S;ufFE wlp.(p):

Proof. By induction on the structure of p. Let S be astoreand u 2 US some node.
The proof is quite tedious. We only sketchtwo of the possible cases,here. All re-
maining casesare either trivial or follow similar argumentation.

p= mi:q:

S;u F wip.(hni:q)
() SiuF wip(9v%:q(v9)~ n(v;v9)
() Siuf 9vEwip(q)(v9) A (n(v; v~ 1 x(v) _ x(V) * y(v9) (Def. of wip;)
() S;ui 9V (V) A (n(v; VO~ 1 x(v) _ x(v) A y(vY) (Ind. hypotheses)
() Siuf :x(v)" 9O (g (v n(v;vO) _

x(v) ~ 9Vef (a) (V) " y(v9)
() Siuf 1 x(v)" 9V c(@)(v) A n(viv9 _
x(V) N 8vey(vY) I f(g)(v9 (Lemma 4.4.3)
() S;uf :x(v)Mmife(q) _ x(v) 8vey(v) I fo(a)(vO)
() S:uf fo(ti:q) (Def. of f)
P = P1:Umi P2:

S;u F Wip.(p1:Umi :p2)
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() Siuf 9vEwip,(p2)(v) A ((TCvy; va: Wipg(p1)(va) * Wipg(n)(v;v) _v V9
(Def. of wip,)
() SiuF 9V o(p2)(V) A ((TCva;vaif o(pr)(va) A wipg(n))(v;v) _v V)

(Ind. hyp.)
where

wipe(n) = n(va;v2) ™ 0 x(v1) _ x(v1) * y(v2)
Assume S;u F wip,(p) holds. If S;u F f¢(p2) then we have:
S;uF (2 X" p1)iUmi P2
and by de nition of f we directly getS;u F f.(p). Thus, assumethat S;u 6j f.(p2)
holds, then there existus;:::;un such that:
u = ug, and

S;un F fe(p2), and
forall 1 i< n:S;[vi7! ui;ve 7! Uisa ] F fe(pr)(va) ® wipe(n)(vi;va).
Casel: forall1 k< n:S;ux F : x(v). Thenthereareu;;:::;u, suchthat:

u= ug, and
S;un F fe(p2), and

foralll i<n:
Silva 7' uisve 7 Uik ] F fe(pa)(va) ® n(va; v2) A 1 X(va).

Thus, we have S;u E (p1”" : X):Umj:p2 and by de nition of f we getS;u
fe(p).

Case2: thereis at leastone k with 1 k < n suchthat S;ux F x(v). Let knin be
the smallest and kmax be the greatestof all those k. Then there are nodes

u= ug, and
S;ukmin F fC(pl)’ and

forall1 i< Kmin :
Si[ve 7V uisv2 7 uiva 1 F fe(pr)(va) A n(ve;v2) A - x(vi), and

S Ukpa+1 F Y(V), and
S;un F fe(p2), and

if Knax ¥+ 1< nthenforall kmax < i< n:
S;[ve 7V uisv2 7V uisa 1 F fe(pr)(va) ~ n(va; va) M o x(va).

Thus, we get:

S;ufE (p1” 1 X):Umi (P2 x)(v), and

S Ukpaxss F Y(V) M (P17 1 X):Upni 1p2(V).
From this we can conclude:

SiuFE (P X):Umi (P X)(V) * 9VEY (V)™ (pr” 1 X):Upni iP2(v9)
which by Lemma 4.4.3is equivalent to:

SiUF (P17 X):Upi (P X)(V) 7~ 8VoY(V) T (L™t X): Ui p2(V):
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Hence,we nally getthat S;u F f.(p) and therefore:
8S2 Store;u2 U: S;ufE wip(p)) S;uf fe(p):

The left-to-right dir ection follows the same argumentation backwards. Starting
from the fact that f .(p) is satis ed by u in S, we can construct a satisfying path for
the transitive closure operator that occurs in wip.(p). This gives us soundness of

fe(p):
852 Store;u2 U: S;uf fe(p)) S;ufFE wip.(p):

O

Proposition 4.4.6. Letp beaGMNP[n] predicateandlet beaclosedO'® formula. The
evaluationof p undertrue and resultsin an under-appoximationofp, i.e.

evaltrue pfF p:
Proof. We show the following, more general statement:

evaltrue pfFE p
and pfF evalfalse p

by structural induction on p. We only consider the two interesting casesfor nega-
tion and universal constraints. All other casesfollow from monotonicity of the
appropriate operators with respectto F .

Let p=: p% By de nition of evalwe have:
evalt p=:(eval(:t) p9
If t = true then we have by induction hypothesis:
p’E evalfalse p°
and thus we get:
evaltrue p=: (evalfalse p)F :p°= p:
If on the other hand t = falsethen we dually have again by induction hypothesis:
evaltrue p’F p°
and thus we get:
p=:p°F : (evaltrue p% = evalfalse p:
Letp= 8v:x(v) ! pYv). By de nition of evalwe have:

(
tif F 8vx(v)! (t$ evalt p9
. t; otherwise

evalt (8v%x(v9)! pYv9d) =
Consider the rst casewheret = true. If

E 8vix(v) ! evaltrue p°

then by application of the induction hypothesis we get:

852 Store: SE ) SE 8vix(v)! p°
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From this we can conclude:
evaltrue p= truefF p:

If on the other hand:
6 8vix(v) ! evaltrue p°

then we trivially get:
evaltrue p= falseF p:

Now consider the secondcasewheret = false If
F 8vix(v) ! : (evalfalse p?
then by application of the induction hypothesis we get:
852 Store: SE ) SE 8vix(v)! :p°

From this we can conclude:

9v:x(v) " evalfalse pfF false
Making use of Lemma 4.4.3we get:

p= 8vix(v)! evalfalse pfF false= evalfalse p:

If on the other hand:
6j 8v:ix(v) ! : (evaltrue p9

then we trivially get:
pE true= evalfalse p:

O

Lemma 4.4.7. LetS besomestoreandlet Pred bethe nite setofabstractiomnodepredi-
catesForany programvariablex with x(v) 2 Pred andformula’ (v) 2 Fpreq:

either (S) F 8vix(v) ! ' (v)
or (S)F 8vix(v) ! :' (v):

Proof. Let (S) = 8v:Wi Pi (v) wherefor all i : P;(v) isamonomial over Pred. Since
x(v) is in Pred and since S is a store, there is exactly one monomial P(v) among
the P; suchthat P(v) E x(v) and P (v) is satis able. SinceP (v) isamonomial over
Pred and ' (v) 2 Fpreq, We have:

either P(V) F ' (V)
orP(v) F ' (v):

SinceP is unique, we have:

either — Pi(V) F x(V) ! ' (V)
or =~ Pi(V)E xX(V)! :'(v):

From this we can conclude:

either 8v:~ Pj(v) F 8vix(v) ! ' (V)

or8v: Pi(v) F 8vix(v) ! ' (v):
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Lemma 4.4.9. Letp bea GMNP[n] predicateTheclosueof p containsall possiblenodal
nodepredicateshat may occurin theimageof eval i.e. for everyclosedO'® formula
andtruth valuet wehave:

evalt p2 cli(p) andevalt p2 cl(p):

Proof. The function evalreplacesevery quanti ed sub-formula occuring in p with
either true or false Sodoescl;. A simple induction proof on the structure of p
shows:

evalt p2cli(p)

By de nition of clwe havecl;(p) cl(p) and get:

evalt p2 cl(p):

Lemma 4.4.10. Letp bea GMNP[n] predicateandlet
8vix(v) ! q(v)

besomesub-formulaofp thenx(v) 2 cl(p) andfor everyclosed=O'® formula andtruth
valuet:
evalt q2 cl(p):

Proof. From the de nition of cl, and Lemma 4.4.9it follows immediately that:
x(v) 2 clz(p) and evalt 2 cly(p):

Hence, we have:
x(v) 2 cl(p) and evalt g2 cl(p):

Proposition 4.4.11. Letp bea GMNP[n] predicatelf cl(p) Pred then:
8S 2 Store: pfj (s) evaltrue( S) p:

Proof. The right-to-left dir ection follows already from Proposition 4.4.6. For the
left-to-right dir ection we prove the following more general statement:

8S 2 Store: pF (s) evaltrue( S) p
and 8S 2 Store : evalfalse( S)pfF (s) p:

The proof goesby structural induction on p. We only consider the interesting case
where p is a guarded universal constraint. All other casesfollow by simple ap-
plication of the induction hypothesis. So,let p be a guarded universal constraint
with:

p=8vix(v) ! pYv):

If t is true then by de nition of evalwe have:

true; if (S) F 8vix(v) ! evaltrue( S)p°

evaltrue( S)p-=
( Sp false otherwise

If (S)F 8vix(v) ! evaltrue( S) p°holds then we trivially have:

PF (s evaltrue( S) p:
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Assume on the other hand that the entailment doesnot hold, i.e.
(S) 6 8vix(v) ! evaltrue( S) p®

By Lemma 4.4.10we know that both x(v) and evaltrue ( S) p®arein cl(p). Since
cl(p) is asubsetof Pred, we can conclude by Lemma 4.4.7:

(S) F 8vix(v) ! : (evaltrue( S)p9
=) 8S%2 Store: S°%F (S)) S°F 8vix(v)! :p° (by Proposition 4.4.6
() 8S°2 store: S°%E (S)) S°F :9 vix(v)~ p°
() 8S°2store: S°F (S)) S°F :8wvix(v)! p° (by Lemma 4.4.7)
() 8S°2store: S°F (S)) S°E :p

From this we can nally conclude:
PF (s) evaltrue( S) p:
The casewheret is falseis analogous. O

Proposition 4.4.13. Forcommandg oftheformx->n = y andany MNP[n] predicate
p thereis a nite subsetred of MNP[n] predicatesuchthat:

85 2 Store : wipf, ()(P) Fi (s) WIP.(p):

Proof. The setcl(p) is nite. Hence, we can choosePred & cl(p). From Corollary
4.4.12we know:

8S 2 Store : wip.(p) Fj (s) evaltrue( S)f p:
By Lemma 4.4.9and the de nition of Pred we know:
evaltrue( S)f p2 Pred:

By de nition, Wlpz (S)(p) is the bestunder-approximation of wip,(p) with respect
to F (s) and Pred. Hence, we must have:

8S 2 Store : wip]. (¢,(P) Fi (s) evaltrue( S) f p:
from which we can nally conclude:

8S 2 Store : Wipg, (5, (P) i (s) WiRc(P):
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Appendix B

Least Fixed Point for Program
Reverse

The following table shows the iteration of the abstract post operator post? on the
initial abstract state init* according to the de nitions given in Section5.5. We use
the representation of abstract stores intr oduced in that section. For each of the
images under post’ we only list those components which are dif ferent from false

Theleast xed point of post* under init” is given by atuple over AbsDomPred]
whose components correspond to the disjunction of all abstract stores that are
listed for the corresponding program locations in any of the iteration steps.

The least xed point is reachedafter 22 iterations of post* . For program loca-
tion 16 it is already reachedafter 17 iterations. Sincewe are mainly interestedin
the abstract stores emerging at program location 16 we show the computation of
Ifo(post” (init* )) only up to the 17-th iteration.

post® (init*¥ )

| X[y [t ][nuil [x:tn i [ y):iSmii(X” 1Y) [ Y):Unni null (2 X):Upni :null [ iznull [ x:ni |

1 0 1 0 1
10 :]0 0 1 1 1
0 1 1 1 1 1
_J@ x
\_——\I/ —

null y:t null

post (init*)

| X[y [t [null [xitn i [ y):iSmi (X ™ 1Y) [ Y):Unni inull [ (2 X):Upni :null [ inull [ x: i

1|0 0 1 1 1 0 1
I1:(0/|0 0 1 1 1 1 1
0|1 1 1 1 1 1 1
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post*? (init¥ )

IX Ty [t]null [x:in 0] y)iSmii(X™ 1Y) [ G y)iUpiinull (2 X):Upi inull T icnull [ x:ni |

1|0 0 1 1 1 0 1
12 :10|0 0 1 1 1 1 1
0|1 1 1 1 1 1 1

~o-0

N~

N —_———

1
t

~
\

—_——

null;y

post? (init*)

IXJy [t]null [x:in i ]Cy)iSwmi (X 1Y) [Cy)iUpniinull [ (: X):Upai inull [ icnull ] x:i

1|/0(0| O 1 1 1 0 1
I3:{0({0|0| O 1 1 1 1 1
o(1(1]| 1 1 1 1 1 1
2
X—»O——-;‘Q—— X
null;y;t null;y;t

post™ (init¥ )

IXJy [t]null [xim i [ y)Swmi:(x* 1 y) [Cy):U

i ;U (2 X):Upgi :null [0 icnull ] x:hni

1{1|0| O 1 0 0 0 1 0
14 :10{0|0| O 1 0 1 1 1
o|of1| 1 1 0 1 1 1

-

/

~

\

=000

null;t
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post® (init¥)

| IX Ty [t]null [x:in 0] (G y)iSmii(X™ 2 y) [ G y)iUpiinull (2 X):Upi inull T icnull [ x:ni |

0|1{0] O 0 0 0 0 1 0
I5:{1/0({0| O 1 1 1 0 1 0
0|0{0| O 1 1 1 1 1
0|01 1 1 1 1 1 1
f:::—‘\ - <~ mTTE~
y—(F - J@){_ y—(F -
\
N -
X null;t X null;t
ol1|/0| O 0 0 0 0 1 0
0|0{0| O 1 1 1 1 1
1/{0(1] 1 1 1 1 1 1 0

null;t; x

post*® (init*)

| IXJy [t]null [x:in 0] y)iSmi (X 1Y) [Cy)iUpniinull [ (: X):Upoi inull [ icnull ] x:i

of1{0| O 0 0 0 1 1
11 :{1({0|0| O 1 1 1 0 1
0|0|0| O 1 1 1 1 1
0|0|1] 1 1 1 1 1 1
f:::—‘\ - ~
~0" OO0
\
N -
X null;t X null;t
0|1{0] O 0 0 0 1 1
0|0{0| O 1 1 1 1 1
1/{0(1] 1 1 1 1 1 1
y
null; t; x
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post’ (init¥)
| IX Ty [t]null [x:in 0] y)iSmii(X™ 1Y) [ G y)iUpiinull (2 X):Upi inull T icnull [ x:ni |

o|1|/0| O 0 0 0 1 1
16 :{0|0|0| O 1 1 1 1 1
1/0/|1] 1 1 1 1 1 1
y
null; t; x
o|1/0| O 0 0 0 1 1
12 :{1{0]{0| O 1 1 1 0 1
o|o|0| O 1 1 1 1 1
o|0f1]| 1 1 1 1 1 1
/.‘::_-~\ 5\\\

-0 OO0
s ! !
X null;t X null;t

.pos'ﬁ:‘12 (init*)
| IX Ty [t]null [x:in 0] y)iSmii(X™ 1Y) [ G y)iUpiinull (2 X):Upni inull T icnull [ x:ni |

0o(o|1| O 0 0 1 1 1
16 :{0|1|0| O 0 0 0 1 1
0(0|0| O 1 1 1 1 1
1101} 1 1 1 1 1 1
2N N
~CF-
t null; x
x [yt [null [x:tn i [ y):Sini (X 1 y) [ ¥):Umi inull [ (¢ X):Upgi :null [ inull ] x:hni
ojof1| O 0 0 1 1 1
12 :10{1|0| O 0 0 0 1 1
1{0|0] O 1 1 1 0 1
0oj0(0| O 1 1 1 1 1
0|0(0]| 1 1 1 1 1 1
y—vQ—-—=:::-—~~\\ y—vQ— ————— -
~ ~ ~
000 [
-7 "://
t_’é"': """ null null
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post” (init*)
| IX Ty [t]null [x:in 0] (G y)iSmii(X™ 2 y) [ G y)iUpiinull (2 X):Upi inull T icnull [ x:ni |

0|0|0| O 0 0 1 1 1
16 :{0(0|1] O 0 0 1 1 1
0|1|0| O 0 0 0 1 1
0|0|0| O 1 1 1 1 1
1/0(1( 1 1 1 1 1 1
@ LR
So >
| N
| ( >T'
¥y - —/_-
null; x
0|0|0| O 0 0 1 1 1
12 :/0(0|1] O 0 0 1 1 1
0|1|0| O 0 0 0 1 1
1{0|0f O 1 1 1 0 1
0|0|0| O 1 1 1 1 1
0|0|0| 1 1 1 1 1 1
V-Q"\"“\\ V-Q‘\
, \ N ’ N
I/ \ \ I/ \
(OO0 {O--0—0
Y ST T NTY i
/ nul 7 7 null
- X 4 X
t—:( Lo t—:( )
y —m=TITT o~ y —-————
=~ RN RN
=000 L —~O0—D
T 1
t —-=::__——” t
null null
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