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Program Verification and Constraints

® Reasoning about program computations
e Computation is a sequence of program states
® Sequences generated by transition relation

® Transition relation defined by assume & update
statements

® Assume & update statements = transition constraints



Program Properties

Non-reachability: given state is not reachable
Termination: no infinite computation exists

Linear-time properties (LTL):
reduced to reachability and termination
(in automata-theoretic approach)



Verification = finding auxiliary assertions

® Proving reachability = finding inductive invariant

® Proving termination = finding ranking relation

(ranking relation defined by ranking function, i.e., an
expression over program variables which bounds number

of steps)



Running Example

main(int x, int y, int z) A
assume(y >= z);
while (x < y) {
X++,
}
assert(x >= z);

+

for constraint solving, treat x, y, and z as rationals



CFG and Transition Relations

main(int x, int y, int z) {

assume(y >= z);

while (x < y) {
X++;

}

assert(x >= z);

m=y>zAX =xNy =y Nz = 2z)
m=x+1<yAXx =x+1ANy =y AZ =2)
ps=(x>yAX =xANy =yANZ = 2)
pa=x>zAX =xNy' =y NZ = 2)

ps = (x+1<zAX =xANy' =y ANZ =2)



Transition Constraint => Matrix

pp=Kx+1<yAxX' =x+1Ay =y)

=(x—y<—-1AN—xXx4+X<IAx—X<-1AN—-y+y <0Ay—y <0)
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Ranking Functions

Ranking function, say f, maps states to distance
until terminating state

while (x < y) {

X++; P2

¥

fy) = (y=x)
decrease at each step

bounded from below



Ranking Function Constraint 3V

® ranking function f(x,y) = fx x+ f,y
® |ower bound o

® decrease amount O

0>1AN ,02

Vx Vy Vx' Yy’ :
p2 = (fx+ £,y > do A

fx"+ fy < x4+ f,y —96)



Quantifier Alternation 3V

3f, 3f, Fop 36
Vx Vy Vx' Vy':
0 >1AN
p2 = (kx+f,y > do N
fx!+ 1,y < fix+ f,y —9)



Farkas’ Lemma

® implied inequalities are derivable as weighted>o sums

(Ix : Ax < b) A (Vx : Ax < b — cx < 9)

iff
TAAZSO0ANA=cAAD L)



Transition Constraint => Matrix

pp=Kx+1<yAxX' =x+1Ay =y)

=(x—y<—-1AN—xXx4+X<IAx—X<-1AN—-y+y <0Ay—y <0)
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Eliminating V-Quantifier (1)




Eliminating V-Quantifier (2)

Vx Vy VX' Vy' @ po = fx + £,y > dg

iff (by Farkas’ lemma)

/1 -10 0 (1)
10 1 0 1

GAAZO0AA| 1 0 =10 | =(-f —F00)AN|-1
0 -1 0 1 0

\0 1 0 -1 \ 0 /




Ranking Function Constraint 3

® Find solution for fx, f;,00,and

§>1A
A du
(1 -10 0) (1)
-10 1 0 1
A>0AX]l 1 0 -10 |=(-fK-F00)AX]|-1]<-0A
0 -1 0 1 \0/
0 1 0 -1 0
>110 o< (—1)
-10 1 0 1
uw>0Ap]l 1 0 -1 0 :(—fx—fyfxfy)/\,u -1 <=9
0 -1 0 1 0
\0 1 0 -1/ \ 0

ranking function f(x, y) = fx x* f;y with bound 0o, and gap 0

|5



Ranking Function Constraint Solved

® solution for fx, f,, 00,and O

A=(10000)

1t =(00110)

F__1 while (x < y) {
) X++;

f, =1 }

0p =1

0 =1

® Ranking function f(x,y) = (=l x+ ly) = y—x



Ranking Function Algorithm

Input p(v,v) =R (V,> <r

v
Defining constraint

Af 39 O Vv VYV 16 > 1A p(v, V') — (fv > 09 A V' < fv —§)

Linear constraint to solve

If 46 0 INTpu: 0 > 1 A
A>0AAR=(—FO)AX < —=6p A
w>0ANuR=(—f F)Aur< -9



Invariants

® |nvariant for each control location:

li: (0 <0)

h: (z <Yy) . .

l3: (z < x)

I5: (1 <0 B

5 ( ) @ x+1<yAx =x+1..
X>Vy...

X> Z... +1< z...

® |nductiveness

h: (z<y) A (x+I<y A X'=x+1 Ay'=y) = (2 <Y)



Example Program

main(int x, int y, int z) {
assume(y >= z);
while (x < y) {
X++;

¥

assert(x >= z);

} =y >2zAX =xANy' =ynNZ =2z
m=x+1<yAXx =x+1ANy =y AZ =2)
ps=(x>yAX =xANy =yANZ = 2)
1 N pa=x>zAX =xNy' =y NZ = 2)
p3 ps = (x+1<zAX =xANy' =y ANZ =2)



Invariant Constraint 3V

® Find invariant at I, of the form pxx + p,y + bz < po
and invariant at I3 of the form gxx + g,y + g z < qo

® inductiveness of invariant at |3 entails non-reachability of Is
Vx Vy Vz Vx' Vy' Vz'
(pr = pxX" + pyy' + pz2' < po) A

((pxXx + pyy + P2z < po A p2) = pxX' + pyy’ + p22" < pg) A
((pxx +pyy +pzz < po A p3) = qxx’ +qyy" +q:2" < qo) N
((gxx + qyy + g2z < po A pa) — 0 < 0) A

((gxx+qyy + g2 < po A ps) = 0< —1)
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Quantifier Alternation 3V

use matrix form

- (3

Ri(,)<n

P1

ps = Rs(,)<rs

eliminate V by applying Farkas’ lemma
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Invariant Constraint 3

® Find invariant at I, of the form pxx + p,y + bz < po
and invariant at 3 of the formgxx + g,y + g- z < qo

A1 I dA3 A4 dA5
M 2>0AMR =0 pcpy pz) N1 < po A

X ZO
A2 > 0N A (p pl)%zp )—(OPxPsz)/\)Q( )SPO/\

X ZO
)\320/\)\3<p pI%p )Z(Oququ ( )SQO/\

>\420/\>\4<qqungo>:0/\>\4( ) 0 A
4

As 2> 0N Ag
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Invariant Constraint Solved

Find h:pxx+pyy+pz<poandl:gxx+qgyy + gz < qo

A= (1111)
M=(10111)
A= (11111) px=0 p,=—-1 p,=1 po=0
Ao = (00000) g«=-1 g =0 qg.=1 q =0
As = (11000)

Invariantat h:Ox +(—l)y +lz <0 and :(-1)x +0y +1z < O
h:z <y and 3:z < x
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Proving Non-Termination

main(int x, int y, int z) {

assume(y >= z); p1
(&)
0

while (x < y) {
x=x+1+z;

+

by

® Non-terminating execution

(—-1,0,=1),(—=1,0,—-1), ...

® Recurrence set S is reachable and can always reach itself

® Example recurrencesetS = (x+|l <y/\z < -1I)
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Recurrence Set Constraint 3v3

® Recurrence set Sv < s is reachable and
can always reach itself

® letv=(xy2z)

® Find(Sv=<s)=(pxx+pyy+p:z=<po A
G« X+ qyy + g4z z < qo)

45 ds
(v V' : p1(v, V) A SV < s) A

(Vv Av/ : Sv < s = (pa(v, V') A SV < s))

25

< ®H<®

p2



Quantifier Alternation 3v3

® pi(v,v) and pa(v,v’) define functional dependency
between v’ and v
JAX'=xNy =yNz' =z
NX =xrltz Ny =y Nz =2

® Useful for elimination of 3av’

15 ds:
(HxﬂyElz:yzz/\S(g)gs)/\

(VxVsz:S(g) §s%(x+1§y/\5(x+)i/+z> <'s))
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Quantifier Alternation 3V

® Elimination of Vv produces:

315 ds :
(Hxﬂyﬂz:yZZ/\S(g) <s)A
(FA:A>0AAS=(1-10) AXs < —1) A
(GA:A>0AANS = (55,5, +5) ANs < (s—5))
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Constraint on Recurrence Set, Solved

® Find (pxx+pyy+p:z=<po/\qgex+qy+ gz =< qo)

p= (1 -10) Xx= —2 A= (10)
p():—]. y:—]_ A — (10)
- \11
go = —1
® Non-terminating computation from (=2,—1,—1)

not leaving (x+| <y)/\ (z < —1)
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