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Abstract ment render these approaches unusable in our case as well.
The encryption can only be as strong as the weakest link, in

Many applications in eLearning utilize wireless net- this case, the keying mechanism.
works (WLAN) as a carrier for data and communication. Another common approach to this problem is to use an
These networks in their basic form are insecure, protecting ordinary tunneling protocol to protect the communication
the communication is a pre-condition for using a WLAN for and authenticate the peers. Due to the nature of a wireless
confidential contents. Many existing solutions either do not network, following issues have to be addressed: possible
provide the neccessary security or fail when employed with attackers may easily eavesdrop the communication; spoof
large user bases. The IPSec based solution developed athe identity of the communication partner; or inject data in
the Faculty of Applied Science of the University of Freiburg the communication at any time.
provides a high level of security, and by using digital X.509  The most popular approach is to use the Point-to-Point
certificates the problem of administrating a large user base Tunneling Protocol (PPTP) [7] to secure a WLAN. This
is solved as well. protocol is easy to implement and configure. Moreover
the PPTP server can use common protocols like LDAP or
RADIUS for user authentication. It has been proven how-
ever that the PPTP user authentication is insecure and the
encryption used is questionable [12, 13]; our own analysis
showed that these weaknesses are exploitable [3].

Todays applications in eLearning depend on interaction  |PSec [6] based solutions can provide a much higher
between different peers. Contrary to classical communica-level of security. IPSec however is a complex orchestra-
tion where all peers are stationary, eLearning requires wire-tion of various protocols. While it is possible to achieve
less communication including standards like Bluetooth [2] secure communication using IPSec, it requires careful se-
or the widely adopted 802.11 standard [8]. lection of implementation details and tuning of the various

Solutions based on 802.11 are supported by a wide ranggarameters. Popular IPSec based solutions often utilize a
of devices today, and provide a convenient way to access thenon-standard extension called XAUTH [10]. This extension
network infrastructure. However, 802.11 based solutions uses passwords to authenticate peers. Similar to PPTP, the
introduce a large-scale security risk. Communication over main advantage of this approach is the easy integration into
such a wireless network is potentially insecure. All com- existing user management systems. Despite its popularity,
munication is unprotected and can easily be eavesdroppedhe XAUTH protocol was proven to be insecure, exposing
on or even spoofed. the users password [14].

This security problem was addressed during the develop- IPSec itself offers pre-shared keys or public key cryptog-
ment of the 802.11 standard. However, the so-called Wiredraphy to authenticate peers. Both methods pose a key dis-
Equivalent Privacy (WEP) protocol failed to provide the se- tribution problem. In the case of public key cryptography
curity its name promised [4]. The Wi-Fi Protected Access this problem can be solved using a public key infrastructure
(WPA) [18] and its successor WPA2 (802.11i) [9] addressed (PKI). The most common solution here are RSA keys with
this problem. Both standards rely on passwords for peer au-X.509 digital certificates [16].
thentication. This and the fact that it is virtually impossible Considering that IPSec implementations for all major
to enforce strict password policies in a University environ- operating systems (including handhelds) are available, it

1. Introduction



should be straight forward to implement a secure wirelessdata, and anti-replay services. The ESP protocol provides
network. Still the implementation and configuration of such data encryption and thus integrity of data, data origin au-

a network requires careful analysis. Otherwise, the resultingthentication, and anti-replay services. Both protocols can

network may either be too heavily secured hindering com- be used either alone or together. For both protocols there is
munication, or the network does not provide the required a tunnel mode and a transport mode.

level of security. The Transport mode modifies IP packets by adding the

We will now present a setup developed for the Faculty of AH or ESP headers and transforming the data payload in the
Applied Science of the University of Freiburg. This setup case of ESP. Here only parts of the IP header and the com-
achieves a high level of security using IPSec and X.509 plete data payload are protected by IPSec. The transport
digitial certificates while being both easy to maintain and mode is primarily meant for peer to peer communication.
use. The setup includes: the setup of a 802.11 based wire- The tunnel mode wraps the original IP packet in a new
less network; implementation of an IPSec security gateway; IP packet with the additional AH or ESP headers. In tunnel
evaluation of various IPSec client software solutions; and mode, the whole original IP packet is protected by IPSec.
the implementation of an X.509 based PKI. The respective The tunnel mode was designed for gateway to gateway com-
parts of our setup will be presented in this order. munication, protecting traffic between two networks.

The PKI software developed for this purpose especially = We have choosen the ESP protocol in tunnel mode for
differs from other solutions in its high grade of integration several reasons. First of all, the tunnel mode is commonly
into the whole wireless setup. As we will see later, this is used for connecting single clients to a larger network: the
one main reason, our solution can provide the flexibility of single client can be seen as a network with only one IP. The
usage it does. communication is then equivalent to a router to router setup.

It turns out that with our solution maintaining a tightly Second the ESP protocol offers a higher level of security
secured wireless network is as easy as with comparable yewhen used in tunnel mode, since the whole IP packet is en-
less secure solutions: The carefully tailored IPSec config-crypted then. Otherwise, information about the destination
uration avoids known security flaws and pitfalls; because address was visible on the wireless network. The AH pro-
of the PKI software developed for managing the RSA key tocol on its own does not provide encryption. On the other
pairs, the users can configure the IPSec client and use théand, the ESP protocol includes authentication of origin: if

wireless network without any insight into the IPSec proto- the packet is encrypted with the correct key, you can assume
col or the details of X.509 digital certificates. it was not fake. Using AH and ESP together does not add

any value in our circumstances. This is meaningful only,
when the authentication offered by ESP alone does not suf-
fice.
We allow multiple encryption algorithms because this
There exists a wide range of solutions for securing com- allows peers to choose an implementation especially opti-
munication over a network. We have decided to implement mized for their hardware. This is useful for handheld de-
IPSec as security protocol. For one this protocol is believedvices or other clients with limited computational power.
to be secure, if applied correctly. The usage of IPSec for Currently we are supporting the following encryption algo-
securing wireless communication is recommended by therithms: 3DES, AES, BLOWFISH, TWOFISH, SERPENT,
German Bundesamiif Sicherheitim Internet (BSI) [5]. On and CAST, and the following hash algorithms: MD5,
the other hand, other available solutions like WEP, PPTP, orSHA1, and SHA2. All those algorithms are currently be-
WPA(2) are suffering from security flaws or shortcomings lieved to be secure. Of course this may change in the future.
of the authentication scheme mentioned before. For example the MD5 hash algorithm appears to suffer from
IPSec was first developed as part of the IPv6 standarddesign flaws and may have to be removed in the future [17].
and was later adopted for IPv4. IPSec was developed with  We have implemented the IPSec configuration described
support for a wide range of scenarios. Thus IPSec is notabove and put to use at the University of Freiburg [1]. On
a single protocol, but a complex orchestration of different the server side we are using a Debian GNU/Linux installa-
protocols that can be arranged to fit various needs. For ourtion with FreeS/WAN as the IPSec software. FreeS/WAN
setup we have chosen the ESP protocol in tunnel mode, alwas patched with X.509 support and support for the addi-
lowing a wide range of ciphers and message digest algo-tional ciphers and message digests. The stock FreeS/WAN
rithms believed to be secure. software only supports 3DES. Meanwhile these patches
IPSec defines two protocols, the Authentication Headersare included in the two spin-offs StrongS/WAN and
(AH) and the Encapsulating Security Payload (ESP). The OpenS/WAN. FreeS/WAN itself was discontinued after the
AH protocol offers data origin authentication, integrity of release of the Linux kernel version 2.6.

2. IPSec Setup



The Linux based IPSec gateway was in use for about4. Authentication

one and a half year, when we introduced a second hardware

based IPSec gateway. We are deploying a Cisco VPN Con-  While our choice of encryption algorithms allows for se-

centrator 3060 as an IPSec gateway. While the hardwarecure communication, the issue of authentication is yet to be

accelerated IPSec gateway is considerably faster the condiscussed. No matter how strong the encryption used for

figuration of the Cisco VPN Concentrator is more complex communication is, if the authentication is weak and a pos-

due to the waste number of options available. sible attacker can gain access to keying material or, even
worse, to credentials, the whole system is flawed.

. . The standard authentication options of IPSec include

3. Client-side Support pre-shared keys (PSK), RSA based public key authentica-

tion and X.509 digital certificate based authentication. A

PSK differs from a normal password such that both the

client and the server know the plain password, whereas nor-

mally only the client has the plain password and the server

and Mac OS X. Other systems that are known to have only has a hashed version. Besides this subtle difference, a
PSK can be seen as a normal password. However, due to

native IPSec support but not tested include NetBSD andth_ giff | d i v b
OpenBSD. Those operating systems can use both the Linux IS dilierence, hormal password sources cannot easily be

and the Cisco IPSec gateway without any third party soft- used, since they on!y hold the haghed password, while IPSec
ware. would need the plain password in order to use PSK for au-

. . _ L thentication. A possible solution to this problem would be
The Cisco VPN client which is mainly intended for con- to use the password hash as PSK. However, this would re-

ngcting to the Cisco _VPN Concentrator is avgilable for strict the length of the PSK to the length of the hash and
Microsoft Windows, Linux and Mac OS. For Linux the thus weaken the authentication system.

FreeS/WAN spin-offs StrongS/WAN and OpenS/WAN also RSA based authentication on the contrary, requires only

exist. the peers to know each others public key. This is advanta-
For Palm and PocketPC devices we have evaluated theyeous because less sensible information has to be stored.
MovienVPN client. This client however does not support Fyrthermore, public key based authentication is believed
RSA key authentication due to the restricted computationalto be the most secure authentication scheme available for
power of those devices. Instead, it supports the insecurepsec [15]. Since the server needs to know every users
XAUTH protocol or pre-shared key authentication. For cer- pyplic key, a huge administrative problem remains. This

tain handhelds, like the Sharp Zaurus, there are open sourc@roblem is commonly solved by a Public Key Infrastructure
based operating systems available. The Linux based OpigpK).

for example can be customized with FreeS/WAN inorderto  For our wireless network, we have decided to implement

provide native IPSec support. For other handhelds, a tradex 509 digital certificate based authentication. For the X.509
off between security and speed has to be made. Currenhased authentication to work we need a PKI. A PKI helps
handhelds however already provide enough computationakg jdentify valid public keys. A central certification author-
power to use RSA based authentication schemes. Itis to bty (CA) digitally signs certificates, including information
expected that more IPSec clients with support for RSA and ahout the owner of the public key and the key itself. With
X.509 digitial certificates will appear for handheld devices. sych a certificate, it is always possible to prove that a given
When comparing native IPSec support to third party public key belongs to a certain individual. When using digi-
tools like the Cisco VPN dialer, two things can be observed. tial certificates with IPSec, the peers exchange public keys
Native support of course is less intrusive, because the operand certificates prior to the authentication phase. If the cer-
ating system does not need to be altered. A third party IPSedificates are valid, the certified owner is allowed to establish
client has to alter the network stack of the operating systema connection, and the authentication phase starts. Exchang-
and thus possibly conflicts with other software like personal ing the certificates is not part of the authentication since the
firewalls. The downside of native IPSec clients is their con- certificates as well as the public keys do not contain any
figuration. Often different versions of the same operating confidential information. The authentication is done later
system require totally different configurations for the IPSec using the private keys.
client. On the other hand, a third party client supporting  Assuming the user already has a RSA key pair and a cer-
different operating system has similar configuration options tificate, installing the IPSec client and importing the key
on all supported operating systems. Such a client is easiepair is enough to connect to the network. The server con-
to maintain and support. figuration is even more simple than compared to XAUTH,

On the client side various solutions are used. Operat-
ing systems with native IPSec support include Microsoft
Windows 2000 and XP, Linux kernel version 2.6, FreeBSD,



since the server does not need to query an authentication 2002

server but uses the information provided in the digitalcer-| [ | [ [ | [ | [15[272]101] 27

tificate. 5003

) There exist several PKI sqlutlons, both_ commerm_al and 48\ 15‘ 18 \187\ 109‘ 42‘ 21‘ 11‘ 52 ‘230‘ 75‘ 57
pensource. Most of these implementation are quite fea

ture rich, which at first would seem advantageous as it al- 2004

lows you to customize and optimize your network. How- | 50 20[ 38198/ 98] 50| 25 [ 19] 14 [150[113] 21

ever, since most of the options of a full featured PKI solu-

tion are not needed, the setup and usage can be overly com- Table 1. New certificates created per month

plex. For example the creation of a new certificate usually

requires filling out a form with the users name, organiza-

tion and other data. As simple as this may appear, this is

is enabled for wireless access, the user may either create,

a source of possible errors and will lead to problems when o, ni6ad, or delete an existing certificate. Figure 1 shows
several hundred or thousand of users go through this every, gialog where a user can create such a certificate. The

term. Another problem is the duration of the process. The ;qtificate will be stored on the server, so the user can down-

data the user has entered needs to be verified before the cefs5 it again. To protect the certificate, the PKCS#12 file is
tificate is signed. Some solutions even require the user to

X . secured by a password choosen by the user.

create a RSA key pair. While all these steps are necces-

sary to create a digitial certificate, most of these steps can ) . )

be automated. 5. Evaluation and Discussion

This is why we have decided to implement a propri-

etary PKI software [11] for our project. We have based  We have evaluated this solution in the Faculty of Applied

our implementation on the OpenSSL software package andScience campus at the University of Freiburg. At the time

added a web frontend using the web scripting languageof writing, approximately 1500 students can potentially use

PHP. OpenSSL is a highly configurable cryptographic soft- this implementation to access the wireless network. The

ware package that includes support for the X.509 protocol. wireless network currently spans the whole Faculty of Ap-

OpenSSL is well documented and widely used free soft- plied Science and selected spots around the rest of the Uni-

ware, however its usage is too complex for an ordinary stu- versity. Approximately 200 students are currently using the

dent. With the help of our web interface, managing certifi- wireless network. We allow students to create certificates on

cates does not require any knowledge of OpenSSL or certifi-a per term basis. Accordingly, the highest number of new

cates. The web interface also connects the user managemeasertificates created is at the beginning of each term (see ta-

database to the OpenSSL software package. ble 1). Note that commonly more certificates are created
than certificates being used. Investigating that issue showed

EERUDER KRR AT RR I that students either just want to try out the functionality of

certificate: no certficate the web interface or simply forgot the password they had
- chosen to protect the certificate.
T Tocizn Eiftugr Usage statistics show that during lecture periods up to
Account: eisinger . . .
validity period: llngTj 60 students are using the wireless network at the same time,

s e ptnrs | while during the term breaks, at most 10 students are online
e |7 at the same time (see figure 2, the graph shows the number

_Reset | iCreate. of active IPSec sessions on the Linux gateway). Towards

the end of figure 2, the number of sessions is decreasing

e because of the introduction of the Cisco VPN Concentrator

Logout | as alternative IPSec gateway. Usage statistics are not yet
available for the new gateway.

During the two years our implementation was used, the
acceptance by the students was very high. Still some com-
plain about an overly complex setup procedure. We are
commonly faced with two different arguments. Some do

A user that wants to create a certificate can log on to not see the necessity of securing wireless communication
the web interface with his or her credentials. Depending at all. For an individual this might be true, if somebody is
on whether a certificate already exists and the user accounbnly using the wireless network to read news sites, there is

Figure 1. Certificate management dialog
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no need to secure this communication. However when us- [5]
ing the wireless network for more serious tasks like working
on research topics or other confidential data, encryption is
mandatory. The other complaint is about the overall pro-
cedure being too complex. Of course just plugging in a [6]
wireless card and maybe entering a WEP key is easier then
installing additional a software. However, the software in-
stallation has to be done only once. And as outlined above, [7]
the only easier solutions, like no encryption at all or WEP,
do not provide any security. In this respect, the argument (8]
boils down to the same point as the first argument, why is
there the need for any security at all. 9
Itis not obvious to everybody using the wireless network
that encryption is a must. Yet nobody so far has voluntarily [10]
revealed his or her mail account password when insisting on

encryption being superfluous.
[11]

6. Conclusion
[12]

Often wireless networks are not protected or are pro-
tected using insecure solutions, which is often worse be-
cause it lulls the users in a false feeling of security. This
lack of security is commonly justified by the overly com- [13]
plex and labour intensive configuration and administration
of appropriate security measures.

Contrary to that, we have shown that it is possible to
maintain a high level of security while keeping the admin-
istrative efforts equally low as with other solutions. As for [15]
acceptance by the users the experience of over two years has
shown that the setup and usage of our approach is not more
difficult than other solutions. In fact the wireless network is [16]
used by students and staff members on a regular basis and

thus provides a solid foundation for eLearning applications. [17]

(14]
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