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Extended Abstract

Logging is a central service in computing systems.
It collects information about the events happening
in distributed devices and, thus, provides a basis
for other services within the system. In highly dy-
namic, mixed-mode systems, logging takes a new
dimension: resource-poor devices need to securely
relocate log data to resource-rich collectors not nec-
essarily residing within the same trust domain. This
scenario brings several challenges to logging, in par-
ticular regarding its security requirements. In this
paper, we report on ongoing work in developing
a logging mechanism to securely store log data in
marginally trusted remote collectors.

Characterizing Secure Log

The need for secure logging mechanisms is evident.
But, irrespective of the envisaged application of log
data, it must be authentic, for ex falsum quod libet,
i.e., from a falsity everything follows. However, the
increasing distribution and openness of computing
systems pose challenges to logging, in particular if
the device notifying the events is not the same as the
service storing this data. In this context, while the
device’s log data is stored in partially trusted col-
lectors, accurate security guarantees regarding the
authenticity of log data should not only hold, but
also be proved to the device.

We define authenticity of log-data as the conjunc-
tion of faithfulness and uniqueness: while the for-
mer denotes that the information logged is a faith-
ful representation of the messages sent by the de-
vice, the latter requires that log data shall not al-
low for parallel realities. Furthermore, log services
based providing these properties need to fulfill two
other requirements, namely: tamper evidence, i.e.
attempts to illicitly modify log data must be de-
tectable to a verifier [4]; and forward integrity, that
is, should contain sufficient information to confirm
or rebuke allegations of log data modification before
the moment of the compromise [1]. The approach
we propose aims at fulfilling these properties.

Attacks upon log services have different facets.
Given a threat model based on Dolev-Yao attacker
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model [2], faithfulness and uniqueness can be at-
tacked by replaying of log messages, modifying sent
and stored log data, impersonating the device, vio-
lating the confidentiality of log messages, and dam-
aging the availability of log service.

Describing our Approach

Our approach to securing log data in dynamic sys-
tems builds on and extends the techniques proposed
in [5]. We assume a mixed-mode environment with
resource-poor devices and resource-rich collectors.
In particular, we assume that devices have limited
storage, while collectors have unlimited storage.

Our approach consists of delegating storage of log
data to partially trusted collectors which are then
in charge of proving the receipt of log messages. To
this end, the following main steps are used, where
in this paper we focus on the last two steps:

• Mutual authentication of device and collector.
Apart from authentication, the two services
also agree on a secret number that will be used
to ascertain authenticity of log messages.

• Construction of the logfile. The device is in
charge of applying cryptographic techniques to
safeguarding the integrity of its logfile. With
regard to how the log data is sent to the col-
lector, we assume that chunks of log data are
sent from the device to the collector. In our ap-
proach, we employ hash-chains to ensure that
log data fulfills faithfulness and uniqueness.

• Collector’s acknowledgement of receipt. The
collector computes a hash value based on the
device’s messages and sends it signed together
with a timestamp and protocol sequence num-
ber back to the device. The device then stores
this unambiguous piece of information, as it
demonstrates that the collector received the
chunk of log data correctly and can be held
accountable for attacks upon this data.

Construction Phase

We consider log entries as depicted in Fig. 1, where

1. Aj = Hash(Aj−1) denotes the authentication
key of the jth log entry. The confidentiality of



Zj−1Wj−1 Yj−1{Dj−1}Kj−1Lj−1 =

ZjWjLj = Yj{Dj}Kj

Figure 1: Adding an entry to the logfile.

this information is essential for the security of
the log data, as it is used, either directly or in-
directly, in every step of the protocol. Thus, we
assume that the computation of the new value
irretrievably overwrites the previous value.

2. Kj = Hash(Wj , Aj) is the cryptographic key
with which the jth log entry is encrypted. This
key is based on the permission mask Wj . Thus,
only permitted services may access the entry.

3. Yj = Hash(Yj−1, {Dj}Kj ,Wj) is the jth value
of the hash-chain. Each link of the hash-chain
is based on the corresponding encrypted value
of the log data. This ensures that the chain can
be verified without the knowledge of the actual
log entry.

4. Lj = Wj , {Dj}Kj , Yj , i.e., the log entry con-
sists of the permission mask, the encrypted log
data and the hash-chain value.

5. Zj = MACAj
(Hash(Lj , Zj−1)) is the authen-

ticator of the jth log entry. Note that we com-
pute the message authentication code for the
whole entry instead of a field of it (in the case of
Schneier and Kelsey, the hash-chain value Y ).
While this increases the computational cost in-
volved in calculating this field, it improves the
security of the acknowledgment phase.

Acknowledgement Phase

The last phase of the protocol aims to provide ir-
refutable evidence regarding collector’s possession
of the chunk of log data sent by the device, as well
as the chunk’s integrity.

To this end, the following steps are carried out:

1. by receiving the chunk starting at Lj and end-
ing at Lk (with j < k), the collector computes
for each entry Li the corresponding Ai and Zi

values.

2. after k − j iterations, the collector obtains the
authenticator MACAk

(Hash(Lk, Zk−1)).

3. the signed proof value is sent to the de-
vice Sign(MACAk

(Hash(Lk), Zk−1))K−1
c

. This
message includes a timestamp and protocol
step identifier. Moreover, the collector irre-
trievably overwrites the memory space that
stores Ak.

The device then checks whether the authenticator
matches with the authenticator computed during
the second phase. If it does, the collector frees the
storage by deleting the chunk.

Ongoing and Future Work

We have reported on work in progress towards a se-
cure logging mechanism for dynamic systems based
on UbiComp environments. This is the first step in
our investigation and some issues remain to be ex-
amined. First, although our method provides new
insights into the security properties and techniques
for remote logging, at the moment it strongly re-
lates to [5] and it is unclear whether simplifications
are possible. A realization of the method shall shed
a light on its performance and practical adequacy.

Second, we plan to develop protocols to employ
the permission mask against authorized services,
e.g. audit or configuration services.

Third, in our approach we cannot make strong
statements about the actual behavior of the collec-
tor. To address this problem, we currently investi-
gate the use of trusted computing. The idea is to
remotely attestate collector’s platform and, thus, its
behavior [3].

Finally, if misused, such a powerful log mecha-
nism is a privacy endangering technology, especially
in an environment where virtually every piece of in-
formation can be collected and processed in order to
derive further characteristics of an individual. We
plan to address the privacy issues hidden in our ap-
proach to logging and whether one can draw bene-
fits from it.
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