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Abstract

Logging is a central service in computing systems.
It collects information about the events happening
in (remote) devices and thereby provides a basis for
other services within the system. However, in order
to be useful, log data must be correct, for informa-
tion derived from flawed sources is unreliable. In
this paper, we report on ongoing work in developing
a logging mechanism to securely store log data in
marginally trusted remote collectors. To this end,
we first characterize the security properties of log
data and that of mechanisms to guarantee these
properties. Further, we employ standard logging
techniques to design protocols to achieve the secu-
rity properties, and discuss the protocols’ adequacy
and limitations in guaranteeing these properties.

1 Introduction

Logging services are of primary importance in com-
puting systems. Generally speaking, their func-
tion is merely that of collecting and archiving
events communicated by devices (and/or sensors
thereof) within the system. The information col-
lected through logging builds the basis upon which
several services are deployed. For example, log data
is used to determine whether a system is properly
configured, to provide a foundation for recovery ser-
vices based on checkpoint/rollback techniques, and
to detect and examine security incidents by means
of audit tools. Recently, log data has also been used
as evidence to decide on forensic disputes.

Irrespective of the envisaged application of log
data, to be useful it must be sound, for ez fal-
sum quod libet, i.e., from a falsity everything fol-
lows. Protecting log data is thus of foremost impor-
tance. However, the increasing distribution, com-
plexity, and openness of computing systems pose a
number of challenges to logging, in particular if the
device notifying the events is not the same as the
service storing this data. In this context, while the
device’s log data is stored in partially trusted col-
lectors, accurate security guarantees regarding the
integrity and confidentiality of log data should hold
and, if necessary, be proved to the device.

In this paper, we report on ongoing work in de-
veloping a logging mechanism to securely store log

data in marginally trusted collectors. Our approach
leverages the techniques proposed by [18] and, ad-
ditionally, provides for non-repudiation of the col-
lector’s receipt of log data. To this end, we propose
the corresponding protocols for initializing and up-
dating log files, and proving collector’s possession
of the (correct) set of log data sent by the device.

Overall, our work contributes to clarifying the
still obscure area of audit and accountability in
dynamic systems. We consider faithfulness and
uniqueness as the main properties of log data: while
the former states that log data is a correct represen-
tation of the events the device observes, the latter
states that this data cannot be arbitrarily repro-
duced. By ensuring these two properties, we guar-
antee that log data is an exact and inimitable pic-
ture of the reality. In addition to that, tamper evi-
dence [12] mechanisms ensure that attempts to vio-
late these properties will not go undetected, and for-
ward integrity states that an attacker cannot read
or alter log data archived before the attack [7]. We
remark that, in general, logging mechanisms that
fulfill these properties can also be misused to vio-
late individual’s privacy. Although we see privacy
as a central issue, we deliberately do not address it
in this paper.

We proceed as follows: in §2, we introduce the
scenario underlying our research into logging. In §3,
we characterize the meaning of security and define a
threat model for logging services. We describe our
method in §4, and discuss its adequacy and limi-
tations regarding the expected security properties.
In §5, we report on related work in secure logging
and compare it with ours. We draw conclusions and
state the upcoming research issues in §6.

2 Log in Dynamic Systems

Dynamic systems allow for the omnipresent avail-
ability of computing power, communication and
(personal) data. This is a consequence of advances
in distinct aspects of computing systems, namely
autonomy [1], pervasiveness [16], and reachabil-
ity [10], defining ubiquitous computing (UbiComp).

Apart from technical aspects, dynamic systems
have distinguishing characteristics. Resource-rich
and resource-poor devices share the same envi-



Device Relay Collector

Figure 1: Log service setting.

ronment in a collaborative manner in that, e.g.,
resource-poor devices delegate the execution of
computationally demanding tasks to resource-rich
devices, or temporarily hire storage in remote de-
vices. This amounts to a decentralization regarding
the way in which tasks are executed, which eventu-
ally leads to a spread of data across the network.

In particular with regard to logging, resource-
poor devices store their log data in remote services
offering (secure) logging. While these services are
trusted to carry out the logging protocol they agree
on, they are not considered to be tamper resistant.
Nor are they generally supposed to access log en-
tries.

To obtain a more general scenario for the forth-
coming discussion, we classify the components in-
volved in logging according to their role [14]:

e device is a service that generates a log message;

e relay is a service that receives a message and
forwards it to another service; and

e collector is a service that receives a message
and, in one way or another, archives it.

This setting is illustrated in Fig. 1, where the
arrows denote the flow of log data between the ser-
vices. In this paper, we concentrate on the interplay
between device and collector.

Traditional approaches to logging assume, how-
ever, that the device and the collector, albeit dis-
tributed, are within equally trusted domains. As a
result, devices assume that the collector does not
maliciously modify log messages. Similarly, collec-
tors assume, e.g., that the log messages really orig-
inate at the claimed device. While these assump-
tions may hold in closed systems, they do not gen-
erally hold in dynamic systems. Thus, wider attack
vectors arise and bring along new challenges for se-
cure logging services.

3 Secure Logging

3.1 Requirements on Secure Logging

As we suggest above, log data can only be used if
it is “correct.” We define correctness as the simul-
taneous fulfillment of the following properties:

o faithfulness: log data truly reflects the reality,
that is, the information logged is a faithful rep-
resentation of the messages sent by the device.

e uniqueness: log data shall not allow for paral-
lel realities, i.e., it shall be impossible to inter-
cept log data sent from device d; to collector

¢1 and to resend it (possibly in modified form
and claiming a different device identity) to a
collector cs.

These requirements characterize different in-
tegrity properties of log data and are implemented
using different cryptographic techniques. Log ser-
vices based on these techniques need to fulfill two
other requirements, namely:

e tamper evidence: attempts to illicitly modify
log data must be detectable to a verifier [12].

e forward integrity: a log service possesses the
forward integrity property if it contains suffi-
cient information to confirm or rebuke allega-
tions of log data modification before the mo-
ment of the compromise [7].

Tamper evidence and forward integrity are nec-
essary since absolute tamper resistance is infea-
sible [5]. This especially holds in dynamic sys-
tems [19]. We remark though that tamper evidence
and forward integrity are not new and, to some ex-
tent, realized by existing log services, as we report
in §5.

3.2 Threat Model and Attacks

The goal of the attacker is to access (confidential)
log data and, thus, violate faithfulness and unique-
ness. For this, the attacker uses different strate-
gies, which we model using the Dolev-Yao attacker
model [8] with the following characteristics:

e he can obtain any message sent over the net.

e he can compose, replicate, and send messages
in his possession.

e he is a legitimate participant of the network.
That is, he can act as or impersonate legitimate
devices and collectors.

In order to model attacks upon stored log data,
we extend the capabilities of the attacker. Namely,
he can read, delete, and modify stored data. How-
ever, we assume that the attacker can only encrypt
and decrypt messages and log data using the appro-
priate cryptographic keys.

Attacks upon log services have different facets
and, as such, target different participants. Given
the threat model above, faithfulness and uniqueness
can be attacked as follows:

o replay of log messages: the attacker records a
set of messages M sent by a device d to col-
lector c. Later, he attacks d and, in order to
hide collected evidence about the attack, sends
a (possibly refreshed) set M to c.

e integrity of sent and stored log data: the
attacker has access to the communication



medium and can modify data during the trans-
mission. Moreover, if the attacker gains access
to log files at the collector ¢, he can read and
modify them at will.

o authenticity of device: the attacker takes over a
service, modifies its identity, and starts to send
log messages to a collector.

e confidentiality of log messages: during the
transmission, the attacker intercepts and reads
messages sent in clear-text over the network.
Similarly, confidential log data stored in a col-
lector may be accessible to an attacker.

o qavailability of log service: the attacker floods
the collector ¢ with irrelevant log messages, so
that legitimate messages sent by the devices
are not logged. The attacker can also use this
setting to attack the devices sending messages
to ¢, since his attempts are not protocolized.

These attacks may also be combined, as in [6].

4 Describing our Approach

Our approach to securing log data in dynamic sys-
tems builds on and extends the techniques to tam-
per evidence and forward integrity proposed in [18].
Our protocol consists of the following main steps:

1. mutual authentication of device and collector:
apart from authentication, the two services also
agree on a secret number that will be used to
ascertain authenticity of log messages.

2. initialization and construction of the logfile:
the device is in charge of applying crypto-
graphic techniques to safeguarding the in-
tegrity of its logfile. With regard to how this
log data is sent to the collector, we assume that
chunks of log data are sent from the device to
the collector. (As future work, we plan to in-
vestigate performance issues involved in send-
ing each entry instead of chunks thereof.)

3. acknowledgement of receipt from collector: the
collector computes a hash value based on the
device’s messages and sends it signed together
with a timestamp and protocol sequence num-
ber back to the device. The device then stores
this unambiguous piece of information, as it
demonstrates that the collector received the
chunk of log data correctly and can be held
accountable for attacks upon this data.

We focus on the last two steps. Regarding au-
thentication, it can be tackled in several ways and
our approach does not directly depend on the way
it is achieved. In our experiments, we employ the
Secure Sockets Layer (SSL) protocol, as it supports
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Figure 2: Initial log entry Lo and authenticator Zg.

hierarchical authentication on the basis of certifi-
cates. (We remark, however, that this is not manda-
tory.) This is particularly useful when a collector is
to archive the log data of several devices.

In describing our approach, we employ the fol-
lowing notation:

e ¢ denotes the collector and d the device; D de-
notes log data.

e {X}k denotes the symmetric encryption of
message X under the key K. Sign(X)k stands
for the signature of X with K.

e X, X' stands for the concatenation of the mes-
sages X and X'.

e K, stands for the public-key of the service s
and K ! the corresponding private-key of s.

o MACK(X) denotes the message authentica-
tion code of X under K.

e Hash(X) is the one way hash of X.

While we do not prescribe a particular algorithm
to implement the cryptographic techniques above,
we assume that these functions fulfill the expected
properties in that, e.g., it is infeasible for an at-
tacker to provoke collisions of hash values. These
algorithms are described in, e.g., [17].

4.1 Initializing the Logfile

Assuming that the device and the collector success-
fully prove their identities to each other and agree
on a secret value Ay, d creates the log file by insert-
ing the first entry into it.

All the entries in the logfile have the same format.
We illustrate the initialization entry Lg in Fig. 2,
where the fields stand for the following information:

o W, is a permission mask to regulate the access
to the log entry Lg. According to [18], at the
initialization phase this entry type may be set
to LogfileInitializationType.

e {Do}k, is the symmetrically encrypted log
data for the entry Lo and Kj is a random ses-
sion key. To provide the necessary security
guarantees, D contains not only the event to be
logged, but also a timestamp d and a protocol
identifier p. (The former states the actuality
of the entry, the latter avoids harmful protocol
interactions between different protocol steps.)

o Y, stands for the first link of a hash-chain.!
The actual initialization value of Yj is left open.

n the simplest form, a hash-chain Y can be inductively
defined as Y1 = Hash(Yp) and Y,, = Hash(Yn—1).
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Figure 3: Adding an entry to the logfile.

o Ly =Wy, {Do}k,, Yo is the initial log entry.

e 7 is the message authentication code of L¢ de-
fined as MAC 4,(Lg). This piece of information
is used to compute the proof value associated
to the whole chunk of log entries and, thence,
is mot sent along with Lg to the collector.

The process of initializing the logfile at the collec-
tor side is interactive and subsumes the response of
the collector in order to detect possible tampering.

4.2 Adding Log Entries

After creating the logfile and being sure that the
collector is not tampered, the device starts adding
entries to the logfile. This process is illustrated in
Fig. 3, where the fields are computed as follows (ob-
serve that order is also relevant):

1. A; = Hash(Aj_1) denotes the authentication
key of the jth log entry. The confidentiality of
this information is essential for the security of
the log data, as it is used, either directly or in-
directly, in every step of the protocol. Thus, we
assume that the computation of the new value
irretrievably overwrites the previous value.

2. K; = Hash(Wj, A;) is the cryptographic key
with which the jth log entry is encrypted. This
key is based on the permission mask W;. Thus,
only permitted services may access the entry.

3. Y; = Hash(Y;_1,{D;}k,, Wj) is the jth value
of the hash-chain. Each link of the hash-chain
is based on the corresponding encrypted value
of the log data. This ensures that the chain can
be verified without the knowledge of the actual
log entry.

4. Lj = W;,{D;}k,,Yj, i.e., the log entry con-
sists of the permission mask, the encrypted log
data and the hash-chain value.

5. Z; = MAC s;(Hash(Lj,Z;_1)) is the authen-
ticator of the jth log entry. Note that we com-
pute the message authentication code for the
whole entry instead of a field of it (in the case of
Schneier and Kelsey, the hash-chain value Y).
While this increases the computational cost in-
volved in calculating this field, it improves the
security of the acknowledgment phase.

This process describes how the jth log entry is
computed. We address the overall security guaran-
tees provided by this protocol phase in §4.4.

4.3 Acknowledgement Phase

The last phase of the protocol focuses on the col-
lector and its goal is to provide irrefutable evidence
regarding collector’s possession of the chunk of log
data sent by the device, as well as the chunk’s in-
tegrity.

To this end, the following steps are carried out:

1. by receiving the chunk starting at L; and end-
ing at Ly (with j < k), the collector computes
for each entry L; the corresponding A; and Z;
values.

2. after k — j iterations, the collector obtains the
authenticator MAC 4, (Hash(Ly, Zr—1)).

3. the signed proof value is sent to the de-
vice Sign(MAC a, (Hash(Ly), Zk—1)) g 1. This
message includes a timestamp and protocol
step identifier. Moreover, the collector irre-
trievably overwrites the memory space that
stores Ayg.

4. the device then checks whether the authentica-
tor matches with the authenticator computed
during the second phase. If it does, the collec-
tor frees the storage by deleting the chunk.

This concludes the logging protocol. The device
can now ascertain the integrity of the logfile, as well
as (selectively) delegate access to entries on this file.
At present, we are still investigating how to perform
these operations and the risks involved therein.

4.4 On the Required Security Guar-
antees

In §3.1, we suggest faithfulness and uniqueness as
the most relevant security properties for log data.
We now explore the relationship between these
properties and the approach proposed above.

Assuming that the device accurately archives the
events its sensors communicate, guarantees regard-
ing faithfulness are safeguarded by the proof value
sent by the collector in the last protocol phase. The
message authentication code employed by the col-
lector proves that it possesses the corresponding se-
cret A and demonstrates that every log entry is
a faithful representation of the original log data.
It should also be noted that although the collector
possesses the secret A, it cannot read the log data
D sent by the device, as it is sent in encrypted form.

This fact is closely related with the concept of for-
ward integrity. If an attacker takes over a collector
c at time t, he is able to act as if ¢ were not compro-
mised. For this, he merely keeps sending the proof
values as prescribed by the protocol. However, since
he cannot obtain the previous values of A, it is im-
possible for him to read log entries archived before
t. Thus, log entries up to ¢ can be considered con-
fidential and fulfill integrity properties.



Assuming that the cryptographic functions em-
ployed in the algorithms are sound, uniqueness is
guaranteed by the use of timestamps and the hash-
chains. Timestamps bring along a synchronization
problem between the device and the collector. Al-
though the probability of an attack due to timing
confusion might be negligible in practice, the hash-
chain works in a complementary manner and pre-
vents old messages from being seamlessly and un-
detectably added to the chain.

This leads to the need for tamper evidence. The
hash-chain employed in the protocol lets us verify
the integrity of the whole chain by inspecting the
last link in the chain. The proof value sent by the
collector demonstrates that the log data has not
been tampered with during the transmission or by a
malicious process acting between the device and the
collector. Hash chains also make it possible to de-
tect whether (series of) log entries were eliminated.

4.5 Limits of the Logging Protocol

The logging protocol we present above is based on
a number of assumptions, which outline and com-
plement the underlying technical restrictions. We
now briefly discuss the most significant limitations.

e Timepoint of a successful attack: the integrity
of the logfile can only be ensured up to the
point in time at which the attacker takes over
the collector (or device). Once an attacker suc-
ceeds in compromising a machine, he can mis-
use log information at will.

e Collector’s behavior: unless it is compromised,
the collector is assumed to follow the pro-
tocol. However, he is not trusted with re-
spect to the confidentiality of log messages.
As future work, we plan to investigate ways
of ensuring—possibly employing approaches
based on trusted computing—that the collec-
tor (as well as the relay) works as expected.

e Deletion of log entries: it is always possible
for an attacker to completely (and irretriev-
ably) delete the log file or entries thereof, in
particular when we assume that no write-only
hardware or media (e.g. WORM disk, paper
print-out, optical jukebox) is at hand. Tamper
evidence allows us to detect the deletion.

5 Related Work

A number of approaches have been proposed for se-
curely logging information in computing systems.
The majority of these approaches are based on sys-
log, a de facto standard log service whose function-
alities are described in the RFC 3164 [14]. Security
was not considered in developing syslog. In fact, it:

e provides no device authentication.

SHA-1
Log Entry 1 | —— h(1) DSA
SHA-1
Log Entry2 | ———= h(2) DSA
SHA-1
Log Entry 3 | ——= h(3) ¢DSA
Signature
‘ h(1) ‘ h(2) ‘ h(3) ‘ glock

(e
SHA-1 \_Block J psa

Figure 4: Creation of signature blocks in syslog-sign.

e ignores the original source of log data.
e transmits and stores log data in clear-text.

e uses UDP as underlying transport protocol.

Security was an afterthought. Indeed, various ex-
tensions to syslog have been developed.

syslog-ng. syslog’s new generation aims at provid-
ing a secure, reliable log service [4]. It is backward
compatible with RFC 3164 and, currently, its only
advantage over syslog is the use of TCP as trans-
port protocol. Encrypted and signed transmission
and storage are not provided.

syslog-sign. This service adds origin authentica-
tion, message integrity, replay resistance, and detec-
tion of missing messages to syslog [13]. This is ac-
complished with a cryptographically signed message
that contains the signatures of previously sent sys-
log messages. The contents of this special message
is called “signature block.” To our knowledge, no
implementation of syslog-sign is available to-date.
Fig. 4 depicts how signature blocks are created.
The cryptographic keys necessary to execute this
protocol are calculated during the initialization
phase of the protocol. syslog-sign does not provide
confidentiality during the transmission of log data,
nor does it account for encrypted storage of log en-
tries. Moreover, since the signature blocks may be
deleted after the authentication, tamper evidence
and forward integrity are only partially fulfilled.

syslog-pseudo. Logfiles often store personal data
and, thus, are a popular attack point. syslog-pseudo
proposes an architecture to pseudonymize logfiles in
unix-like systems [9]. This approach focuses exclu-
sively on the privacy of users and does not take into
account the security properties suggested in §3.1.

Reliable syslog. While the approaches above are
based on the RFC 3164, the reliable syslog is based
on the RFC 3195 [15] and aims to implement reli-
able delivery for syslog messages. For this, it is built
on top of BEEP, the Block Extensible Exchange
Protocol [2]. BEEP is a framework for building ap-
plication protocols that uses TCP and allows device



authentication, mechanisms to protect the integrity
of log messages, and protection against replay at-
tacks. An implementation of reliable syslog by the
San Diego Supercomputer Center is available [3].

Schneier and Kelsey. This method is the start-
ing point of our investigation. In essence, it aims
at realizing tamper evidence and forward integrity.
In addition to that, mechanisms to protect the in-
tegrity of log entries, as well as their confidentiality
and access control are presented [18].

However, the assumptions underlying our ap-
proach, as well as the procedures involved in achiev-
ing the security guarantees, differ in various ways.
The authors assume that the device and the collec-
tor are the same machine. They also assume that
the owner of a device is not the same person as
the owner of the secrets within the device. In this
context, log services must be in place to determine
whether there has been some fraud. To our knowl-
edge, this method has not been implemented.

6 Ongoing and Future Work

We have reported on work in progress towards a se-
cure logging mechanism for dynamic systems based
on UbiComp environments. The techniques we em-
ploy provide faithfulness and uniqueness of log data,
as well as tamper resistance and forward integrity.
The overall goal of our investigation is to pro-
vide secure transmission and storage of log data in
marginally trusted machines.

This is merely the first step in our investigation
and some issues remain to be examined. First, al-
though our method provides new insights into the
security properties and techniques for remote log-
ging, at the moment it strongly relates to [18] and
it is unclear whether simplifications are possible. A
realization of the method shall shed a light on its
performance and practical adequacy.

Second, the permission mask can be used by
authorized services—e.g. audit or configuration
services—to obtain log data directly from a col-
lector. For this, protocols to regulate delegation
should be in place and analyzed against the protec-
tion goals presented in §3.1 in order to avoid harm-
ful protocol interactions. We plan to examine these
issues and develop protocols for these purposes.

Third, in our approach we cannot make strong
statements about the actual behavior of the col-
lector. Indeed, the collector may be infected with
malicious software that copies or sends log data to
other hosts, or attempts to attack log entries with
brute force techniques. To address this problem, we
currently investigate the use of trusted computing.
The idea is to remotely attestate collector’s plat-
form and, thus, its behavior [11]. Furthermore, we
deliberately disregard the role of the relay. Using
similar techniques we could also make statements
about the relay’s behavior.

Finally, if misused, such a powerful log mecha-
nism is a privacy endangering technology, especially
in an environment where virtually every piece of in-
formation can be collected and processed in order to
derive further characteristics of an individual. We
plan to address the privacy issues hidden in our ap-
proach to logging and whether one can draw bene-
fits from it.
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