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Abstract

Many transactions of our daily lives depend on computer systems. This means
that newly deployed systems must be carefully designed in order to be correctly used
by laypersons. The scenario we present encompasses a large number of sensors in a
shopping environment. Since these environments are publicly accessible and the sen-
sors are able to collect data without the users’ notice and hence without their explicit
consent, privacy issues play an important role. It is infeasible to prevent these highly
dynamic systems from collecting data, we propose transparency for data collection,
storage and processing as a possible solution.

Reliable data of the systems’ behavior are an essential part of an architecture for
transparency. To this end, secure logging mechanisms are of foremost importance.
Furthermore, it is still an open question how this transparency can be presented to the
users in a simple and intuitive fashion.

1 Introduction

Since computer systems became networked, dynamic and embedded in everyday objects
the complexity of administration and usage exponentially increased. Together with this
evolution, we are losing the ability to protect our privacy while interacting (perhaps even
implicitly) with modern ubiquitous computing systems. We are obliged to deprive ourselves
of the possibility to choose whether or not to disclose certain information (e.g. information
about our whereabouts) as computer networks collectively and invisibly collect data with
their various sensors.

At present the number of environments where ambient intelligence environments track
humans and dynamically interact with their users is still small. Nevertheless these systems
are entering our lives in many different areas. Several application scenarios show that all the
technologies are at our hands and that they can readily be combined to provide new services



and additional assistance. Among the frequently cited scenarios are personal shopping
assistants, home automation scenarios and assisted living for elderly or impaired people [12,
5, 17].

Providers of personal shopping assistants claim that customer acceptance of the in-
volved technology is good [25], although they had to face calls for boycott from pri-
vacy activists and organizations when a hidden RFID-chip was discovered in the customer
card [16]. This shows that systems of this new type have to be designed with special care for
security and privacy in mind in order to be useful and usable to users without background
knowledge without being enigmatic and therefore frustrating.

In this article we first present a scenario involving a personal shopping assistant based
ambient intelligence technologies. We point out privacy issues which arise from collect-
ing data invisibly and without the customers’ consent and which counteract the otherwise
great opportunities for the retailers’ customer relationship management. We then propose
the usage of log views to create more transparency as a means to lessen the customers’
frustration by the ambient systems when they act in an unexpected way or when they vio-
late the customers’ privacy policies. Log views provide the customers with evidence which
has by definition to be unaltered. To this end, we deliver the necessary technological tool
of secure logging, which we describe in detail in chapter 4. We conclude with reasoning
why transparency will lead to a win-win situation in the privacy domain for retailers and
customers.

2 Scenario

To visualize the technologies and processes involved in our scenario we present a short
introduction to the supermarket of the future. Some other scenarios are presented in [3].

Because Alice is frequently visiting this supermarket, she owns a combined customer
and rebate card. During her visits to the store she is interested in the convenience provided
by the innovative technological concepts. She is not really interested in the security and
privacy enhancing technologies deployed in the super market. This behavior is common to
85% of the people using the new technologies [15].

Bob, on the other hand, cares a lot for his privacy preferences and thus, refuses to get the
customer card. He is not interested in sharing his personal information for a small rebate.

When entering the shop both Alice and Bob get themselves a shopping cart with a
personal shopping assistant attached to it. The shopping assistant is a computer equipped
with a touchscreen, RFID and barcode scanners. It is linked to the backstore network via
an integrated wireless network module, and the location of the cart can be tracked at any
time to provide the customers navigation information within the store. As neither Alice nor
Bob carry their own devices with them, they do not connect to the assistants open interface
via near field communication. This interface enables the transmission of shopping lists or
special offers directly to the shopping assistant. Near field communication interfaces are
also used to replace customer cards with the users’ devices and for a new mobile payment
system [22].



Alice presents her customer card to the shopping assistant and is consequently provided
with the shopping list and some personalized special offers. She has uploaded the shopping
list to her personal page on the store’s Internet portal.

Bob enters his shopping list directly into the assistant’s interface. He will do this, be-
cause he is not familiar with the store and wants the shopping-cart to guide him to the
products on the list as quickly as possible.

While the electronic shopping list is a nice feature for regular, and a help for one-time
customers in finding products faster, it is a very powerful instrument for the retailer. The
electronic shopping list enables the analysis of the products that each of the customers in-
tended to buy when entering the store, and which products they bought in addition. Together
with the possibility of being able to locate the customer in the store via the shopping cart,
and the resulting possibility of personalized marketing with info-displays on the shelves, it
is possible for the CRM-system to measure the effectiveness of different kinds of marketing
techniques on any particular customer. Furthermore, it is possible to dynamically modify
marketing strategies in the customers’ direct surroundings in order to positively influence
their inclination to buy.

Alice is standing in front of the dairy products now, and since she regularly buys the
same brand of yogurt, the Electronic Shelf Labeling which is connected to the store’s central
pricing system updates the label and displays a discounted price for her. She happily takes
a few cups of yogurt and scans them.

Bob observed Alice buying the seemingly cheap yogurt and decides to buy some cups
of it, too. When he scans the yogurts with his shopping assistant however, that shows the
regular (and therefore higher) price, as does the label on the shelf now.

Alice knows that she has earned the right to buy yogurt for a discounted price, and en-
joys the effect of the labels “magically” presenting the price of the current special offer. Bob
does not know this and is annoyed, because he has to pay more for the same product in the
presumably same situation. Things happening without apparent reason are very welcome,
if beneficial. However, it is also very frustrating if they show a discriminating nature [23].
It is strictly necessary to help customers understand why someone gets discounted prices
on certain goods, while others do not.

Alice moves on to the frozen meat. The info terminals keep flashing advertisements for
vegetarian products at her. They do that ever since she experimented with a vegetarian diet.
It annoys her to be reminded of the bad experience now that she enjoys eating meat again.

Generating profiles of customers and classifying them into groups for marketing is
sensible from the retailer’s point of view. Yet it is a tricky business since it invades the
customers’ privacy and over-fitting is prohibitive. In this case, Alice was classified as a
vegetarian on mistake.

Bob has finished his shopping. However, he finds that he does not want to buy the
yogurt any more now that he knows he has to pay more than he thought at first. Being
annoyed he doesn’t bother to return to the shelf with the dairy products and puts his yogurt
on the cheese shelf.

The shelves constantly scan the RFID-chips of the products to report shortages and



misplaced products. The computer system in the shop can relate a misplaced product to
the customer standing in front of the shelf with his cart or if Bob has already scanned the
product for the automated checkout procedure directly with his shopping cart. This could be
abused by the retailer (for example to punish customers for undesirable actions). Although
Bob thinks that he is anonymous, the system could have analyzed his movements in the
shop and the items he bought over time. Based on these statistics the system could single
out his individual patterns as matching to some customer who regularly misplaces products.
The system cannot make a correct decision whether it actually was Bob, or whether he
was unlucky to coincidentally match the movements of a customer notoriously misplacing
products.

Bob proceeds to the checkout. He hands over the shopping assistant to the cashier. He
is lucky that he does not have to place the contents of his shopping cart on the conveyor
belt. There are random tests once in a while to ensure that all the contents was scanned by
the customer and therefore registered with the shopping assistant. Before leaving the store
he passes a gate which deactivates anti-theft protection.

Alice checks out, too. She pays with her cash card and takes the detour to the RFID
deactivator. In order to erase the data from the RFID chips she has to place each individual
tagged product on the deactivator and press a button.

It is not possible for the customers to directly perceive if an RFID chip is readable or
which information it contains. Neither is this possible for anti-theft protection. While for
the latter non-observability is essential, it is a problem in the former: Alice does not want
to carry tagged products out of the shop. She has to trust the retailer that the deactivator
works correctly and that it is not manipulated. She would lose her trust in it immediately,
if she heard of any malfunction of the device. If she was able to perceive the state of the
RFID, she would not need to trust anything or anyone.

3 Observability asa Basisfor Usability

The scenario presented in the previous chapter illustrates the characteristics of such highly
dynamic systems in an informal way. In the following chapter we will take a closer look at
the characteristics of the ambient intelligence environments:

1. These systems are open, i.e. participants are able to join and leave the systems at
their will.

2. They are context sensitive, i.e. they continually adapt to the special requirements of
the participants and the technical necessities.

3. They have autonomous properties, i.e. there is a vast amount of automated tasks in
order to keep these systems in a sane state

4. They are invisible, i.e. the users are not directly involved in observing and controlling
the systems.



If we summarize these properties and consider the challenges for privacy and usability,
we realize that all of these contribute to a loss of control realized by the users.

Users cannot observe who is participating in the different stages of communication and
to whom they transmit their information. Data are sent over different networks and services
of a plethora of providers are combined in order to establish a highly dynamic system. In
the supermarket scenario above not all the services will be provided by the owner of the
shop. The owners certainly will add new services from specialized service providers, for
example, to offer deferred payments. This shows that there exists no well defined area of
trust within these systems.

The system’s reaction to context makes the interactions between users and systems
implicit. These implicit interaction models act like a two-edged sword: on the one hand,
they facilitate the users the performance of their tasks and the achievement of their goals.
On the other hand, they are not very well suited to support direct control by the users. It is
a proactive interaction model that must correctly anticipate the users’ intentions. But how
can the users’ desires correctly be anticipated? And how can the users observe what has
been anticipated and what decisions have been made on their behalf? If this anticipation
fails and the users can realize this failure they become annoyed and directly feel the loss of
control.

The same is true for autonomous properties. They are necessary in order to enable such
a complex technical infrastructure, but failure of these mechanisms will not be accepted
by the users as well as the administrators, in this case. Perhaps the most important aspect
for end users is the invisibility of many of the devices. RFID tags are integrated into the
packing of the products but they cannot easily be recognized. Even if they are supposed to
be marked one must trust the producers that they really marked their tags correctly.

Taking stock, it is essential to provide proper mechanisms in order to bring the user
back into control. How can we achieve this? If we take into account the seven stages
of action presented by Norman [18] we realize that it does not suffice to provide means
of control, such as a Kill function on the RFID tag. It is furthermore necessary to provide
adequate observation mechanisms, too. People who do not trust the provider and hence wish
to disable their tags will not trust a fully automated and hence invisible and unobservable
deactivation process. They must be able to observe the outcome in a reliable and trustworthy
manner.

Unfortunately it is not that simple. Besides the system and its single devices the users
have context, too. Depending on their current situation they cannot operate special de-
vices or receive special messages. This is most obvious in systems that are deployed in
environments that require the users’ full attention, for example, in cars or in the working
environment. But it is of course also of great importance in the scenario presented above. If
the users are carrying some goods they cannot operate their devices, if they are at the check
out they will not be interested in goods they might receive at the bargain-basement. This
shows that it is important to correctly adapt the user interfaces to the current states of the
users and their current preferences, where these preferences cannot be seen as unalterable
over time.
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Figure 1: How can the security properties be evaluated?

Future paradigms for human computer interaction hence must take into account several
types of context. Classify this context to tell apart the different states of the devices on
the one and the states of the users on the other hand. Furthermore, they must proactively
adapt the user interfaces to these states in order to present the information required in a very
convenient and unobtrusive way. This means that user interfaces for ambient intelligence
systems will be decoupled from the actual implementation and the services that make up a
system must provide enough information to implement algorithms that can automatically
propose the best way to present information and receive input from the users.

4 Unobtrusive Observability

In his seminal book “The psychology of everyday objects” Don Norman presented the seven
stages of action [18]. These stages form the process of mostly any action people perform.
An elemental part of this theory of action is a feedback loop. That means, people can
not plan the accomplishment of very complex tasks in one single step. They, in fact, start
performing one subtask they consider correct, observe the outcome of that subtask and then
decide on the further steps. To this end, it is necessary that they are able to observe the
system’s behavior at any time, because the system’s state might be an important parameter
when planning the next actions.

When designing complex and highly dynamic systems it is very difficult to provide
adequate levels of observability. The system’s state is most often described in technical
terms, such as the type of encryption algorithm used or the length of an encryption key
in bits. This seems adequate for the designers and programmers of an application, but it
is impossible for laypersons (and often even experts) to decide whether, for example, the
given algorithm with the given key length is an adequate choice in the current situation (cf.
the interface depicted in Fig. 1).

This becomes even worse in the scenarios of Ambient Intelligence where we have
Mixed-Mode Systems. This are systems that are build of heterogeneous components that
vary in processing power, storage and energy supplies. This worsens the situation for imple-
menting observable security, as additional parameters must be taken into account. Consider,
for example, devices with slow processors or a small energy supply that cannot perform the
strongest encryption at hand. What kind of encryption is the adequate one in this special
case? What happens if we reduce the strength of the encryption in favor of speed? It is
beyond the scope of this paper to discuss the issues related with the area of conflict between
security and resource poor devices in general, but it is important to realize that for unskilled



users this is a problem way beyond their technical understanding.

From the usability point of view there is only one viable solution: system states must
be abstracted from their concrete implementation and interpreted in a way the user can
comprehend. For the encryption example above the actual estimate of security must be
presented not the algorithms. This must be an adequate measure, for example, an estimate
of the time an attacker needs to break the encryption. If this is set into relation with the
maximum level of security the device can provide and the battery life time, users are able
to adjust the device to their needs.

As a metaphor one can think about a speedometer of different system properties. For
mobile devices battery lifetime under certain assumptions could be one of these properties,
but also the aforementioned time needed to break an algorithm with the given key length or
the time required to guess a password entered.

It is important to realize that all these quantifications that make up the “speedometer”
are just estimates. Currently these estimates are calculated by experts if they plan and
implement an application. For future systems that are by definition open and an ad hoc
combination of services, this becomes infeasible. As it is impossible to predict the exact
composition of a system at a given point in time it is impossible to specify the system
states in advance. It is hence impossible to provide the correct algorithms and security
mechanisms in advance. It is necessary to provide a collection of different mechanisms
and algorithms for the user to chose from together with the estimates of their performance
(regarding security as well as consumption of resources). If this information is accurately
presented the users are in a position where they can successfully accomplish their tasks.

This does not necessarily mean that the user must decide about every mechanism and
algorithm by itself. It is possible that the applications do proactively chose the adequate
ones according to the users’ policies. These policies must contain the objectives of the
users regarding the different measures. Only if it is impossible to find an adequate configu-
ration that satisfies the different objective it is necessary to bother the user with the different
settings of the system.

In the following chapter we will thus provide an approach for log views and secure
logging. The secure recording of events within the system is the most fundamental build-
ing block for all approaches that require observability. Any visualization of data heavily
depends on the quality of the data it needs to visualize. This is overly true in the context of
the dynamic and flexible scenarios presented above.

5 Secureloggingand Log Views

Our goal is not to avoid loss of control from the outset, as this would require effective mech-
anisms to prevent personal data from being collected and regulate the usage of such data,
thereby anticipating that customers have complete knowledge about the systems or that
their behavior is predictable. This is in conflict with the properties presented in Chapter 3.
Instead, our goal is to provide the customers with evidence regarding how their data has
been collected and processed within the system, as schematically depicted in Figure 2. How



Figure 2: Schematic representation.

that information is presented to the users is discussed in Chapter 6.2. Here, ordinary events
happening in the system — e.g. sensor measurements and interactions with RFID-tags — are
recorded in (possibly distributed) log files. These log files exist for several reasons. On the
one hand, they are indispensable when it comes to managing the systems and pinpointing
potential conflicts and failures. On the other hand, they are containers of context data
upon which personalization strategies such as individualized services and recommendations
could be based upon. Finally, log views are the construct we employ to make the behavior
of the system evident to customers. Similar to database views, log views encompass all
the entries in the log files related to a particular customer. Log views are generated in the
system and sent to the customer.

To realize the approach proposed in Figure 2, we must first ensure that collected log data
shall not be maliciously modified, i.e. log entries remain authentic throughout the necessary
time span. Second, it must be ensured that log views are designed in a way that customers
are able to comprehend the information they contains. In this section, we present a secure
logging mechanism, as it is a central building block for the generation of log views. For
details, see [1, 2].

5.1 An Approach to Secure Remote L ogging

Log data can only provide a sound basis for further services when it is authentic. We define
authenticity as the simultaneous fulfiliment of data integrity and uniqueness, as illustrated
in Fig. 3. Confidentiality of log entries is necessary for privacy and is considered as an extra
protection goal. A log service is labeled secure when integrity, uniqueness and confiden-
tiality properties are fulfilled.

* Integrity states that log data faithfully reflects the state of the devices, i.e., the log
data is accurate (entries have not been modified), complete (entries have not been
deleted), and compact (entries have not been illegally added to the log file). Thus,
log data is not modified, deleted, or appended during the transmission to, and storage
at, the collector.

» Uniqueness states that log data shall not allow for parallel realities. Concretely, it
is impossible to intercept log data sent from d; to ¢; and to resend it (possibly in
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Figure 3: Authenticity property for secure logging.

modified form and claiming a different device identity) to . Log data must be
uniquely tagged.

 Confidentiality states that log entries cannot be read by unauthorised individuals, for
this would harm inner privacy. Note that confidentiality is also related to uniqueness,
for log data transmitted in clear-text can be easily duplicated.

These properties are implemented with cryptographic techniques, which need to ensure
tamper evidence, i.e., attempts to illicitly manipulate log data must be detectable to a ver-
ifier [14], and forward integrity, i.e., log data contains sufficient information to confirm or
rebuke allegations of log data modification before the moment of the compromise [4].

The goal of the attacker is to gain access to private log data and, thus, to violate its in-
tegrity, uniqueness, and confidentiality. The threats posed by an attacker are described using
an attacker model. While we are aware of recent ongoing research on formally characteriz-
ing attacker models for dynamic environments [7], we refrain from sticking to a particular
model.

5.2 Overview of our Approach

Our approach to secure remote logging services in dynamic systems is based on and extends
the techniques proposed in [20]. The idea is to devise a protocol to securely store log data.
The protocol starts at the device: it is in charge of applying cryptographic techniques to
ensure tamper evidence and forward integrity. When the device runs out of storage, it
contacts the collector to request remote storage. The protocol ends with an irrefutable proof
of possession of the collector. In detail, our protocol consists of the following main steps:

1. initialization and construction of the log file: the device is in charge of applying
cryptographic techniques to safeguarding the integrity and uniqueness of its log file.
To this end, it computes a secret random value py, and, for each entry, a proof value
Z associated to that entry based on py. The Z-values build a chain, so that the
integrity of the whole chain can be checked by analysing its last link.

2. mutual authentication of services: apart from authentication, the device and the col-
lector also agree on a secret value puwy that will be used to ascertain authenticity of
log messages.
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Figure 4: Initial log entry Lo and values Ay, Zy, and puy.

acknowledgement of receipt from collector: by receiving the chunk of log data, the
collector computes the Z-value associated to each entry and sends the last Z-value
signed together with a timestamp and protocol sequence number back to the device.
The device then stores this unambiguous piece of information, as it demonstrates that
the collector received the chunk of log data correctly and can be thus held accountable
for attacks upon this data.

We describe the initialization, appending, and acknowledgement processes below; the
authentication phase and the secure exchange of py, are taken for granted.

521

Initializing the Log File

Assuming that the device d successfully generates a secret value py, d creates the log file
by inserting the first entry into it. We illustrate the initialization entry I, in Fig. 4, where the
fields stand for the following information (we remark that all entries have the same format):

W) is a permission mask to regulate the access to the log entry Iy. According to [20],
at the initialisation phase this entry type may be set to L ogdfilel nitializationType.

{Do} i, s the symmetrically encrypted log data for the entry L, and K is a random
session key. To provide the necessary security guarantees, D contains not only the
event to be logged, but also a timestamp and a protocol identifier. (The former states
the actuality of the entry, the latter avoids harmful protocol interactions between dif-
ferent protocol steps.)

Y}, is the first link of a hash-chain?

Ay is the authentication key for the first entry. As we discuss in [1], this is the secret
upon which the security of the whole protocol rests. In practice, since we do not
assume that the device is tamper resistant, we suggest that this secret should be kept
off-line.

Lo = Wo, { Do} k,, Yo stands for the initial log entry.

Z is the message authentication code of L, defined as MAC,,,(Lo). This piece of
information is used to compute the proof value associated to the whole chunk of log
entries and, thence, can be used as a challenge against the collector. For this, it will
not be send along with L to the collector.

!In the simplest form, a hash-chain Y is inductively defined as Y1 = Hash(Yo) and Y, = Hash(Yn_1).

10
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Figure 5: Adding an entry to the log file.

5.2.2 AppendingLog Entries

After creating the log file, the device starts adding entries to the log file. This is schemati-
cally illustrated in Fig. 5, where the numbers correspond to the items below.

1. A; = Hash(A;_1) denotes the authentication key of the jth log entry. The confiden-
tiality of this information is for accomplishing the aforementioned security proper-
ties, as it is used to encrypt log entries. Thus, we assume that the computation of the
new value irretrievably overwrites the previous value.

2. K; = Hash(Wj, A;) is the cryptographic key with which the jth log entry is en-
crypted. This key is based on the permission mask 1V}, so that only authorized ser-
vices gain access to the entry.

3. {D;}k; is the encrypted log entry.

4. Y; = Hash(Y;_1,{D;}K;, W;) is the jth value of the hash-chain. Each link of
the hash-chain is based on the corresponding encrypted value of the log data. This
ensures that the chain can be verified without the knowledge of the actual log entry.

5. pvj = Hash(Z;_1,pv;_1) is the proof value associated with the jth entry.

6. Z; = MAC),;(Hash(L;)) is the authenticator of the jth log entry. Note that we
compute the message authentication code for the whole entry instead of a field of it
(in the case of [20], the hash-chain value Y).

The log entry L; generated by the device consists of the permission mask 1}, the en-
crypted log entry {D; } i, and the hash-chain value Y}; itis denoted by L; = W;, {D;}k;, Y;.

5.2.3 Acknowledgement Phase

Assuming that the authentication between the device and the collector succeeds and they
agree on the proof value pw, the last phase of the protocol aims to provide irrefutable
evidence regarding collector’s possession of the chunk of log data sent by the device, as
well as the chunk’s integrity. To this end, the following steps are carried out:

11



* by receiving the chunk starting at L; and ending at L;, (with j < k), the collector
computes for each entry L, the corresponding pv; and, thus, Z; values.

« after k—j iterations, the collector obtains the authenticator Z, = MAC),, (Hash(Ly)).

+ the signed proof value is sent to the device Sign(Z,),-1. This message includes a
timestamp and protocol step identifier.

« the device then checks whether the authenticator matches with the authenticator com-
puted during the second phase. If it does, the device frees the storage by deleting the
chunk.

This completes the presentation of the secure logging mechanism upon which the gen-
eration of log vies is based. We refer to [1] for a detailed analysis of the secure proper-
ties of this mechanism, in particular the fulfillment of the authenticity properties presented
in Chapter 5.1.

5.3 Generating Log Views

Log views are generated by querying possibly distributed log files for a particular individ-
ual. Suppose individual G M wants to be aware of all the events he or she has been engaged
to in the system. To this end, GM requests the corresponding log view, i.e. a logical table
consisting of the entries of the log file.

To generate the log this end, we employ the access control field W of each entry as
an index. The individual — GM according to our running example — authenticates to the
system and queries the log files for entries whose index, i.e. W = GM, matches to the
authenticated individual.

The generation of view proceeds without further ado in case the events triggered can be
related to an individual. Figure 6 depicts a view for individual GM.

At the moment, we consider only the case where individuals are identified at the mo-
ment of the event collection. However, should this relationship not be known in advance,
techniques such as data mining or sensor fusion should be applied to make the relationship
evident, at least up to some statistical probability. Our current research focuses on this issue.

6 Usable Security and Privacy for the future super market

How can we integrate these mechanisms to provide usable security and privacy for end
users? Based on the classification of services according to the amount of private data they
use we propose the integration of this information in contextualized prototypes for the end
user.

12
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Figure 6: Example of a log view.

6.1 Individualized and personalized services

In [19] we presented a classification of services according to the need of input data neces-
sary to provide the service. This classification is well suited for the economical perspective
the provider takes. But it is very misleading if we take the users’ perspective. It is impor-
tant to realize that this static view we presented does not hold for the users moving around
in the area controlled by the provider. The longer they interact with the system the more
information aggregates with them. This information is not vanishing over time, that means
that the users in this categorization will inevitably drift from universal ones to personalized
ones. If they interact with the system long enough it will be possible for the provider to
personally identify each of them.

For the users shopping in this super market it is important to know at which level they
actually interact with the system. Before the first interaction they are certainly uniden-
tified. But when will they be uniquely identified? We propose the implementation of a
“anonymeter” or “anony-lights” in order to present the user this information. As a mea-
surement we evaluate the securely logged data about the interaction with the system and
try to find the user’s profile. As long as there is no interaction with the system we can not
aggregate more information than all the user profiles have. Thus the probability to get the
user profile is as high as randomly picking one of the profiles:

1
number of profiles

]Dident =

While the users interact with the system we get some of their attributes and can sort out
some of the users that do not match with these properties. As a consequence the probability
of uniquely identifying the user increases (i.e. the k-anonymity set shrinks [21]):

13
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Figure 7: Mockup interface of the Context Descriptive Security Model.

1
number of profiles — profiles sorted out

]Dident =

Itis trivial to realize that the user is uniquely identified with 100% accuracy if all profiles
except the one of the user can be sorted out.

6.2 Bringingthe User Back Into Control

In [13] we propose the integration of security and privacy information into “Context De-
scriptive Security Models” of the users’ surroundings (see Fig. 7 for an example). These
security models present the users’ surroundings in a map like interface. In a supermar-
ket, for example, the shelves are shown, together with relevant sensors. This will help the
user to realize where the different parts of the information system are placed and how their
interplay is to be evaluated.

It is obvious that it is undesirable to walk around the ambient environments and con-
tinually look at the security model presented on the display of some mobile device. We
rather see this as a mechanism to gain the users’ trust. They are in a position to visualize
the system, there is no magic or hidden functionality. Once the users believe this, they do
no longer need to ensure that this is really true. This effect is similar to the trust in open
source software: the option to look through the code is sufficient to gain the users’ trust.
They hope that someone will look through the code and verify its trustworthiness.

What are the sources of information for this visualization interface? We see several
possible sources of information for this type of visualization. The selection of the most
adequate ones is still an open research question.

According to the principles of social navigation [8] we integrate information from dif-
ferent sources into the map like representation of the users’ environment. Social navigation
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in this context means, that decisions of other users are evaluated according to their outcome
(with respect to the users’ policy). This allows for the “visualization” of different paths
and their effect on the map. In the real world this is like a worn path on a field of grass
that leads us to the points of interest. Additionally, information gained from social naviga-
tion mechanisms can be used to calculate security measures like the anonymeter presented
above. These are presented to the users in order to give them a view on the system’s current
state.

The foundations of secure logging mechanisms are the most basic building block. It
will provide two possibilities to bring the user back into control again: On the one hand,
the integration and evaluation of the interactions of other users with the system provide a
great source of information. This evaluation is only possible if there exists enough reliable
and trustworthy information about these interactions. On the other hand, the users have
the possibility to reclaim their rights after they have been violated, if they are in a position
to realize violations. To realize the infringement of users’ rights and to reliably prove this
infringement information written to the log file is essential.

Compared to the current state of the art in usability research the approach presented in
this paper provides several advantages. There exist interfaces that are signaling the current
state of the privacy mechanisms [6]. While these work well for rather well defined inter-
action models, like browsing the web, the integration of these interfaces into the context
is essential. Considering the different approaches for engineering usable and secure sys-
tems [9, 10, 11] it is important to realize that these well defined processes of developing,
testing and deploying systems are no longer feasible for the steadily growing and evolving
systems of ambient intelligence. The special properties of usable security as they are for
example presented in [24], make it inevitable that dedicated user interfaces for security and
privacy are carefully investigated and designed.

7 Conclusion

In this paper we have presented the scenario of the supermarket of the future. A plethora
of sensors and computer systems enhance the shopping experience of the customers. We
argue that it is inevitable to cope with the privacy, security and usability issues of these sys-
tems, because the pervasive nature of these systems does not allow for avoidance of these
technologies. To this end, we present mechanisms to reliably and securely log the systems
events and hence prove the systems’ behavior. This brings the users into a position where
they are able to realize possible infringements and they can actively control their privacy
and security requirements. As an interface between the users and the system we propose
“Context Descriptive Security Models”. These allow for the intuitive presentation of mea-
sures of relevant security properties, such as anonymity or strength of confidentiality. They,
furthermore, allow for the integration of information collected from other users and their
evaluation of the outcome. This social navigation will help the users to find a configuration
of their systems that really fits their needs.
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