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Abstract—The advent of cloud computing allows the pro-
vision of several commodities “as-a-service”. For enterprise
systems, a particularly interesting business model is the offer of
configurable business processes for different consumers, which
can then outsource their execution onto the cloud. Although
such an outsourcing harbors a vast economic potential, both
external and internal auditing pose a general challenge for their
acceptance. This paper reviews the role of remote auditing as
a means to address this issue and indicates research directions
for automated tool support.
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I. INTRODUCTION

Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool
of configurable computing resources that can be rapidly
provisioned with minimal management effort or service
provider interaction.

In particular, the following service models are tradition-
ally provided [14]: infrastructure-as-a-service, platform-as-
a-service, and software-as-a-service (SaaS). For enterprise
system a special instance of the SaaS model appears to
be relevant, namely the provision of business process as
a service (BPaaS). SAP’s Business ByDesing and IBM’s
CloudBurst are two examples of flexible platforms for the
provision of BPaaS. With the popularization and wide adop-
tion of cloud computing, we expect the provision of BPaaS
to grow further, especially for small and medium enterprises
that cannot afford fully-fledged enterprise solutions.

However, by outsourcing the execution of business pro-
cesses, cloud consumers lose control over their data and ex-
ecutions [15]. In particular, auditability becomes an intricate
issue both for internal and external auditors, as they do not
have physical access to the processes and information system
on top of which processes are running.

This can be addressed with remote auditing (RA). RA
is the process by which auditors couple information and
communication technology with data analytics to remotely
assess and report on the accuracy of financial data and inter-
nal controls (traditional audit) and access the soundness of
information system (IS audit) [34]. However, while being an
interesting concept, it is neither clear what the preconditions
must hold for such a RA, nor what tool support is currently
available to remotely audit business processes.

This paper provides the following contributions:

• Defines the business process as a service paradigm and
relates with to service oriented computing (Section II).

• Reviews the concept of RA and reports on the main
properties to be considered: compliance and security
for BPaaS (Section III).

• Elaborates on the prerequisites and tool support to carry
out RA for BPaaS (Section IV).

Currently, effort is being put on identifying the economic
value of RA to companies and auditors. Less effort can
be observed on the explicit realization of this added-value
through automation. The following is thus a first attempt
to bring together economic science (auditing and assurance)
and computer science (tool support for audits). In future,
we expect a growth of security audit, mostly as a result of
outsourcing through cloud computing. However, this will not
only hold for BPaaS, but also for the other service models
offered by clouds.

II. BUSINESS PROCESS AS A SERVICE

The expression (business) “process as a service” (BPaaS)
was coined by Wang et al. [37]. Meant thereby is the
process level collaboration and outsourcing process steps.
In the paper, the discussion and presentation focuses on one
possible realization of this service model based upon service-
oriented architecture (SOA) and correspondingly WS-BPEL
to orchestrate the services. In this section, we generalize this
view and present the main advantages of the BPaaS service
model.

We define the BPaas cloud computing model is a special
SaaS provision model in which enterprise cloud offerors pro-
vide methods for the modeling, utilization, customization,
and (distributed) execution of business processes. Accord-
ing to [32], a business process is a collection of related,
structured activities or tasks that produce a specific service
or product (serve a particular goal) for a particular customer
or customers. The specification of business processes for
automation, in languages such as BPEL and BPMN, is
traditionally refered to as workflow, i.e. patterns of activity
enabled by a systematic organization of resources, defined
roles and information flows, into a work process that can be
formalized and automated [24]. In the following, we employ
these terms interchangeably.

In the BPaaS model, cloud consumers (or clients) can rely
on and access pre-defined process descriptions, customize



these processes according to the current needs, and remotely
execute the processes in the cloud. Pre-defined processes are
patterns of basic activity, e.g. updating a customer record
or processing a customer request. They can be put together,
customized, and optimized, thereby leading to multi-tenancy,
i.e. different instantiations and governance for each cloud
client. Finally, the resultant processes can be executed in
the cloud, provided the necessary data is made available.
Clearly, a remote process can also happen as a steps carried
out in the cloud which is combined with process steps
carried out locally. Overall, one can speak of a complete
outsourcing (the whole process is managed in the cloud) or
a partial outsourcing (only parts the process are managed
in the cloud).

Other than stated in [37], we firmly believe that BPaaS
does not depend on a particular form of realization. Perhaps
because of the similar nomenclature with regard to “service”,
all too often the provision of cloud computing models in
general and BPaaS in particular are (misleadingly) equated
with service-oriented computing (SOC) [38]. We notice a
different emphasis in these two drives: SOC is tailored for
the (enterprise) integration to exchange information among
“systems of systems” by prescribing interfaces consistent
with the enterprise architecture. On the other hand, cloud
computing leverage the network availability to outsource IT
functions across the entire stack (infrastructure, platform,
and service) as a means to provide on-demand access to
virtualized resources. Hence, while similar, cloud computing
and SOC are different concepts that can be pursued inde-
pendently or as current activities.

Business processes are paramount for the success of a
company towards its concurrents in the market. Indeed,
the particular design, e.g., of supply-chain and customer
management processes are considered business secrets. Cor-
respondingly, the wide-spread adoption of BPaaS demands
that offerors provide a high assurance that the business
process specifications remain secret on the one hand (process
sensitivity) and that their execution is not visible to the
offeror and other clients sharing the cloud (isolation or com-
partmentalization) [14], [33]. Together with the legal duties
to demonstrate compliance with accounting laws [34] and
regulatory frameworks [27], these requirements are usually
subject of auditing. Due to the outsourced and dynamic
nature of cloud computing, BPaaS auditing is in theory
intensive than usual enterprise systems. The next section
addresses this issue.

III. REMOTE AUDIT: PROCESS & PROPERTIES

This section presents the remote auditing (RA) process
and relates it to the characteristics of the BPaaS presented
in the Section II. Teeter et al. define remote auditing as
the process by which auditors couple informtion and com-
munication technology with data analytics to access and
report on the accuracy of financial data and internal control,

independent of the physical location of the auditor [34].
RA thus eliminates the location constraint of an audit and
is inherently connected with some form of networking to
connect the entity to be audited (so-called auditee) and the
auditor.

By outsourcing process with the BPaaS service model,
both internal and external auditors do not have access to the
physical systems in the cloud. In particular, external auditors
will most likely have to access both the auditee’s system and
the auditee’s compartment in the cloud in order to conduct
the examination. In this case, the auditors may employ RA
to examine both the auditee and the cloud provider. This
clearly motivates the use development of RA as a means
to make audits possible and to provide high assurance for
clouds, thereby addressing their inherent loss of control [15].

In principle, RA can be used for any audit type: finan-
cial statement, compliance, and operational audits. In the
light of BPaaS, compliance and operational audits are the
primarily applicable kinds of examination. The purpose of
a compliance audit is to determine whether the auditee acts
(or acted) in accordance with the procedures and regulations
established by an authority, e.g. management, contracts,
and regulatory bodies [13]. An operational audit involves
a systematic examination and evaluation of an auditee’s
operations which is conducted to test the efficiency and/or
effectiveness of the auditee. A particular type of operational
audit is the information system audit (IS audit), which
focuses on the processes and data flows in the corresponding
IS.1

A. Business Process Compliance

Given the strong demand for compliance [27], two ques-
tions emerge when conduction an audit. First, which rules do
business processes have to adhere to? Second, how can the
rule adherence be checked? The remainder of this section
presents a survey of compliance regulations to answer the
first question. In Section IV-B we present a tool support to
assist this examination.

In [4], we thorougly examine the main regulatory frame-
works to understand the nature of compliance rules. Specif-
ically, we focus on the OECD guidelines, EC Directive
95/46/EC, the Gramm-Leach-Bliley Act (GLB), Health In-
surance Portability and Accountability Act (HIPAA), the
PATRIOT Act, and the Sarbanes-Oxley Act (SOX). The
business process related sections of the above compliance
regulations can be organized in a few basic classes of rules.
Table I shows an excerpt of the results for a few regulatory
frameworks.

The rule categories in the second left column were ob-
tained by sifting through the compliance sources in the

1Note the distincion between information technology (IT) und IS audit-
ing: IT audit examines the infrastructure with regard to, e.g., malware and
dependability mechanisms; IS audit examine the automated processes or
process steps and the data flows that are carried out using IT.



Table I
EXCERPT OF A CLASSIFICATION OF COMPLIANCE RULES.

HIPAA 95/45/EC OECD GLB
↔ Notify usage

√ √ √ √

↔ Obtain consent
√ √ √

↔ Check 3rd parties
√ √ √

↔ Update records
√ √

↔ Delete after use
√ √

/ Treat special data
√ √

/ Purpose binding
√ √

� Data sanitization
√

� Limit data release
√ √

top row and listing all rules that directly pertain to either
the control flow (e.g. some activity has to happen before
another) or the data flow (e.g. treatment of documents and
their content) of business processes. After consolidating
those rules that only used slightly different wording to
describe the same requirement, the nine categories remained.

The resulting three rule classes are symbolized by the
icons in the very left column. A double headed arrow ↔ for
categories that require certain activities to (not) be performed
before or after other activities. A double headed branching
arrow / for categories describing the flow of data. Finally, a
double square label � stands for categories directly relating
to data elements.

B. Business Process Security

Considering the security of business processes, the adher-
ence to the following properties are relevant when auditing
processes [12]:

• Authorization: enforce access control to ensure that
only authorized subjects/roles are allowed to execute
task within a business process (execution).

• Separation of duty (SoD): assurance of additional con-
straints associated with the business process to limit
the ability of subjects to reduce fraud risk. SoD can
take different forms: intra-instance are specified on
a business process and therefore apply to a single
instance; inter-instance are specified in the business
process executions (instead of specifications) and there-
fore refer to several instances.

• Binding of duties: Guanranteeing that subjects perform
the assigned tasks during the process execution.

• Delegation: Controling the extension of privileges from
one subject to another. Accordingly, the secure revoca-
tion of privileges must be ensured.

• Conflict of interest: Preventing the flow of sensitive
information among competing organizations (i.e. cloud
clients) participating in the business process or sharing
the services of the same cloud offeror.

• Four eye principle: Control to ensure that some ac-
tivities of the business processes are cleared by two
different subjects, mostly playing a different role.

IV. PREREQUISITES AND CHANCES FOR TOOL SUPPORT
FOR REMOTE AUDIT IN BPAAS

This section presents a few general prerequisites to the
realization of reliable RA audits in clouds (and consequently
in auditees). Building upon that and focusing on the BPaaS,
we report on computer assisted auditing techniques (CAAT)
to audit process with regard to compliance and security.

A. Technical Prerequisites for Remote Audit

RA leverages on information communication technology
to carry out examination and reporting. Hence, the most
essential prerequisite is the availability of a secure, reliable
internet connection between the (sets of) auditors and the
auditee. Furthermore, the following is necessary:

Trusted computing base: For RA in the BPaaS, it is
essential that auditors obtain evidence that the platform
is reliable. This includes one the one hand (mutual) au-
thentication – is the auditor communicating with the right
cloud respectively, is the cloud communicating with the
right auditor. On the other hand, the auditor must obtain
reliable evidence that the software stack used to execute
and manage the business process is that settled on in
the service-level agreement. These guarantees are achieved
with remote attestation using dedicated trusted computing
processors [22], [31].

While attestation techniques dedicated to cloud computing
are not yet available [10], some recent advances have been
made [21], [29]. A reliable trusted computing base is a
cornerstone for the remaining prerequisites.

Probably authentic logs: The execution of the business
processes must be stored in a tamper resistant and tamper
evident way. This is primarily a requirement on the cloud
offeror, which must log the process execution without in-
terruption (complete logs). Tamper resistance ensures that
fraudsters (either the cloud provider, the company, or ex-
ternal spies) cannot compromise the log. Complementary,
if such attempts happen, they must become evident to an
auditor before testing (examining) the data. This is called
tamper evidence.

Tamper resistance is an architectural measure which in-
cludes strict access control rules and isolation requirements.
Tamper evidence is closely related to secure logging mech-
anisms to ensure that entries are recorded in an integrity-
preserving way. (See [2], [3], [20] for a survey of state of the
art secure logging protocols). This is usually achieved with
cryptographic primitives that logically connect one log entry
with previous and next ones. The downside of cryptography
and encryption is that it slows down the examination,
requiring the selective disclosure of entries according to the
audit goal. While efficient approaches to do so exist [26],
this step (together with the necessary key management steps)
still introduces latencies in the audit process.



Business provenance: This is a technology developed
to increase the traceability of end-to-end business operation
in a flexible and cost effective manner [16]. Specifically,
business provenance captures and manages the lineage of
business artifacts to allow for the discovery functional, or-
ganizational, data, and resource aspects of business. Hence,
business provenance information is not only relevant for RA,
but for audits in general.

For the BPaaS service model in particular, mechanisms
must be in place to record, e.g., the “history” of a business
process – i.e. the different instances of an original schema –
and the interaction of processes and subjects when triggering
a process. Since the process schemas and execution param-
eters/engine provided by the cloud offeror may change as
well, their provenance must also be captured. Furhermore,
since other subsystems and even cloud providers may be
involved in the execution of the processes, it is important to
track down their way across the system.

The examination of provenance data, in context of an
audit or not, provides an insight into the causal chain
of a particular system state, helping to understand how a
particular state has been reached. In doing so, business
provenance information enrichs the log data, correlating sets
of events and states. Ideally, business provenance should thus
answer the question “why did this happen?”.

Currently, thorough tool support for provenance is coupled
with solutions but special techniques for cloud computing
are not available [25].

B. CAAT Support

The enormous potential of computer assisted audit tech-
niques (CAAT) to improve the quality of examination and
testing as the first personal computers appeared [19]. Since
then and with the increasing digitalization of business ac-
tivities, the application of CAAT in the audit process have
been gaining on momentum. (This in spite of the reluctance
on the part of auditors [17].)

Generally, CAAT for IS audit can be classified into four
broad categories [30]: data analysis software; network secu-
rity evaluation software; OS and DBMS security evaluation;
and software testing tools. For the BPaaS service model,
data analysis software, as well as software testing tools are
primarily relevant.

Data analysis software: Here we see the analysis of
the (authentic) execution log files to examine compliance
and security properties as the main application for data
analysis software. For compliance, a few approaches exist
to correlate and analyze log entries [1], [9] and to detect
deviations from a process model using process mining [35].
For testing security goals, some approaches employ tree
structures to accelerate audit [5], others reconstruct the data
flows happening during the execution to determine security
violations [6], [7].

In general, the reconstruction of processes and data flows
appears is a powerful method to obtain expressive models for
the examination. They also help the auditor to understand the
structure of processes and flows in order to determine vio-
lations. However, reconstruction algorithms only present the
log data in a different manner, so that an examination against
the policies is still required. Hence, room for improvement
exists with regard to declarative audit policy specifications
(so-called extensional policies [28]), thereby making auto-
mated analysis possible. Furthermore, reconstruction should
in future take into account multi-tenancy, which is currently
not the case. A particular challenge regards the case in which
partial outsourcing happens. Here, techniques to consolidate
the logs of the cloud client and offeror are needed, yet not
available.

Software testing tools: Software testing tools analyze
the business process specification and business process man-
agement system to detect compliance and security violations.
The analysis of business process specifications for several
compliance aspects [18], [23], [36] and security proper-
ties [8], [11] a rich research field. Still, methods to examine
the underlying management system are not available, in
particular the efficiency of embedded controls. Hence, RA
can today only rely on tool support for business process
specifications.

V. SUMMARY

This paper argues for the need of RA as a basis means to
provide for auditable cloud-based business process. Besides
outlining the BPaaS service model, the paper describes
the RA paradigm and the main examination modes to be
expected, namely for compliance and security requirements.
Finally, we summarize the main prerequisites for the pro-
vision of RA for clouds and report on some tool support
and research directions to be pursued. Overall, we firmly
believe that the deployment of cloud computing in general
and BPaaS in particular will foster the development of novel
CAAT for RA. In particular, the demand of RA will increase
as small and medium enterprises start using the cloud and
its BPaaS capabilities.
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