
Automated Privacy Audits Based on Pruning of Log Data

Rafael Accorsi and Thomas Stocker
Department for Telematics

University of Freiburg, Germany
{accorsi,stocker}@iig.uni-freiburg.de

Abstract

This paper presents a novel approach to automated au-
dits based on the pruning of log data represented as trees.
Events, recorded as a sequential list of entries, are inter-
preted as nodes of a tree. The audit consists in removing the
nodes that are compliant with the policy, so that the remain-
ing tree consists only of the violations of the policy. Besides
presenting the method, this paper demonstrates that the re-
sultant method is more efficient than usual audit approaches
by analyzing its theoretical complexity and the runtime fig-
ures obtained by a proof of concept.

1. Introduction

An audit is independent, unbiased analysis of the activ-
ity of the system. The goal of an audit is to ensure that
the system acted in compliance with the governing policies,
holding sources of misbehavior accountable in case of in-
compliance. Privacy audits constitute a special form of au-
dit where the access and usage of data items are analyzed
against the privacy policy of data providers.

The need for automated, efficient analysis of log trails
is evident in a number of scenarios [3, 12]. The reasons are
two-fold. First, state-of-the-art privacy policy languages en-
compass, together with traditional authorizations, also obli-
gations, i.e. postconditions that must be fulfilled after the
authorization. Because obligations are generally not en-
forceable by execution monitors at runtime [7], the adher-
ence to obligations can only be determined a posteriori by
means of audits [2]. Second, besides providing a mecha-
nism for sound internal control [6], when used at the in-
terface between the system and data providers, the avail-
ability of privacy audits improves the transparency of the
system. Consequently, knowing that they can obtain infor-
mation about the usage of released data, data providers fell
more confident when interacting and releasing personal in-
formation to enterprises. Both cases anticipate an authentic
audit trail recording the execution of the system. To this

end, secure logging mechanisms are used [1].
Despite their raising relevance for enterprise computing,

to-date privacy audits are at best semi-automated [3]. Stud-
ies show the implications of manual steps in audits, demon-
strating that the examination of simple audit trails may take
months to be completed [13]. Manual steps are not only
time consuming, they are also sources of errors eventually
undermining the whole audit process and its findings.

Contribution.This paper presents a novel approach for au-
tomated privacy audits based on pruning. Instead of op-
erating on raw, sequentially recorded log data, log files
are transformed into tree representations in a preprocessing
step. These trees borrow their hierarchical structure from
partial orders used to characterize the objects and subjects
in state-of-the-art policy languages based on XML dialects,
such as E-P3P [4] and ExPDT [8]. Taking a tree and the
corresponding privacy policy, the privacy audit successively
prunes the tree, removing the nodes (and their child nodes)
that are compliant with the policy rules and leaving those
nodes that are incompliant. The remaining tree thus com-
prises the policy violations found during the audit, whereas
an empty tree means that no violation has been detected.

Analyzing the complexity of privacy audits based on
pruning, this paper also demonstrates this approach is ef-
ficient. Specifically, although the proposed audit algorithm
has a quadratic complexity with the number of entries in
the audit trail, asymptotically, it exhibits an almost linear
growth for sizes of audit trails found in the practice up to
1000K entries per user.

Based on this analysis, this paper also investigates the
relationship between the efficiency of pruning audit and the
complexity of the tree structure of audit trails, as well as
the relationship between the efficiency of pruning audit and
the number and kind of policy rules by which audit is pa-
rameterized. Regarding the complexity tree structure, more
detailed hierarchies of subjects and objects lead to faster
audits. Regarding the influence rules, the inclusion of new
rules in the privacy policy leads to a constant increase of the
runtime.

Related work. Approaches to audit are distinguished be-



tweenonline andoffline modes: the former is carried out
during the execution of the system in an event-driven man-
ner; the latter is performed a posteriori, taking a truncated
audit trail and analyzing it against the policies while the
system still runs. While being distinct in their practical ap-
plication, both approaches are theoretically equivalent with
regard to the kind of policy violations they detect.

Roger et al. [11] present an approach in the online mode.
Compared to the approach presented in this paper, their
approach does not consider policies encompassing obliga-
tions. Moreover, audit is carried out online, thereby con-
trasting to the pruning-based audit, which are carried out
offline. Other approaches for online audits are found in the
intrusion detection community [9]. However, this setting
differs considerably from the privacy setting, in particular
with regard to the granularity level of policies.

Approaches to offline audit are presented in EPAL [4]
and by Accorsi [2]. EPAL presents an integrated method
for specifying privacy policies and audit the execution of
the system with regard to these policies. However, the way
audits are carried out is not defined in EPAL’s documenta-
tion, rendering a detailed comparison impossible. In [2],
Accorsi defines an approach for automated offline audits
based on counterexamples. Similar to model checking, the
rationale is to search the audit trail for counterexamples for
the validity of a policy, thereby seeking to optimize the au-
dit. This approach disregards the structure of audit trail, so
that it must traverse the whole audit trails in searching for
counterexample instances.

Structure.The remainder of this paper is structured as fol-
lows: §2 lays down the basis for the pruning algorithm,
which is presented in§3. The efficiency of the algorithm
is analyzed in§4. §5 closes the paper, providing an outlook
for further research directions.

2. Assumptions and System Building Blocks

The approach proposed in this paper assumes that data
providers, also referred to as “individuals”, interact with
systems, releasing data items (objects). The context in
which this happens is called the “scenario”. Subjects within
the system then access these data items for a particular pur-
pose. To protect collected data items against misuse, indi-
viduals formulate privacy policies in form of a rule set that
stipulates the conditions upon which subjects are allowed to
access objects and the obligations that are due in doing so.
Privacy policies thus define the set ofmanaged data items,
i.e. data items in the scope of the rules of the privacy policy.

The activity of all subjects within the system are
recorded as events in a log file. Here, it is assumed thatev-
ery action on managed data items is recorded consistently,
so that audits are parameterized by complete audit trails en-
compassing all the relevant events.

Figure 1. System components and interplay.

In order to force consistent referencing of subjects and
objects, we assume that an environment is built before en-
tries are appended to log files. This environment encom-
passes all data items and actors within the given scenario.
The aim should be to model the concrete scenario as exact
as possible, to get reliable results concerning rule violations.

The resultant audit model consists of four parts, whose
interplay is depicted in Fig. 1. Theenvironmentcomponent
creates the domain, where not only subjects and objects are
defined, but also several additional attributes subjects may
exhibit, such as the purpose or the role the subject holds.
This information is used whilelogging data to specify the
structure of valid log entries (ensure all needed information
is provided).Privacy policiesgive guidelines for accessing
data items and are defined according to the environment.
The level of detail of this policy depends on the expressive
power of the policy language. We assume policies consist-
ing of a set of rules, each formulating an authorization. The
information provided by the environment, log files and poli-
cies are then combined in theauditcomponent to determine
whether the system acts in compliance with the policy rules.

2.1. The Environment Definition

The environment definition stipulates the sets of valid
objects and subjects. Subjects and objects allow for some
categorization and can be assigned to classes including spe-
cific characteristics and having a hierarchical correlation
among each other. Thus both object-classes and subject-
classes can be respectively described as a tree with a single
root (subjector object). Fig. 2 shows an exemplary subject-
hierarchy, including some attributes. Possible instances for
this hierarchy are:

subject1(class: rfid)
subject2(class: thread)
subject3(class: ex_monitor)

The use of classes ensures that every subject or object ap-
pearing has specified attributes depending on its class. The
use of classes also allows a more flexible way to define pol-
icy rules, as groups of subjects or objects can be addressed
as a whole. For example, the expression



Figure 2. Example of a subject (above) and
object (below) hierarchy.

allow(read, sensor, ...)

applies to all the instances of sensor, e.g. camera and RFID.
For every individual, a separate, complete object-

hierarchy containing all user-specific data has to be stored.
Data objects are distinguished betweenstaticanddynamic
data objects. Static data items are those that do not or only
marginally change along time (e.g. profile of an individual);
dynamic data objects only exist during the interaction with
the system (e.g. click-stream). This distinction facilitates
the definition of policy rules. Fig. 2 depicts an extended ob-
ject hierarchy considering static and dynamic data objects.

Given this, concrete attributes can be specified, e.g.:

<definitions>
<individual>

<attrib>pers_number</attrib>
</individual>

</definitions>

The subject and object hierarchies together with the at-
tributes of the individual are stored in a single XML-file.
This file describes the sum of type-definitions made for the
model as a whole. In a second step, concrete individuals
and instances of subject classes can be defined. For this, ev-
ery class has to offer a unique ID, which instances can refer
to. This is done by assigning every node in each hierarchy
a combined key, consisting of the values for his pre-order
and post-order within the tree. XSLT can be used to do
the key-assigning and to store the subject and object hier-
archies in a separate file. To complete the definition of the

scenario variables, all possible roles and purposes for later
rule definitions have to be defined. One possible environ-
ment definition could be:

<environment>
<individuals>

<individual id=‘‘1‘‘ name=‘‘phil‘‘>
<object>

<profile>
<address>

<zip> 79098 </zip>
<country> Germany </country>

</address>
<finance>

<account no>2853721 </account no>
</finance>

</profile>
</object>

</individual>
<individual id=‘‘2‘‘ name=‘‘gus‘‘>

<object>
...
</object>

<individual>
</individuals>

<subjects>
<subject id=‘‘1‘‘ h=‘‘1‘‘ n=‘‘7‘‘>

<name>Workstation01</name>
<attrib>

<ip> 186.44.211.34 </ip>
</attrib>

</subject>
<subject id=‘‘2‘‘ h=‘‘3‘‘ n=‘‘4‘‘>

<name>RFID Sensor01</name>
</subject>

</subjects>

<roles>
<role>administrator</role>
<role>clerk</role>

</roles>

<purposes>
<purpose>statistics</purpose>
<purpose>billing</purpose>
<purpose>data retention</purpose>

</purposes>

</environment>

Parts in italic stand for free input, the rest is enforced by
the XML-schema to form a valid environment definition.

2.2. Privacy Policies Definition

Privacy policies characterize the set of managed data
items for each individual. To do so, privacy policies en-
compass rules that define which subject has which access to
what object and the preconditions and postconditions that
must be met to do so. Preconditions are calledprovisions
and postconditionsobligations.

The approach proposed in this paper works with any pol-
icy language based on XML, as long as it does not allow too
complex obligations. For the sake of simplicity, the presen-
tation below includes obligations defining access notifica-
tion and deletion of accessed data items within a fixed time
interval. Obligations concerning periodically repeated ac-
tions in future, for example, cannot be handled. Concretely,



<Policy> := <Rule> | <Rule>, <Policy>
<Rule> := (<Authorisation>; <Provision>;

<Obligation>)
<Authorisation> := <Subj>, <Obj>, <Right>
<Provision> := no_prov | <Atom_Prov> |

<Atom_Prov> && <Provision>
<Atom_Prov> := role == <Role> |

purpose == <Purpose> |
<Obj> == <Value>

<Obligation> := <no_oblig | <Atom_Oblig> |
<Atom_Oblig> && <Obligation>

<Atom_Oblig> := delete within <Nat> days |
notify within <Nat> days

<Right> := read | write | collect |
execute <Cmd>

<policy>
<rule>

<authorisation>
<subject h="3" n=4/>
<object h="1" n="7"/>
<right acton="READ"/>

</authorisation>

<provision type="ROLE">
<role>3</role>

</provision>

<provision type="PURPOSE">
<purpose>8</purpose>

</provision>

<provision type="CONSTRAINT">
<field>IP-Address</field>
<value>144.43.76.122</value>

</provision>

<obligation type="DELETE">
<days>10</days>

</obligation>

<obligation type="NOTIFY">
<days>1</days>

</obligation>
</Rule>

</Policy>

Figure 3. BNF for the policy language (above)
and an exemplary policy (below).

Fig. 3 depicts the BNF of the policy language we employ as
well as an example of privacy policy.

Two aspects of this policy language must be emphasized.
First, while object and subjects are organized in hierarchies,
roles and purposes are not, so that only the equality operator
is applicable for these preconditions. Second, the policy
language assumes adefault-denyruling. This means that
every action that has not been allowed explicitly by a policy
rule is automatically denied.

To represent this policy-language in XML, a schema is
needed that validates a given XML file as a well-formed
privacy policy, i.e. one that adhered to the BNF in Fig. 3.
XML-Schema is not applicable for this policy language,
for it cannot handle nondeterministic structures. This is
required, as provisions differ in their structure (constraint-
provisions, i.e. those defining constraints on subject at-

<history>
<entries>

<entry action="GRANT" time="1385345" type="READ"
subject_id="5" suject_h="1" subject_n="7"
object_h="5" object_n="4"
role="2" purpose="1"/>

<entry action="DENY" time="1385387" type="WRITE"
subject_id="34" suject_h="2" subject_n="10"
object_h="1" object_n="18"
role="8" purpose="3"/>

</entries>
</history>

Figure 4. Excerpt of a log file.

tributes vs. simple provisions, i.e. those merely requiring
a role or purpose). This problem can be circumvented by
other schema languages, e.g. RelaxNG.

2.3. Logging Events

For a correct audit a complete logging of all occurred
events is essential. In this context, it is assumed that ev-
ery subject acts within a certain role and has one or more
purposes. Every log entry has to provide information about
the concrete subject, the class, role and the data object it
accessed and for which purpose. Basically, there are two
types of log entries: either an entry represents the execu-
tion of an action or it reports the denial of an action. This
is distinguished byGRANTand DENY. Further, it is as-
sumed that the log entries of each individual are stored in
a separate file, which have to be protected against unautho-
rized manipulation. (See [1] for an approach to protecting
log data against manipulation.) Fig. 4 shows an excerpt of
a possible log file, whose entries are represented in XML.

3. Conducting Privacy Audits

This section focuses on the pruning algorithms responsi-
ble for the execution of privacy audits audits.

The pruning audit is carried out in two steps, as depicted
in Fig. 5. The first step is a preprocessing one, transforming
the log file into a tree structure. The second step consists of
pruning the resultant tree according to the policies.

The execution of the first step considers the following
parameters.

• r, the number of policy-rules

• n, the number of log-entries

• h, the height of the object-hierarchy

• m, the number of child-nodes on average per object-
node within the object-hierarchy

• k, the number of object-classes (derived fromh andm)



Figure 5. Structure of the audit component.

• s, the number of subject-instances

• p, the number of provisions per rule

• c, the number of constraint-provisions per rule

• o, the number of obligations per rule

The first step transforms the log file into a tree-like data
structure. The resultant tree is called “action-tree”. In de-
tail a tree representing the object-hierarchy is taken to then
place the log entries at the corresponding nodes, where
nodes denote object classes. As every log entry keeps the
information about the object-class it applies to, this can be
done for all log entries. Considering the given parameters,
this is done inO(h*n) steps. Becauseh does not depend on
n, this is actually linear time. To this end, Alg. 1 defines a
divide-and-conquer (D&C) approach.

The algorithm recursively calls the function ACTION-
TREE. Within every callOcurrent is the actually processed
node within the object hierarchy.Ecurrent stands for the re-
maining Log-Entries. The function PRINT is used to write
output. Alg. 1 then decides which log entries belong to the
actual node and respectively to his child nodes. Depending
on this mapping,Ecurrent is partitioned using the function
PARTITION. MENTRIES(x) returns the corresponding parti-
tion for nodex created inPARTITION. At first the algorithm
creates an opening tag forOcurrent , then it writes out all
corresponding log entries usingMENTRIES(Ocurrent). In
the next step it recursively calls the function ACTION-TREE

for every child node whereas the belonging partition is pro-
vided additionally. Once every node in the object hierarchy
has been observed, the algorithm stops and outputs the ac-
tion tree. To do so, the algorithm has to be started with the
root node of the object hierarchy and the complete log file
as initial inputs.

The use of pre-order and post-order values to index the
nodes within the object hierarchy enables the algorithm to
decide, in every step, which entries correspond to which
child node or its successors while partitioning the actual en-
try list. Without this indexing, the algorithm would have
to observe the subject hierarchy to gain this information.

Algorithm 1 Action-Tree Transformation
1: function ACTION-TREE(Ocurrent , Ecurrent )
2: PRINT(< Ocurrent >);
3: PARTITION(Ecurrent );
4: PRINT(MENTRIES(Ocurrent ));
5: for all Onew in CHILD(Ocurrent ) do
6: ACTION-TREE(Onew , MENTRIES(Ocurrent ));
7: end for
8: PRINT(< /Ocurrent >);
9: end function

10: ACTION-TREE(rootNode(ObjectHierarchy), LogFile);

11: . PARTITION distributesEcurrent among the actual
nodeOcurrent and its child nodes.

12: . MENTRIES provides the corresponding partition of
Ecurrent generated byPARTITION.

<object h="0" n="11">
<object h="1" n="5">

<events>
<entry action="DENY" time="10001" type="READ"

subj_id="2" subj_h="2" subj_n="2"
object_h="1" object_n="4"
role="1" purpose="10"/>

<entry action="GRANT" time="10006" type="READ"
subj_id="2" subj_h="1" subj_n="2"
object_h="1" object_n="4"
role="2" purpose="4"/>

</events>
<object h="2" n="1">

<events>
...

</events>
...

</object>
...

</object>
...

</object>

Figure 6. Example of an action-tree.

So, even if no entries match the currently processed node,
the input set can be subdivided and propagated to the child
nodes. This transformation is thus performed inO(h ∗ n).
Using a D&C approach eases the adoption of the algorithm
to concrete tree-traversal languages, such as XSLT. The use
of XSLT has, however, a downside: due to several technical
restrictions with regard to the treatment of variables, XSLT
downgrades the the runtime toO(h*m*n). This is still linear
in time, but it worsens the runtime by a factor ofm. Fig. 6
depicts an excerpt of an action tree generated by Alg. 1.

The second step of the audit is the pruning. In this
step, all the allowed actions are removed (pruned) from the
tree, leaving a rest which exactly corresponds to the sum
of all rule violations. To this end, we propose an algorithm
which sequentially processes all rules within the policy and
searches for the node in the action tree corresponding to
the referenced object class in the rule. For a balanced tree



Algorithm 2 Pruning
1: for all rulesR in policy do
2: Objmatch ← FINDOBJ(r.object);
3: for all entriesE in Objmatch do
4: if E matches withR then
5: violation← CHECKTRIVIAL COND;
6: for all constraint-provisionsC do
7: check← false;
8: S ← SEARCHSUBJECT;
9: check ← CHECKCONSTRAINT(S, C);

10: if not checkthen
11: violation← true;
12: end if
13: end for
14: for all obligationsO do
15: check← false;
16: for all successors ofE do
17: check ← ISOBLIGATION ;
18: if ckeckthen
19: break;
20: end if
21: end for
22: if not checkthen
23: violation← true;
24: end if
25: end for
26: if not violationthen
27: PRUNE(E);
28: else
29: MARKASV IOLATION (E);
30: end if
31: end if
32: end for
33: end for

34: . trivial Conditions are role- and purpose-provisions

representing an object hierarchy, the search takes at most
h steps. When this node is found, the actions it comprises
have to be checked against the applicable policy rule. As a
consequence of the default-deny assumption, entries denot-
ing actions not specified in any policy rule are categorized
as violations. The pruning method is defined in Alg. 2.

As mentioned above, the algorithm processes a given
policy rule by rule. It does so by extracting the index of
the referenced object and searching it within the action tree.
This is done by the functionFINDOBJ(index ). After this,
the algorithm checks all log entries contained in the object
nodeObjmatch if they violate some rule conditions.

Assuming that the actions are equally distributed among
the object classes, there aren

k actions within each class.

Hence,n∗(m−1)
mh+1−1

actions have to be processed. (Note thatk

is derived from1−mh+1

1−m ) First, the algorithm checks, if the
log entry found matches with the rule by checking the val-
ues for the type of access and the referenced subject class.
Now, every matching action has to be tested against all crite-
ria specified in the current rule. If an action does not match,
it is not processed further.

In Alg. 2, every provision, except constraint-provisions,
can be checked immediately, as all the fields (attributes) re-
quired for this check are present in the action. The check
of constraint-provisions and obligations is more elaborated.
A constraint provision asks for certain attribute values of
the accessing subject. To check them, this subject must
first be searched in the environment data where all the
subject instances are listed. This is done by the function
SEARCHSUBJECT. Assuming that there ares subject in-
stances within the environment ordered by theirid, it takes
log(s) steps to find a given subject.CHECKCONSTRAINT

then checks whether the subject exhibits the correct value.
Obligations are harder to check, as they ask for certain

log entries to appear in the future corresponding to a per-
formed access. If obligations are present, these actions can
be found amongst the successor actions within the actual
object class. Obligations are limited to the typesNOTIFY

andDELETE, which are attributes of log entries representing
the notification about a fulfilled obligation. For each subse-
quent log entry, a simple attribute value comparison there-
fore suffices, which is carried out by the functionISOBLI -
GATION. As stated above, there aren∗(m−1)

mh+1−1
actions per

object class on average. In the worst case, no obligation
holds. This means that, for every action, all successor ac-
tions have to be checked. This resultsn∗(m−1)

2∗(mh+1−1)
steps for

each obligation on average.
If no violations could be detected along all the checks,

the observed log entry can be pruned, otherwise it is marked
as a violation. By marking a log entry as a rule viola-
tion, further information about the reason(s) can be added.
The functionMARK ASV IOLATION is used for this purpose.
Summing up all the processing steps results to an overall
step countS such thatS(n) = r ∗h∗ n∗(m−1)

(mh+1−1)
∗ ((p− c)+

c ∗ log(s) + o ∗ n∗(m−1)
2∗(mh+1−1)

).
To obtain a more concrete evidence on the behavior of

the algorithm and overall method, the following scenario is
assumed (this scenario is considered to be realistic in indus-
trial audit settings [10]).

1. Object-hierarchies are not arbitrary in their size. Typ-
ical hierarchies do not exceed a height of 6 and an av-
erage child-node-count of 4, so thath = 6 andm = 4.

2. Nodes within the object hierarchy which are not leaves
typically serve just for classification. That is, they do
not contain any actions in the action-tree. Thus, the
search for a certain object class takes exactlyh steps



and the amount of actions within any object class of
interest exceeds. It can be shown that this increase is
characterized by k

k−1 . So, assuming a typical object
hierarchy in the sense of Item 1., the amount of actions
increases by a factor of1.34.

3. Traditionally, a policy rule does not contain more
than2 constraints and1 obligation (see [5]). The fol-
lowing assumes one of these2 provisions is a con-
straint provision, i.e.p = 2 ando = c = 1.

4. A policy containing10 rules is assumed

5. Log files containing up to 1000K entries are assumed.

Based on this setting, the step formula yields
S(n) = 0, 000001∗n2+n∗(ln(s)∗0, 015851+0, 010987).
The value ofln(s) is estimated by 10 (e10 instances). It fol-
lows thatS(n) = 0, 000001 ∗ n2 + 0, 169496 ∗ n. Because
the action tree has to be created before pruning is possible,
the computational effort needed to generate this tree must
be considered. This results in an overall complexity charac-
terized by:S(n) = 0, 000001 ∗ n2 + 6, 169496 ∗ n.

Since we are dealing with the worst case, this is still an
upper bound. According to this formula, the complexity is
in classO(n2). However, the actual steps are much nearer
to a linear function than to a parable for any practical case.
This is indicated by the gradientS′ of S, which isS′(n) =
0, 000002 ∗ n + 6, 169496.

We compare our results to a bisecting line by observing
the ratio of both functions, which is characterized by:
R(n) = 0, 000001 ∗ n + 6, 169496
In particular, it can be seen that the ratio starts with a value
of 6,16946 and increases very slowly. In the case of maxi-
mal 1000K log entries, this value only goes up by 1,00592.
So, we can expect that for practical cases, the steps for car-
rying out an audit is almost linear. Another way to show this
is to compare the step function to a concrete linear function.
In this example we useL(n) = 10 ∗ n for this purpose.
Fig. 7 illustrates this, showing both functions and the point
where they meet.

This is a surprising result, demonstrating the efficiency
of the pruning. Intuitively, one would not expect the step
function scales like in an almost linear manner. However,
it should be noted that this algorithm does not take into ac-
count the intricacies of the implementation.

This can be interesting to determine for example false
positives. Because the audit-result is provided in form of
XML, it is straightforward to transform it in a more readable
representation using, e.g., XSLT. If Alg. 2 is extended by
the collection of violation details, it should be possible to
give a detailed overview of all violations, including a brief
justification of what went wrong and why.

Figure 7. Comparison of S with the linear
function L and a bisecting line.

4. Evaluation

Although the results stated above already indicate the ef-
ficiency of the pruning approach to audit, it would be in-
teresting to compare its step count to another approach to
audit, thereby measure its effectiveness.

We consider the standard algorithm for audit, which se-
quentially traverses a log file and checks, for every entry,
whether any rule is violated. By checking a rule, there
are possibly constraint-provisions and/or obligations which
cannot be tested trivially. For constraint-provisions, the
standard algorithm takes the same number of steps as the
pruning algorithm, i.e.log(s). An obligation requires the
investigation of all subsequent entries within the log file.
This takesn

2 steps on average. Therefore we get a step func-
tion for the standard audit algorithm such that:
S(n) = n ∗ r ∗ (log(s) + n

2 ),
Using the assumptions for industrial cases, this step func-
tion is simplified toS(n) = 5∗n2 +144, 27∗n. Given that,
we now determine the percentage of steps (P) the pruning
approach needs compared to the standard approach, which
results in
P (n) = ( 1,234

n+28,85 + 0, 0000002) ∗ 100
Such aP shows that already for a log file with 95 entries the
pruning approach only needs 1% of the steps the standard
approach does.

Parameter modification. For realistic applications, it is
important to analyze the effect of parameter modifications
to the overall step count. Generally, we are interested in the
gradient of the first derivative of the step functionS(n), for
it shows how fast the step function grows. For this second
derivative, only the factor ofn2 matters. Hence, we separate
this factor by deforming. Additionally we have to add a
factor of 2 for the first derivative. We obtain:
S′′(n) = 2∗h∗r∗(m−1)2

(mh+1−1)∗(2∗mh+1−1)
.

The parameterr, which stands for the number of rules,



Figure 8. The combined factor of h and m,
with x = h, y = m and z serving as factor

can be separated as a single factor. Hence, an increase ofr
causes the difference between the new value forS′′(n) and
the old one increases the same way, i.e. increasing the num-
ber of rules does not lead to an increase of the computa-
tional effort needed to carry out the audit using the pruning
approach, which is a relevant result.

For the parametersm andh, which stand for the num-
ber of object classes and the height of the tree, a bit more of
work has to be done. Due to restricted space, the mathemat-
ical details are omitted. However, it can be shown that the
rise of eitherh or m lead to significantly lower step counts.

Fig. 8 shows how the term h∗(m−1)2

(mh+1−1)∗(2∗mh+1−1)
behaves.

That is, the more complex the hierarchies encoded by the
tree structures are, the more efficient is the audit. Although
we expected some outcome by using hierarchies, the overall
results obtained in this approach are far beyond our expec-
tations. In particular, the gain of efficiency compared to the
standard audit approach is significant. To take advantage of
this, it is recommended to build a detailed object hierarchy
at the definition of an environment.

5. Conclusion and Outlook

This paper presents a novel approach to automated au-
dits based on the pruning of log data organized as trees in
form of XML documents. The audit consists in removing
the nodes that are compliant with the policy, so that the re-
maining tree encompasses the violations of the policy. Be-

sides presenting the method, this paper demonstrates that it
is more efficient than usual audit approaches.

Nevertheless, this is just the first step in investigating
efficient audit algorithms and several interesting issues re-
main to be examined. These issues are both of theoretical
and practical nature. On the theoretical side, we still need
to demonstrate the correctness of the pruning algorithm. On
the practical side, it would be worthwhile to carry out case
studies with real datasets, thereby showing the adequacy
of the pruning method in practical systems. Specifically,
it has to be studied how the proposed algorithm can be
implemented without a significant complexity worsening.
Although there are languages specialized for operating on
trees, there are some difficulties to overcome in some cases,
for example the lack of flexible variable handling in XSLT
(once a value has been assigned to a variable, it cannot be
changed anymore). We implemented the pruning algorithm
using XSLT, but this led to substantial worse results. In this
case, the choice for other languages, such as XQuery, may
be more convenient. This requires further analysis, though.
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[8] M. K ähmer and M. Gilliot. Extended privacy definition tool.
In MKWI, LNI. Springer, 2008.

[9] T. Lunt. Automated audit trail analysis and intrusion detec-
tion: A survey. In11th CSC, 1988.

[10] P. Maier. Audit and Trace Log Management. Auerbach,
2006.

[11] M. Roger and J. Goubault-Larrecq. Log auditing through
model-checking. InCSFW, pp. 220–235. IEEE, 2001.

[12] S. Sackmann, M. K̈ahmer, M. Gilliot, and L. Lowis. A
classification model for automating compliance. InCEC08,
IEEE, 2008.

[13] P. Waterfield and J. Casey. The governance of compliance:
Putting policies into practice. Yankee Report, April 2005.


