Chapter 1

FORENSIC LEAK DETECTION FOR
BUSINESS PROCESS MODELS

Rafael Accorsi and Claus Wonnemann

Abstract  This paper presents a formal forensic technique based on information
flow analysis to detect leaks in business processes models. The approach
can be uniformly applied both for the analysis of process specifications
and of the log files generated during processes’ execution. Specifically,
the special Petri net dialect |IFnet provides a common basis for the for-
malization of isolation properties, the representation of business process
specifications and their analysis. Focusing on the analysis of business
process models, this paper illustrates the approach using a process from
the eHealth setting.
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1. Introduction

Forensic techniques for enterprise environments focus on the appli-
cation layer, e.g. servers and browsers, and on the technical layer, e.g.
virtual machines and operating systems. With the wide adoption of busi-
ness process for automated enterprise operation, there is a substantial
need to obtain business layer evidence. Indeed, up to 70% of the pro-
cesses, including the core processes to manage ERP systems, customer-
relationship and supply-chain, are operated in a fully automated man-
ner. In contrast to the application and technical layers, tool support for
business process forensics is missing.

Here, forensic auditors must gather evidence as to whether a pro-
cess exhibits data and information leaks [11]. Specifically, they must
demonstrate, on the one hand, the absence of harmful data flows across
different enterprise domains. One the other hand, they might need to
demonstrate that there has been no information flow over “covert chan-
nels”. Overall, demonstrating these properties is necessary to corrobo-
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Figure 1. Approach for the formal analysis of business processes.

rate compliance with isolation properties [16] and its various instances
in enterprise settings, e.g. Chinese wall [8] and separation of duties [6].

There are two complementary cases in which forensic auditors would
enormously profit from automated tool support to gather such evidence.
First, in the analysis of business process (BP) specifications. Second,
in the automated analysis of the log files recording the execution of BP.
The former is important as a means to demonstrate that a process allows
for a leak; the latter is important to detect which leaks actually took
place. Moreover, automated techniques are essential in highly flexible
environments, such as Clouds and service networks, in which instances of
the workflow may deliberately deviate from the original BP specification
in a particular execution (so-called “multitenancy”).

This paper presents a well-founded, formal forensic technique that
serves as a uniform basis for leak detection in both BP specifications and
log files. Fig. 1 depicts the overall setting. Our technique employs a Petri
net-based meta-model, the IFnet, as a formal underpinning tailored for
the representation and leak detection analysis of BP. BP specifications
are automatically translated into IFnet models (Arrow 1) [3]. Alterna-
tively, process reconstruction techniques [25] are applied to mine IFnet
models from business processes logs (Arrow 2). Given the representa-
tion of processes as IFnet models and isolation properties also expressed
as Petri net patterns, information flow analysis based on Petri nets [9]
is employed to detect data and information leaks (Arrow 3), thereby
generating the corresponding evidence.

The use of a Petri net-based meta-model offers three advantages: first,
it provides a uniform modeling formalism for a plethora of BP specifi-
cation languages, such as BPMN, BPEL and EPC; second, it allows the
well-founded formalization of structural isolation properties as Petri net
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patterns [9]; and third, it provides a sound basis for the efficient iso-
lation analysis, which boils down to determining whether a Petri net
encompasses a leak pattern [13]. Moreover, the graphical notation and
similarity with BP specification makes the approach suitable for the
practical use for enterprise forensics.

Related work. The enterprise meta-model gives an abstraction to
classify the previous work on the business process forensics. The model
consists of three layers: the business layer contains BP specifications and
business objects. The application layer provides for data objects and
services. The technical layer contains software and hardware for service
operation, i.e. the databases, operating systems and virtual machines.

Forensic techniques focus on the application and technical layers.
Techniques for the application layer fall into the scope of network foren-
sics [20], focusing on the choreography and usage of distributed web
services [17]. Gunestas et al. introduce “forensic web services” that
can securely maintain transaction records between web services [14].
Chandrasekaran et al. develop techniques for inferring sources of data
leaks in document management systems [10]. The technical layer is the
traditional terrain of computer forensics. In database systems, foren-
sics attempt to detect, e.g., leaks in query answering [7], tampering
attempts [19] and measure retention [22]. New aspects arise from the
increasing virtualization of operating system abstractions [5], as well as
the live evidence acquisition [15].

For the business layer, there are tools to analyze structural properties
of the BP [1, 26], but no tools are available to obtain evidence on isolation
properties. Focusing solely on data flows, Accorsi and Wonnemann [2]
provide a forensic approach for log analysis based on propagation graphs
(denoting how data items spread in the system). Sun et al. [23] provide a
method for reasoning data flows and BP but do not relate it to security.
Trcka et al. [24] provides a number of anti-patterns (formalized in Petri
nets) which denote data flow flaws, but are not related to isolation or
security. Atluri et al. [4] provide a model for the analysis of Chinese wall
policies but do not address the detection of leaks.

Covert channels are channels not intended to transfer information
but misused to this end [16]. While relevant for isolation properties [18],
covert channels do not lie into the scope of forensic analysis of BP. The
approach proposed in this paper aims to bridge this gap and provide
powerful, automated tools for the BP analysis of both data and infor-
mation flows.

Paper structure. §1.2 provides an overview of the approach. §1.3

presents the Petri net-based meta-model employed to model BP and
isolation properties, as well as the verification procedures. This is illus-
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Figure 2. Security levels and leaks.

trated with a running example. §1.4 summarizes the paper and indicates
possible extensions.

2. Approach Overview

There are two causes for leaks: Data flows characterize the direct
access to pieces of data over legitimate channels, e.g. a request that
circumvents the execution monitor and violates an access control policy.
Information flows denote the indirect access of information over covert
channels, which allow an attacker to derive confidential information.

The approach this paper presents aims to detect leaks that may arise
from the interaction of different subjects with BP. In its simplest from,
the abstract system model considers subjects s separated into two secu-
rity classes (with regard to a particular object o): high for those able
to access o, low for those that cannot access o. Subjects in both classes
may interact with the BP. An information leak happens when a “low”
subject obtains information meant to be only visible to “high” subjects.

Fig. 2 depicts this setting. Formally, this model integrates mandatory
access control [21] with information flow control [12]. The solid arrows
denote the legitimate data flows. Within a security level, subjects may
read and write to objects in that level. Besides that, high subjects s,
may read lower level objects o; (Arrow 1) and low subjects s; may write
high objects o, (Arrow 2). Forbidden data flows, denoted as dashed
arrows, are those in which high subjects write low objects (write down)
and those in which low subjects read high objects (read up). Further, the
low subjects may perform observations and, knowing the operation of
the BP, combine this information to derive classified information. This
denotes an interference.

Leak detection. The approach to detect such leaks in BP encompasses
three steps, as depicted in Fig 1. First, BP specifications or, alterna-
tively, logs are translated into IFnet models suitable for the specification
and analysis of isolation properties. In the second step, the resultant
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<sequence name="main">
<empty name="Enter_Patient_ID"/>
<switch name="Switch_1">

Open Update Close <case>
Patient Patient Patient <sequence>
Record Record Record <empty name="Open_Patient_Record"/>

Correct

Enter <empty name="Update Patient_ Record"/>
N <empty name="Close Patient_ Record"/>
Pa::)ent ‘ </sequence>
</case>
Issue . <otherwise>
. <empty name="Issue Warning"/>
Incorrect Warning </otherwise>
</switch>
</sequence>
(a) (b)

Figure 3. Update Patient Record process model and its BPEL specification

IFnet model is labeled with security levels “high” and “low” for the sub-
sequent analysis. With Petri net patterns capturing illegal data and
information flows, algorithms detect whether the patterns are active,
i.e. reachable in the net representing the BP.

Running example. Fig. 3 presents the “Update Patient Record” BP
and the corresponding BPEL code, which acts as a running example be-
low. Albeit simple, it is a central fragment that recurs in several of the
hospital’s information systems, e.g. for accounting, medical treatment
and billing. It consists of five activities (boxes) and an exclusive choice
(x-diamond) that denotes an if-statement. The goal of the forensic anal-
ysis is to detect whether this BP leaks information and, if so, over which
channels this happens.

The choice for an eHealth scenario is interesting insofar as it is a
setting in which strict confidentiality requirements hold, e.g. HIPAA
privacy rules for electronic health records. Moreover, due to the nec-
essary interconnection of different parties, e.g. hospitals, laboratories,
and pharmacies, business processes play a relevant role for automation.
Since each party has a difference clearance with regard to the data they
can access, analyzing these processes is important.

3. The Approach and its Components

This section presents the main components of the approach an illus-
trates each component with the running example presented in §1.2.
3.1 IFnet and Translations

The IFnet is an extension of (colored) Petri nets tailored for the spec-
ification and analysis of isolation properties in BP. Due to space con-
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straints, this paper provides only a brief introduction to IFnet. See [3]
for details.

Petri nets. This section introduces Colored Petri Net (CPN), on top
of which IFnet is defined. CPN generalizes standard Petri net to support
distinguishable tokens and which is used as the basis for the IFnet. Fol-
lowing the standard terminology, tokens are distinguished by their color,
which is an identifier from the universe C of token colors.

A CPN is a tuple N = (P,T,F,C,1,0), where P is a finite set of
places, T is a finite set of transitions such that PNT = 0, and ' C
(P xT)U(T x P) is a set of directed arcs, called the flow relation.
Let z,y € (PUT), xFy denotes that there is an arc from z to y. The
functions C, I and O define the capacity of places and the input and
output of transitions, respectively:

m  The capacity function C' defines the number of tokens a place can
hold at a time: C' € P — N.

m The input function I defines for each transition ¢, each place ¢ with
1F't and each token color ¢ the number of tokens that is expected:
IleTxPxC—N.

m The output function O defines for each transition ¢, each place o
with ¢Fo and each token color ¢ the number of produced tokens:
OeT xPxC—N.

A place contains zero or more tokens. The marking (or state) is
the distribution of tokens over places. A marking M is a bag over the
Cartesian product of the set of places and the set of token colors, i.e.
a function from P x C to the natural numbers: M € P xC — N. A
partial ordering is defined to compare states with regard to the number
of tokens in places. For any two states M7 and My, My < M, iff for
all p € P and for all ¢ € C: Mi(p,c) < Ma(p,c). The sum of two bags
(M; + M), the difference (M; — M) and the presence of an element in
a bag (a € Mj) are defined in a straightforward way. A marked CPN
is a pair (N, M), where N = (P,T,F,C,1,0) is a CPN and M is a bag
over P x C denoting the marking of the net.

Elements of P U T are called nodes. A node z is an input node of
another node y iff there is a directed arc from z to y (i.e. xFy). Node z

N
is an output node of y iff yFz. For any x € PUT, @ x = {y | yFz} and

N . . o s
x o= {y | xFy}; the superscript N can be omitted if it is clear from the
context.
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The number of tokens may change during the execution of the net.
Transitions are the active components in a CPN. They change the state
of the net according to the following firing rule:

1 A transition t € T is enabled in state M7 iff each input place
contains sufficiently many tokens of each color and each output
place has sufficient capacity to contain the output tokens:

m Vicet,VeeC:I(ti,c) < M(ic)and
m Yocte:) -O(to,c)+ ) ccMi(oc)<Clo).

2 An enabled transition may fire. If transition ¢ fires, then ¢ con-
sumes the designated number of tokens from each of its input
places and produces the designated number of tokens for each of
its output places. Firing of transition ¢ in state M results in some
state My which is defined as follows:

m Vicet,VeeC: My(i,c) = M(i,c) — I(t,i,c) and
m Yocte VeeC: Myo,c) = M(o,c)+ O(t,o,c) and
m Vpe P\ (ot +te),YeceC: My(p,c) = M(p,c).

Given a CPN N and a state M7, the following notation is defined:

s M, LN Ms: transition t is enabled in M7 and firing ¢ in M- results
in state M.

m M7 — Ms: there is a transition ¢t such that M; _t, M.

s M, -5 M,: the firing sequence o = titots...t,,—1 from state M;
leads to state M, via a (possibly empty) set of intermediate states

. t t tn—1
MQ,...,Mn,h l1.e. M1 —1> M2 —2> == Mn

M,, is reachable from M, (notation M; —— M,) iff there is a firing
sequence ¢ so that M; — M,. The empty firing sequence is also

allowed, i.e. My 5 Mj. The set of states reachable from state M; is
denoted [M;].

IFnet extension. IFnet refines CPN by adding constructs required for
BP modeling and IF analysis. An IFnet models BP activities through
transitions and data items (including documents, messages, variables)
through tokens. Tokens with color black (“black tokens”) have a special
status. They do not stand for data items but indicate the triggering and
termination of activities. The set of colored tokens (i.e. tokens that are
not black) is denoted Cc, i.e. Cc = C \ {black}.



Formally, an IFnet is a tuple N = ((P,T,F,C,1,0),5y,A,G, Lsc),
where (P, T, F,C,1,0) is a CPN and the further elements are as follows:

m The function Sy assigns transitions subjects from a set U: Sy €
T — U. A subject denotes the acting entity on which behalf a
corresponding BP activity is performed.

m The function A defines whether a transition ¢ reads or writes an
input datum i € ot: A € T x Cc — {read, write}.

m The function G assigns predicates (guards) to transitions: G €
T — P¢, where P denotes the set of predicates over colored to-
kens. A predicate evaluates to either true or false and is denoted,
for instance, p(red, green), where p is the name of the predicate
and the identifiers in brackets indicate the tokens needed for its
evaluation. For an enabled transition to fire, its guard must eval-
uate to true.

m  The function Lg¢ assigns security labels to transitions and colored
tokens: Lge € T'UC. — SC. SC is a finite set of security labels
which forms a lattice under the relation <. Every set SC contains
an additional element unlabeled, which denotes that a transition
or token does not hold a label.

Furthermore, an IFnet must meet the following structural conditions
(we refrain from a formal definition here for simplicity). The first two
conditions ensure that a BP has defined start and end points. The third
condition prevents that there are “dangling” transitions or activities
which do not contribute to the processing of the BP. The fourth condition
requires transitions to signal their triggering and termination through
black tokens. The last condition ensures that data items are passed
through the BP according to the transitions.

Translation to IFnet models. The translation from BP specifications
to IFnet models occurs automatically for BP specified in BPMN and
BPEL. It consists of two steps: first, the structure of the process is
translated in a IFnet model. Subsequently, the net is labeled for analy-
sis, i.e. activities, places and resources are annotated with security labels
(“high” and “low”). While the first step runs in a fully automated man-
ner, for the latter we developed a number of strategies to automatically
derive the labels. Below we show one strategy for the running example.

Labeling strategy and running example. A useful, fully-automa-
ted labeling strategy consists of “unfolding” an IFnet model as a means
to investigate the interaction of two subjects (one each “high” and “low”)
with the BP. Formally, for a marked Petri net (N, M) = (P, T, F), M)
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and a resource relation D, the corresponding IFnet is a tuple (P, U Py U
Pp, T; UTy, Fr, U Fpgp U Fp, Mp, + Mg —i—Mp) where:

» ((Pp,T1,FL), M) corresponds to the net ((P,T,F), M).

» ((Py,Ty,Fg), Mp) is an equivalent net to ((Pr, T, Fr,), M1,) with
its elements renamed for distinction. The function Y7, .7, :
T;, — Ty maps the transitions from 77 to their counterparts
inTy.

m  Pp is a set of places which model the blocking of resources. There
exists exactly one p € Pp for each pair (¢g,t;) € D. The function
Y p,—p : Pp — D maps the places from Pp to the corresponding
pair of transitions in 7" (and therewith in 77).

m Mp denotes the initial marking of places Pp. Mp marks each
p € Pp with exactly one token.

m  Fp denotes the arcs which connect the places in P to the blocking
and releasing transitions in 77, and Ty. For each p € Pp with
Y p,—p(p) = (to,t1) it contains the following arcs:

— (p,to) denotes the blocking of the resource modeled by p
through transition ¢g.

— (t1,p) denotes the release of that resource by transition ¢;.

— (p, Y1, —1y (to)) denotes the blocking of resource p through
the transition in Ty which corresponds to tg.

— (Y7, -1y (t1),p) denotes the corresponding release of the re-
source.

This strategy, as well other strategies to obtain labels from access
control lists and role-based access control policies, has been mechanized.
Fig. 4 depicts the IFnet obtained from the BP in Fig. 3. The record is a
resource shared by both the high subject (upper part of the net) and the
low subject (lower part). The resultant IFnet is the subject of analysis.

3.2 Isolation Policies

Isolation policies formalize confidentiality properties. These are safety
properties denoting leaks that shall not happen between the high and
the low subjects (see Fig. 2). In our approach, these properties are cap-
tured using IFnet patterns. Below we demonstrate patterns that capture
data flow and information flow violations. It is important to notice that
these patterns stand for extensional policies, i.e. policies that capture
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ID_incorrect(H)

ID_correct(H) Open(H) Update(H) Close(H)

ID_incorrect(L) Issue Warning(L)

Figure 4. |Fnet of the Update Patient Record BP.

leaks independently of the actual BP at hand. This allows us to compile
a library of patterns and, depending on the concrete investigation pur-
pose, flexibly select the patterns. Intensional policies, the counterpart
of extensional policies, capture BP specific properties and would not be
suitable for thorough isolation analysis.

Data flow patterns. These patterns generally capture the direct data
leaks that happen in two situations: first, whenever a high subject writes
on a low-level object; and second, whenever a low subject reads a high-
level object. Correspondingly, the patterns formalize these leaks an IFnet
patterns. As an example, the pattern in Fig. 5(a) formalizes the “write
down” rule: The resource a (grey token) is written by high and then
read by low. If reachable in an IFnet, this denotes a leak.

These policies capture mandatory access control policies over a lattice-
based information flow model. With these policies, our approach can
capture a number of industrial requirements, including Bell-LaPadula
and Chinese wall models, as well as binding and separation of duties.
Although intuitively correct, ongoing work is establishing the formal cor-
respondence between the patterns and the original lattice-based policies.

Information flow patterns. The ideas is to use patterns capture
different interferences between the activities of high and low subjects.
Each interference allows low subjects to derive information about high.
Formally, patterns capture well-founded bisimulation-based information
flow properties specified in terms of process algebra.

Busi and Gorrieri [9] demonstrate the correspondence of some pat-
terns. For example, together, the patterns in Fig. 5(b) and (c) are



Accorsi and Wonnemann 11

Low High Low

S

() (b) (©)

Figure 5. Isolation properties as IFnet patterns.

necessary, albeit apparently not sufficient, to capture the bisimulation-
based non-deducibility property, which prohibits low from deriving any
aspect of high. Intuitively, the place s in Fig. 5(b) stands for a causal
place: whenever high fires an activity, low is able to observe it. The
place s in Fig. 5(c) denotes a conflict place: both high and low compete
for the control flow token in s. If high obtains it, low can derive that
high has performed the corresponding activity. We have designed further
patterns to capture other, both stronger and weaker bisimulation-based
properties. Ongoing work aims at demonstrating equivalence between
patterns and properties based on process algebra.

It is important to note that the non-interference properties capture
possibilistic information leaks, i.e. they indicate BP vulnerabilities that
allow for the derivation of information. Hence, they are weaker than
data leaks, which indicate a concrete illegal data flow. Still, possibilistic
statements are useful for forensic analysts as a means to substantiate a
suspicion, indicating the possible source of an information leak.

3.3 Leak Detection Analysis

With both BP and policies formalized in the IFnet meta-model, the
leak detection algorithms checks whether the policy patterns are reach-
able in the BP model. Focusing on causal and conflict places, this section
overviews the corresponding verification procedure and shows that the
running example exhibits information and data leaks.

Verification procedure. The verification procedure consists of two
steps. The first step checks whether the BP model exhibits a harmful
(here: causal and/or conflict place). If so, the second step determines
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whether the detected places are reachable during an execution of the net.
While the first step is a static check of the net, the second is dynamic
and requires the analysis of the whole “state-space”, i.e. marking graph,
generated by the BP model.

Let us assume that a BP model, i.e. IFnet, M exhibits a causal place s.
The following informally outlines the decision procedure to perform the
dynamic check. First, the marking graph is generated.

1 create the marking list L and add initial marking
2 for each marking m in L

2.1 for each enabled transition ¢

» compute the marking m’ reachable from m by firing ¢
= if m is not in L, add (m/, emptylist) to L
= add to the list associated to m the new pair (¢, m’)

Hence, for each marking in the list, the procedure computes the reach-
able marking of every enabled transition and adds the corresponding pair
to the currently examined marking. When the procedures finds a new
marking, it adds it to the queue to be examined in later cycles.

Given the marking graph, the following procedure detects whether a
causal place is active in this graph.

1 search the graph and select only markings reached by high transi-
tions in the preset s

2 for each such marking m

m create a new marking graph rooted in m and restricted on all
transitions containing s in their postset, i.e. set of outgoing
nodes

m search among its markings for one enabling a low transition
in the postset of s
If found, add s to the list of active causal places.

Intuitively, the procedure traverses the marking graph, trying to find
markings in which the potential causal place s reached by a high tran-
sition and, subsequently, leading to a low transition. If these conditions
are met by s, then it is an active causal place.

The procedure to detect active conflict places is similar and omitted
here due to space constraints. Currently, each pattern requires a special
verification algorithm. Ongoing work generalizes and improves the per-
formance of these algorithms, parameterizing them by policy patterns.
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Running example. The IFnet in Fig. 4 exhibits both data and in-
formation leaks. A data leak violating the policy in Fig. 5(a) happens
when high subjects updates a patient record (first execution of the BP)
and, subsequently, a low subject opens the record. In this case, high has
“written down” and, thus, leaked data to low.

The information leak occurs over the place labeled with “record”.

1 Firing of transition Open(H), the patient record is removed from
the storage place and transition Open(L) is blocked until the token
is returned. Here, the “High” part of the net influences the “Low”
part as it prevents the transition from firing. There is an informa-
tion flow (through a so-called resource exhaustion channel) which
allows the “Low” part to deduce that “High” currently holds the
patient record.

2 Firing of transition Close(H), the token representing the patient
record is returned to its storage place and might be consumed
by transition Open(L). Hence, opening the patient record on the
“Low” side requires its preceding return on the “High” side: this
causality reveals to “Low” the fact that “High” has returned the
record.

Further derivations, e.g. with regard to the time and duration of up-
date, are also possible, however their concrete semantics depends on the
purpose of evidence generation.

4. Summary

This paper presented an approach for the formal forensic analysis
of BP and exemplified its applicability with a simple running example
focusing. The approach presented in the paper is based on IFnet, a meta-
model tailored for the analysis of data and information leaks. While this
paper focused on the evidence generation for existing BP specification,
the approach we put forward is equally applicable for the analysis of log
files generated by BP executions. For this purpose, process reconstruc-
tion algorithms are being investigated to mine IFnet models suitable for
analysis. In particular, we are extending process reconstruction algo-
rithms to produce not only a single model of the process, but a series
of different models, thereby producing forensic tools more suitable to
cope with the multitenancy approach present in cloud and grid environ-
ment. In particular, through the consideration of runtime information,
we expect to be able to analyze other isolation properties based on the
dynamics of the execution.
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