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Abstract. This paper presents BBox, a digital black box to provide for
authentic archiving in distributed systems. Based upon public key cryp-
tography and trusted computing platforms, the BBox employs standard
primitives to ensure the authenticity of records during the transmission
from devices to the collector, as well as during their storage on the collec-
tor and retrieval by auditors. Besides presenting the technical underpin-
nings of the BBox, this paper demonstrates the authenticity guarantees
it ensures and reports on the preliminary deployment figures.
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1 Introduction

The growing number of national and international compliance requirements
emphasizes the importance archiving of business processes transactions, where
records are analyzed as part of an audit to corroborate or refute potential vi-
olations of compliance rules [7]. To this end, authentic records are essential to
guarantee reliable accountability and non-repudation of actions [19].

While the demand for digital black boxes as a means to guarantee the au-
thenticity of records is evident [21], to-date this is realized with ordinary logging
services that record log file entries for the events happening in the system. These
services alone are not sufficient for sound authenticity guarantees [20]. Although
several proposals for secure logging services exist, none of them ensures sufficient
authenticity guarantees for both log data in transit and at rest and, at the same
time, allow the selective disclosure of records to auditors [5].

This paper presents BBox, a digital black box to provide for authentic system
records in distributed systems. Authenticity means on the one hand the integrity
of records and, on the other, their confidentiality . While integrity is an indis-
putable requirement, the importance of confidentiality stems largely from the
context within which the BBox is employed. Generally, it is simply unreasonable
to store entries in clear, even though this complicates the log files search [28].
For these requirements, the BBox addresses the collection, the transmission, the
storage and the retrieval of records. Among others, the BBox guarantees:

– Reliable data origin. Only events sent by authorized devices are recorded in
log files. Provenance information is stored in log entries for further investi-
gation as a kind of hearsay statement, ensuring liability and accountability.
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– Tamper-evident storage. Through the use of hash chains, log entries are
stored in a way that tampering attempts, such as adding counterfeit entries
or modifying the payload of legitimate entries, can be detected by a verifier.

– Encrypted records. Records are not stored in clear-text, but encrypted with
a unique, evolving key, thereby providing for forward secrecy : if an attacker
surreptitiously obtains the key of some entry, this attacker cannot deduce
the keys used to encrypt the previous entries [6].

– Keyword-based retrieval of records. Despite the encryption of entries, the
BBox allows for simple keyword searches for log entries, thereby generating
the so-called “log views”. In doing so, the retrieval solely requires the decryp-
tion of entries matching with the keyword. This not only reduces the cost of
log view generation, it also enforces that only the necessary information is
disclosed to auditors, acting thereby as an access control mechanism.

The BBox builds upon public key cryptography and trusted computing mod-
ules to ensure the authenticity of log records in distributed systems. It is being
deployed as a component of a business process management system (BPMS) to
guarantee authentic archiving during the workflow execution in a service-oriented
architecture. To this end, the workflow specification language is slightly extended
with tags to define the service-side devices empowered to communicate events
to the BBox (residing at the BPMS). Tis realization of the BBox builds upon
standard protocols for web services communication and workflow execution, ad-
dressing the criteria in [9]. The following presents the high-level cryptographic
building blocks, not their particular implementation details in the BPMS.

This paper is organized as follows. §2 builds the core of the paper, presenting
the architecture, components and operation of the BBox. §3 addresses the re-
trieval of log views. §4 reports on the security analysis of the BBox. §5 concludes
the paper and discusses further research topics for digital black boxes.

1.1 Terminology and Related Work

A log architecture consists of subjects that may play one of three roles: devices
capture events and send them to collectors that store the events in log-files.
(Relays between the devices and the collectors my exist, but are often omitted.)
Authorized auditors retrieve the collector and obtain portions of the log file. Log
messages sent by devices to the collector are in transit and messages recorded in
the log file are at rest . Parts of the log file retrieved by auditors are in processing .

Existing secure log services can be categorized in those adding security func-
tionalities to the syslog [26] and those based on the Schneier-Kelsey scheme [24].
Proposals in the former category focus on log data in transit. The “reliable-
syslog” improves the transport protocol of syslog from UDP to TCP, thereby
ensuring reliable message delivery [22]. The syslog-sign extends syslog with sig-
nature blocks preventing tampering of log data in transit [13]. However, since
these signature blocks are loosely coupled to the entries and can be deleted af-
ter storage, protection for log data at rest is not given. Moreover, the entries
are transmitted in clear. Distributions of *nix systems have been equipped with
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Fig. 1. The high-level architecture of the BBox logging.

syslog-ng, the successor of the syslog [27]. Besides reliable transfer over TCP, it
also supports IPv6 and encrypted log message transfer using the TLS protocol.

Unlike the extensions of the syslog, proposals based on the Schneier-Kelsey
scheme focus rather on log data at rest . Accorsi presents a simple extension of
this scheme to address distributed storage [1]. Stathopoulos et al. present the ap-
plication of Schneier-Kelsey’s scheme for the telecommunication setting [25] and
Chong et al. employ it for DRM [8]. These proposals exhibit a similar vulnera-
bility: the “tail-cut” attack differently reported in [5] and [12]. Logging services
based on the Schneier-Kelsey scheme employ hash chains [15] to create depen-
dencies between log entries. Hence, removing one or more log entries from the
“chain” makes tampering detectable to verifiers. However, if the attacker re-
moves entries from the end of the log file (i.e. the attacker truncates the log file),
the verifier cannot detect the attack unless he is aware of the original length of
the hash chain. While employing similar cryptographic primitives as Schneier-
Kelsey, the BBox is not susceptible to tail-cut attacks.

Xu et al. propose the SAWS architecture, the secure audit web server [29].
Since no algorithms are provided, only the architectural similarities between the
BBox and SAWS can be compared: both employ public key cryptography and
trusted computing modules for storage, but transmission and retrieval capabil-
ities are not addressed. Recently, Ma and Tsudik proposed a novel approach
to secure logging based on cumulative signatures that replace the use of hash
chains [18]. This approach also focuses on data storage and it is currently un-
clear whether it is susceptible to “tail-cut” attacks. It is, from the performance
viewpoint, an approach that clearly succumbs the use of hash chains.

Compared with the aforementioned state of the art, the advantages of the
BBox are the simultaneous provision of: first, authenticity protection for both
data in motion and at rest, providing for tamper evidence guarantees. Second,
keyword search in encrypted log files. Third, during an audit, attestation that
the certified algorithms are running, thereby enhancing the probative force of
evidence generated using the BBox [14].

2 BBox: Architeture and Logging Algorithms

Fig. 1 depicts the high-level architecture of the BBox. While the BBox cannot
check the veracity of the events, i.e. whether these events really correspond to
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Fig. 2. BBox: Architecture, components and main information flows.

what happens in the system, it ensures that only authorized devices submit log
messages and that no subject other than the BBox accesses these messages. This
is achieved with public key cryptography. Accredited auditors may query the
BBox to obtain log views, i.e. audit trails containing the all log entries matching
the search criteria.1 Here, a protocol ensures the mutual authentication between
collector and auditors, and a trusted computing platform, in particular remote
attestation, ensures that the corresponding secure logging protocols are in place.

2.1 BBox Architecture Components

The architecture of the BBox, its components and the information flows happen-
ing therein are depicted in Fig. 2. Its functionality can be distinguished in two
logical units: the “recording unit” is an input channel for logging communicated
events in a secure manner and consists of the log message and the entry append
handlers; the “retrieval unit” is an output channel for the generation of log views
which encompasses the log view and the entry retrieval handlers. In detail:

– Log message handler (LMH). The LMH receives incoming log messages sent
by the device and carries out an integrity check to determine (1) whether
the contents of the message are eligible to be appended to the secure log file
and (2) whether the devices’ certificate are legitimate.

– Entry append handler (EAH). If a log message passes the integrity test car-
ried out in the LMH, its payload and keyword ID are given to the EAH,
which transforms these components in a protected entry for inclusion into
the secure log file. To this end, it employs the protocol described in §2.3.

– Secure log file. This is the container where events are securely recorded after
being prepared by the EAH.

1 The concrete shape of the keyword depends on the application, e.g. it could be the
ID of a particular subject to which the record refers.
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– Log view handler (LVH). The LVH controls the disclosure of collected data by
receiving view requests, authenticating auditors and passing on the necessary
information to the entry retrieval handler.

– Entry retrieval handler (ERH). The ERH receives the keyword ID of the
requesting individual and produces a corresponding query over the secure
log file. To this end, information in the crypto module is needed in order to
allow the decryption of the corresponding log entries.

– Crypto module. This is a trusted computing module (TPM) responsible for,
among others, storing the cryptographic keys, providing metadata and a
basis for remote attestation.

– Operational log file. The functioning of the BBox is recorded in a write-once,
read-many operational log file. Events recorded in this file include, e.g., the
decision whether a log message has passed the integrity test and service
disruptions, such as (re-)initialisations and shutdowns.

Notation. The presentation of the BBox employs the following notation: di de-
notes the ith device; Pi refers to the payload of the ith log message; Ks stands
for the public key of a subject s and K−1

s stands for the corresponding private
key ; Ki with i ∈ N stands for a symmetric key and the symmetric encryption
of X with Ki is denoted by {X}Ki

; {X}Ks
denotes the asymmetric encryp-

tion of message X under the key Ks. {X}K−1
s

stands for the signature of X

by s with K−1
s ; Hash(X) stands for the one way hash of X; X, X ′ denotes the

juxtaposition of X and X ′; and Ei stands for the ith log entry .
The BBox assumes that the cryptographic primitives exhibit the expected

properties, e.g., it is infeasible for an attacker to intentionally cause collisions of
hash values or calculate the pre-image of hash functions, and that decryption
of messages requires the appropriate cryptographic key. A further assumption is
that no subject other than s possesses his private key K−1

s .

2.2 BBox Initialization and Incoming Log Messages

Assuming that the BBox is not compromised and initially offline, its initiali-
sation phase encompasses four steps. The first step places the asymmetric key
pair KBBox and K−1

BBox into the crypto module and synchronizes its internal clock
with a reliable clock. (These keys are not the same as the attestation key of
the crypto module.) Based on these keys, the second step generates the value
G0 = Hash(K−1

BBox) which is used as basis for the secure logging service (see §2.3).
The third step at initialising the BBox appends the device authorization and

key lookup table (DAKL) to the LMH. This table is necessary to authenticate
devices, as they must have been previously authorized to send messages to the
BBox. As depicted in Table 1, each entry in the DAKL table contains the iden-
tifier of a device expressed by its MAC address, the respective public key and a
human readable comment about the particular device. Thus, adding devices to
the system on an already online BBox leads to an update of the DAKL and a
corresponding entry in the operational log file.
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Devices’ MAC Public key Comment

00:C0:9F:30:A6:1B 9TPYHfeWH+Bok5rgMa... RFID reader #43

00:F0:4A:23:B2:AA OuanFjE7W4vjo6KLly... RFID reader #12

00:0B:6A:04:97:20 whbUE3xfIC+JafigeI... Database server #1

Table 1. Excerpt of a BBox’ DAKL table.

The fourth and final step consists in opening the both the secure and the op-
erational log files and appending the corresponding initialization entry to them.
Receiving log messages. The communication between the device and the BBox
does not require mutual authentication. It only prescribes that events are en-
crypted using the public key of BBox and signed by a legitimate device. In
detail, the log message communicating the event P sent by a device di carrying
a keyword I to the BBox at time t is denoted as

(Log message) di → BBox : {di, {I, P, t}K−1
di

}KBBox
,

where the identity di of the device is expressed in terms of its MAC address.
Upon the receipt of a log message the LMH carries out an integrity check

whose goal is to assert that: (a) the device di is allowed to communicate events
to the BBox; (b) the message has not been altered along the way between di and
the BBox; (c) the received message is not a replay of an expired log message.

The integrity test consists of the following steps. First, BBox decrypts the
message using its private key K−1

BBox and uses the DAKL table to check whether
the sending device di is legitimate and, if so, whether its certificate has not
been revocated. Second, the signature, and thereby the integrity of the message’s
payload, is verified. Third, if the checksum is validated, the timestamp is checked
to avoid replay attacks. If it has not expired, the event P and the keyword I are
passed to the EAH for inclusion in the log file. Messages that fail to comply with
the integrity requirements are discarded and the corresponding entry is included
in the operational log file.

2.3 Appending Log Entries

The core of the EAH is a secure logging protocol. Parameterized by the keyword
and payload of an entry, its goal is to generate a secure log entry by applying a
series of cryptographic primitives to them and append it to the secure log file.
Cryptographic building blocks. The cryptographic building blocks used to
generate the entries are the evolving cryptographic key G used to compute K
(see §2.2) and the links of the hash chain.

In contrast to usual cryptography, where keys are kept the same over time, in
evolving key cryptosystems keys change, or evolve, from time to time, thereby
limiting the damage that can result if an attacker learns the current crypto-
graphic key [11]. In the BBox, each payload is encrypted with a unique key Ki

derived from an evolving entry authentication key Gi and the entry identifier I
by hashing these two values. The entry authentication key G evolves for each
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Fig. 3. Appending an entry to the secure log file.

entry. Hence, the keys Ki, Ki+1, . . . are independent from each other, so that
if the attacker obtains a particular Ki, he can neither obtain Ki−1 nor Ki+1.
To make it harder for attackers to decrypt the payload of messages, the entry
keyword I is stored as a hash value, so that even if the attacker obtains some G,
he still has to obtain I to gain access to the payload.

A hash chain is a successive application of a cryptographic hash function to a
string [15]. By knowing the initial value and the parameters with which the chain
is generated, the integrity of an existing hash chain can be checked for broken
links by recomputing each element of the chain. (Alternatively, it is also possible
to check the integrity of contiguous regions of the chain instead of its whole.) The
BBox uses hash chains to create an interdependency between an entry i and its
predecessor i−1, thereby linking entries to each other. Moreover, since elements
of the hash chain can as well be seen as a checksum of the involved parameters,
in computing an element of the chain and comparing it with the existing link,
the BBox can also assert whether the corresponding entry has been modified or
not. Hence, tamper evidence for integrity properties are accounted for.

Format of the entries and secure logging protocol. Fig. 3 depicts the
format of the entries Ei−1 and the steps used to produce the subsequent entry Ei.
Each entry consists of the hashed keyword (denoted HI), the payload encrypted
under the unique symmetric key (denoted {Pi}Ki

) and the signed link of the
hash chain (denoted {HCi}KBBox−1 ).
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Assuming that the ith log message has passed the integrity test, the EAH
receives the keyword Ii and the payload Pi from the LMH and with the value Gi

at hand, performs the following operations:

1. Ki = Hash(Gi, Ii) generates the cryptographic key for the ith log entry.
2. Gi+1 = Hash(Gi) generates the authentication key for the entry Ei+1.
3. HIi = Hash(Ii) computes the hash of the keyword of the entry Ei.
4. {Pi}Ki

is payload Pi encrypted with Ki.
5. HCi = Hash(Ii, HIi, {Pi}Ki

, {HCi−1}K−1
BBox

) is the ith link of the hash chain.
6. {HCi}KBBox−1 is the signed hash chain value for the ith entry.

These operations are depicted as a diagram in Fig. 3, where the numbers
labeling the arrows correspond to those in the description of the operation.
The labels also encode the order in which the operations are carried out. The
resultant log entry, denoted Ei = (HIi, {Pi}Ki

, {HCi}K−1
BBox

), consists of the in-
dex HIi, the encrypted log entry {Pi}Ki

and the signed hash chain value HCi.
The authentication key Gi+1 is employed to append the next incoming entry.

2.4 Authentication of Secure Log Files

Authenticating secure log files means making tampering evident to a verifier, so
that corrective measures can be taken to repair the file, e.g. using a rollback.
The BBox employs the hash chain to this end: intermittently or before generating
a log view, the secure log file can be authenticated, thereby excluding certain
forms of tampering attempts. This is achieved by Alg. 1, which roughly speaking
“traverses” the hash-chain seeking for broken links.

Alg. 1 requires a hash table Hash Table relating the values HI with the
corresponding pre-image values I necessary to compute the links of the hash
chain, the file handler/pointer for the secure log file LogFile and the initial
entry authentication key G0 and the current entry authentication key Gcurrent .
It returns the variables Integrity and Result : Integrity is a Boolean variable,
assuming True if no tampering has been detected in LogFile and False otherwise;
Result encodes the kind of tampering found during the authentication, namely:
0 if no tampering is detected; 1 if the initial entry has been tampered with; 2 if
the hash chain is broken, i.e. the expected and actual values of a hash chain
link diverge; 3 if the hashed index value is not listed in the Hash Table; 4 if
the signature of the hash chain link is invalid; and 5 if the length of the hash
chain does not match with the expected length of LogFile (implicitly encoded
by current entry authentication key Gcurrent).

Alg. 1 starts by checking the integrity of the initial entry. (This case must be
singled out because E0 exhibits a special format.) An empty log file indicates a
tampering, as well as a flawed initial entry. If testing the initial entry succeeds,
the remaining entries of the log file are tested while no tampering is found, i.e.
Integrity = True, and the end of file has not been reached (Line 7). This while-
loop starts by evolving the entry authentication key (Line 8), overwriting the
previous value with the new one. It then checks whether the signature of the ith
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Algorithm 1 Log File Authentication
Require: Hash Table, LogFile, G0, Gcurrent

Provide: Result, Integrity
1: G← G0

2: if not EMPTY(LogFile) and CHECK-FIRST-ENTRY(LogFile) then
3: Integrity ← True; Result ← 0
4: else
5: Integrity ← False; Result ← 1
6: end if
7: while (Integrity) and not EOF(LogFile) do
8: G← HASH(G)
9: if CHECK-LINK-SIGNATURE(Entry.HC ) then

10: HC ← DECRYPT(Entry.HC using K−1
BBox)

11: if Entry.HI ∈ Hash Table then
12: I ← LOOKUP-PRE-IMAGE(Hash Table, Entry.HI )
13: if HC 6= HASH(I, HI, Entry.Payload, PreviousEntry.HC ) then
14: Integrity← False; Result← 2
15: end if
16: else
17: Integrity← False; Result← 3
18: end if
19: else
20: Integrity← False; Result ← 4
21: end if
22: end while
23: if (Integrity) and (HASH(G) 6= Gcurrent) then
24: Integrity ← False; Result ← 5
25: end if

link of the hash chain is valid (Line 9). If so, the algorithm checks whether the
index is listed in the Hash Table (Line 11) and, if this is the case, compares the
actual value of the hash link with the computed value, i.e. the value obtained by
recomputing the HC link (Line 13). If this test succeeds, the algorithm moves
to the next entry. If one of these tests fail, the Integrity variable is set to False
(Lines 14, 17 and 20) and the tampering attack is encoded in the variable Result .

If no tampering is detected during the while-loop, it traverses the whole log
file. In this case, the length of the log file is tested, using to this end the entry
authentication key G (Line 23): G is the result of the n iterations of the hash
function, where n is the number of entries in the LogFile; Gcurrent is the result of
m+1 applications the hash function, where m is the number of appended entries
by the EAH. Ideally, n+1 and m+1 must be equal, otherwise the actual and the
expected number of entries do not coincide, indicating tampering. Specifically,
this indicates the deletion of entries (Lines 23 and 24).
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Algorithm 2 Entry Selection
Require: I, LogFile, OpLogFile, G0, Gcurrent
Provide: T , Authentcation Failure
1: integrity← True
2: keyword← HASH(I)
3: G← G0

4: while (integrity) and not EOF(LogFile) do
5: G← HASH(G)
6: if CHECK-ENTRY-INTEGRITY then
7: if keyword = Entry.HI then
8: K ← HASH(G, I)
9: P ← DECRYPT(Entry.Payload using K)

10: APPEND-TO-BUFFER(T, P )
11: end if
12: else
13: integrity← False
14: end if
15: end while
16: if (integrity) and (HASH(G) 6= Gcurrent) then
17: return T
18: else
19: WRITE(Authentication Failure in OpLogFile)
20: return T , Authentication Failure
21: end if

3 Retrieval of Log Views

The concept of log view bears similarity with its homonymous counterpart in
databases, where a view can be thought of as either a virtual table or a stored
query, thereby acting as a filter on the underlying tables referenced in the view.

Four components of the BBox are involved in the generation of log views.
The LVH is responsible for performing the following protocols:

– Mutual authentication between the auditor and the BBox. To ensure that log
view is generated for the pertinent auditor, entity authentication. From an
auditor’s viewpoint, he must also be aware that they communicated with cor-
rect the BBox. Thus, mutual authentication between requesting individuals
and the BBox is necessary.

– Remote attestation of the BBox. Authentication provides no assurance with
respect to the configuration of the BBox, e.g. whether the secure log mech-
anism is in place and the algorithm for retrieving log views is reliable. To
achieve such guarantees, the LVH uses remote attestation protocols provided
by the crypto module.

If these two protocols run as expected, the ERH receives the keyword I and
searches the secure log file for the matching entries. The resultant audit trail T
contains all the entries related to I. T is given to the LVH, which is responsible
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for computing the metadata M (e.g. number of entries in T and generation
timestamp) and sending the resultant tuple T, M to the requesting individual.

The following focuses on the selection of entries. Details about the mutual
authentication and remote attestation are not given here. Mutual authentication
is prototypically achieved with a variant of the Needham-Schroeder protocol and
attestation employs the standard primitives.
Selection of log entries. Alg. 2 shows how entries are selected and appended
to the audit trail T . It consists of a linear search over the secure log file, where
the integrity of hash chain is checked when searching for the matching entries
(Line 6). This integrity test consists of checking the signature of the hash chain
link, decrypting its contents and checking whether the expected and actual con-
tents correspond. If the integrity test fails, the search is aborted and the failure
is recorded in the operational log file OpLogFile (Line 19) and reported to the
BBox (Line 20). If a matching entry is found (Line 7), i.e. if the keyword searched
matches with the keyword of the entry, the corresponding symmetric key K is
computed (Line 8). With K, the payload of the entry is decrypted (Line 9) and
appended to the buffer T (Line 10).

Provided that the log file has not been tampered with, the search finishes
when all the entries of the secure log file are visited, producing the audit trail T .
The LVH then encrypts the tuple T, M and sends it to the requesting auditor A.

4 Security Analysis of the BBox

The cryptographic building blocks and protocols provide for authentic and con-
fidential log data in transit and at rest. While the BBox provides for tamper
evidence, its design does not account for tamper resistance. To this end, other
measures, such as partial confinement, rollbacks and firewalls should be in place.

This section demonstrates the extent to which authenticity is achieved by
the BBox and reports on experiments carried out with the prototypical imple-
mentation of the BBox. Along with the security analysis, this section discusses
the main design decisions and assumptions underlying the BBox.

4.1 Log Data in Transit

Digital signatures are used to sign log messages sent from the devices to the BBox,
thereby ensuring that only authorized devices, i.e. those listed in the DAKL, can
submit log messages. The one-way authentication protocol (see §2.2) has been
verified in the AVISPA tool for authentication and replay-freeness properties.
Specifically: the analysis aimed to check whether BBox could be tricked into
accepting a log message from an illegal device, or a replayed message. Given a
Dolev-Yao attacker model [10], no such attack could be found. Moreover, since
the messages are encrypted, confidentiality against an eavesdropper is preserved.

The use of timestamps averts the possibility of replay attacks, provided the
replay happens after the specified timespan. Although this timespan is kept
short, it could still be exploited to store replicated messages. However, this would
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be inoffensive for the authenticity of the log file: the replay only leads to identical
copies of a legitimate entry in the secure log file and auditors aware of this could
simply filter the entries, keeping only their first appearance.

The use of timestamps could be circumvented if the device and the BBox
mutually authenticate, guaranteeing the freshness and origin authentication of
a message. However, this causes an overhead that cannot be justified in various
application scenarios, e.g. pervasive and ubiquitous computing settings [2].

With regard to the communication between auditors requesting log views
and the BBox, the prototypical protocol authenticating these peers is based
on the Needham-Schroeder public key protocol. This protocol has also been
formalized in the AVISPA tool and checked against man-in-the-middle attacks,
where no attack could be pinpointed. The protocol for remote attestation is a
standard TPM protocol. In particular, we employ the concept of “persistent link”
to eliminate one relevant kind of attack in which a corrupted BBox could trick
an auditor into accepting a log view generated by a flawed BBox algorithm [17].

4.2 Log Data at Rest

Two security properties are relevant for log data at rest: confidentiality and
integrity. The former is achieved by encrypting the payload of the entries with
the symmetric key K. This key is generated using the evolving key G (derived
form the private key of the BBox) and the keyword for the entry I. Since I is not
stored in clear in the BBox and G does not leave the TPM, log data at rest can
be considered confidential. If an intruder – by guessing or inference – obtains
the some key Gi for the ith entry, it is still impossible to decrypt the contents of
the entries appended after Ei, as the intruder does not possess the keyword I.
(This confidentiality guarantee is called “I-confidentiality”.) Similarly, if the
intruder gets aware of some I, all the entries prefixed with the hash of I could
be decrypted upon the event of discovering the value G. (This confidentiality
guarantee is called “G-confidentiality”.) If the intruder knows both Ii and Gi

for some entry Ei, then no confidentiality guarantee is provided.
The use of a hash table to relate HI with its pre-image I is a vulnerable spot

of the BBox. If an attacker succeeds in obtaining this table, then not only the
confidentiality of entries would be harmed, but also, e.g., the privacy of users.
In [23], we employ the BBox to store the events of customers in a retailer using
different forms of customer communication and ubiquitous computing. Here, I
stands for the unique identifier of the customers, so that in case of an attack, the
events of the customers could be linked and their identity could be disclosed.

With regard to integrity guarantees, Alg. 1 is responsible for detecting at-
tacks upon log entries, i.e. inclusion, modification and deletion of entries. To
demonstrate its correctness, we consider an attacker model in which an intruder
can read, (over)write, mode and delete (fields of the) log entries stored in the se-
cure log file. In doing so, the attacker may generate message items from the items
he already possesses. However, the attacker can only obtain the plain-text of an
encrypted message if he possesses the corresponding decryption key. Moreover,
it is also assumed that the attacker is computationally bounded.
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Given this attacker, the correctness property of the Alg. 1 is defined as the
absence of false negatives: whenever the algorithm decides that a log is authentic,
then there was no tampering – modification, appending and removal of entries.

Definition 1. Alg. 1 is correct iff it does not exhibit false negatives. a

Theorem 1. Alg. 1 is correct with regard to authentication. a

To show Theorem 1, every attack tampering attempt on an initially authentic
log file must be examined, thereby demonstrating that they are detected. Due
to space constraints, below we only demonstrate one case of the proof – for
modification attacks. Other attacks are shown in a similar manner [3].

Proof (for modification attacks). Let LogFile be an authentic log file consisting
of a sequence of entries E0, . . . , En constructed according to §2.3, where each
entry Ej , with 0 ≤ j ≤ n, assumes the form Ej = (HIj , {Pj}Kj , {HCj}K−1

BBox
).

Case 1: Modification attacks. Let Ej be an entry of the LogFile. The modification
of each of the three entry fields (i.e. entry’s index, payload and hash chain link)
must be analyzed in isolation.
(1.1) Overwriting the index of Ej : the attacker either overwrites the index HIj

of Ej with the index of an existing entry Ek or generates a new index H ′j . For
the former case, the algorithm detects a broken hash chain by computing HC ′j
and determining that HCj 6= HC ′j (Line 13). For the latter case, the value H ′j
will not be contained in the Hash Table, indicating the violation (Line 11).
(1.2) Overwriting the encrypted payload of Ej : irrespective of whether the at-
tacker reuses the payload field of an existing entry Ek or generates a new payload
field from the items he possesses, such an overwriting leads to a broken hash
chain, as the expected value for link of the hash chain diverges from the actual
value (Line 13).
(1.3) Overwriting the hash chain link of Ej : the attacker either overwrites the
link {HCj}K−1

BBox
with the link of an existing entry Ek or generates a new link. For

the former case, the algorithm detects a broken hash chain by computing HC ′j
and determining that HCj 6= HC ′j (Line 13). For the latter case, since the
attacker does not possess K−1

BBox, he cannot generate a legitimate link that passes
the signature check (Line 9). ut

The following provides an intuition of how the other violations of integrity
properties are detected by the algorithm. Inclusions are detected using the sig-
nature appended to the link of the hash chain: since the attacker does not pos-
sess K−1

BBox and since he cannot cause collision of hash links, the attacker cannot
produce valid signatures. A broken hash chain or a chain shorter than expected
indicates that the some link or part of the log file has been removed .

4.3 BBox Prototype

The BBox has been realized as a prototype using the programming language
Java and standard protocols for remote attestation found in trusted computing
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Fig. 4. Time necessary to authenticate a secure log file.

platforms TCB 1.1b. To obtain practical evidence as to whether the proposed
algorithms and techniques provide the expected confidentiality and integrity
guarantees, we employed ATLIST – a state of the art vulnerability analysis
technique [16] – to identify potential vulnerabilities. Moreover, we conducted
man-in-the-middle and tampering attacks to observe how the BBox behaves.

Among others, the vulnerability analysis with ATLIST pointed to three weak
spots of the BBox: first, the possibility of impersonation attacks, both when at-
tackers impersonate the devices and the auditors. Second, the hash-table linking
the hash values to their pre-images. Third, the storage of the credentials used
to create and assert the authenticity of the log file. Given that, we extensively
tested the BBox for middle-man attacks and impersonation attacks, demonstrat-
ing that such attacks were not possible. The other two weak spots regard tamper-
resistance and cannot be tackled with the algorithms implemented in the BBox.

Focusing on tamper evidence, we simulated every possible tampering combi-
nation of log files – considering the attacker model mentioned above. The goal
was to demonstrate that these attack attempts are detected by the implemen-
tation of the algorithm. The BBox succeeded in authenticating the log files and
detecting the attack attempts. For illustration, Fig. 4 depicts the runtime neces-
sary to authenticate sample log files. (These runtime figures were obtained in a
standard desktop PC with 1.92GHz, 512MB of RAM and 250GB hard disk op-
erating under MS-Windows and Java version 1.6; each entry payload amounts to
50Kb.) While being based on a prototypical implementation, these runtime fig-
ures already indicate to one problem of secure logging implementation based on
standard libraries: their performance is rather poor for use in large applications.
Hence, besides improving the prototypical implementation, we currently inves-
tigate the benefits brought by fast hash chains verification techniques, e.g. [30].

Finally, denial of service attacks can be carried out upon the prototypical
implementation of the BBox. We simulate these attacks by sending, over a period
of five minutes, a constantly raising number of log messages (between 500 and
2500 messages per minute; step 500). Legitimate entries sent after within the
third minute were no longer added to the log file. While we currently investigate
this issue in more detail, these preliminary figures already indicate that receiving
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messages is, in practice, not costly. In fact, the process of adding entries to the
log file is rather expensive and turns to a bottleneck in the BBox architecture.

5 Summary

The paper introduced the architecture and main components of the BBox, a
digital black box to ensure authentic archival of records as a basis for reliable
accountability. It is shown that tamper evidence and confidentiality of log data
in transit and at rest can be provided and also the limits in which this is possible.
Besides the implementation of its components with a business process manage-
ment system, the algorithms behind the BBox are being further developed to
improve performance. In particular, we aim at employing faster algorithms to
verify the integrity of log entries and, more importantly, improved methods to
search for log entries. As for the latter, we have been testing with (distributed)
hash tables, which clearly accelerate the search but introduce a tremendous over-
head for creating indexes on-the-fly in settings where a large number of records
are transmitted to the collector.

Overall, we identify the need for efficient data-structures in digital black
boxes as the main research direction in this setting. Here, tree-structures appear
to be more promising then distributed hash tables. Similar to log file audit [4],
we have been experimenting with tree-structures to accelerate the retrieval of
log entries. A crucial aspect is to decide on the branching criteria. Preliminary
tests using object and role hierachies show that fine-grained hierarchies, in this
case for objects, lead to more efficient search trees. However, we still have to
substantiate with more formal evidence.
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